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mmm ?«na#S5 4oott. 

<7#S5 4 0 2li. ?©fi)fl!81l!l©SlIU 
ttfcfl! UT^&x - * <D*gi!^#£gM Lfe * * - * - 
.7-^*WtSA*. »I>3-: ?5 4 0 4l*. 'JT 
-<7fS5 4 0 2#6©§£7 r -*£ffi£<0£5£fci?*f 
Bg#?S5 4 0 5Jis f*lVa- 5^5 404 
fr6©^!S!x-S£v-f'-bVXf££#IS5 4 0 3 ICJ: >J 
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H9ttH*<DBH] 

[fi^JSI] ¥:£<DP>xy , yx-$£3S«# U buE 

MEWWtaVTVVr-r ?5a#LTS4-T5/c 
46© □ -*> ;l>5 -b VX £ 5 5 s - * IK^&B? 

buEp >t 9— * tc^**i*««Rr51WKc»^ 
TtaEP-a/U5-f*>X*4J8U *<Z)£f«LfcP- 

ttl SSfiK Lfc □ - * <r -tr >7, £>Bg^b£fi5 L 

/cBgMsp-a/i/^-bvxfc^rsig^Ji^fs 

BnBBf^bP-a/u^Hzvxfc^tfBg^bPVxV-y 
r-**Ettr*Ett#«£» 

EEMMIS& MES3tf# Lft^VfV'y x— £ £ b5EB§ 

^bnvxvy^Wv^ i9Ea-a/U5-r-fev 
vf/yf-^i, WEflHWbavxV'yx-**** 

U £J:tf/*fc«ttE3>x>yx-**roiLTM 
EWWta Vt>7 t— 9 fcttEHWfta VxV'yx- 
* LTfl^-T *fc4W)P -2^1/5 -r -b >X <b 
J$T5 x — £ 4&*SBT'& o T, 
MEE«tf-/te©nT*EBE«5oTMEflHWt3 
y 9 yy 9— 9 is J: tffuE^ -f -tr y XfciiuEEfl-?- / \' 

6^6§«u fr-^s mi^^-tyx^unt^^ny 

Tt5EP-2j/l'x<i'-b>X££fi8U *0DSfc«Lfcn- 
2>M/5-f -tr VXlc^ttt* 5 •< -tr >7.»lc «fc o TMEp 
y=r yy 9— 9 fcuf^b LTMEflHHbP y=r yv9- 
**£i$,T%B§mt=iy : ryv£i&¥&t. 
Buts^fiK Ltc p -r-b yzimsotgmtzn l 
fcBg^bp - tt i\,=? -f -t v x ££»s-r s araeMB 

ME^-bVXx BuIBBg^bP-an/5-f-tr>X33J;tf 
KBBBS^ba vxvyx-* «E«t*-5Ett#Bi:. 
mee&wl 

tMBMM*& MESStff Lft3>fV7 x— * SUMS* 
mtziy^yy^m^m^^ 83EP-a>l>5-f-b> 
Z*ttEflHWWl#«^5**» x-*4S*gB. 
[M*J13] iy=ryVT~ ^^Bg^bLfcBg^b^ 
Vx>7r-?t> BuEBf^bPVxV'yx-Sfcii^ 
LTW4-r^/c46W7'r-trVXi:^iBfi+f- /^SSil 
U iS.ttf/SfdiHufBPVxVyx-^^fLTffJ 
IBBg^bP >x>7 x— * <t SuIBBg^bP >fV7 x- 



*£fg#LT«£T5fc4&0P-*;U7*-bV7.<h££ 

V7 h-yiT-fc^Ts MEEflW— /teOfiaT'ffiSK 
SE«5t\ fr"^ MEBg^bP>xVyx-*fcci:tfM 
!B7-r-trVX^HijiBBBfi^-A>5§fi-r55Y-b>^ 

huibp >tv7t-$ (cs*n*a« rts««»c« ^ 

T8ufBP-*^5-1'-trVX^fiKL^ ^©ifigUcP- 
< -tr V 7. K^$tt5 5 << Hr > XSIlcJ: o TttEa 
v 9 y v 9— 9 *iw<b LTMfBBg^bP v x vy x- 

HufB^fi!cL/i:P-*;P7-<-b>^lc34i(DBg#{b^«5L 

tcmmta-tii^^-tyx. ^mtmssmLft^-c 

■bvxn:aeoBW<b**LfcW4b7'f-fevx*S* 
tMBHHWb^f'feVX* MEBf^bP-rtil^'f-bVTs 

fc cfe^MiBBg^ bp >7>yf-^ *E*r seh^is 

flUiBSJfciSK** MEHStff Lfc □ >x >>y x- ^lulBBg 

^bPVxvy^^s^ilv Bi5lBP-*;i'5<-tr> 

[W*^4] 3>fV77- **«W<tLfcflHWb3 

>f>7f->t, MiBJg^bPVxvyx— 
UTB^-r^/c«»<D7-<-tr>X<!:^iBfi 4 7-/\>e§fi 
U jB*tf/« fc«l5IBP>xy'yx— ?*IS»LTBij 

iBBg^ibP >r vy x— ? <bt5iBBi^bP 9- 
zz'&^LTm^tzrcisbvn-tii^j-tyxt*:*. 
tit % 9- * 4iB*gs?fc o r. 

v x > >y x - ^ fe a im ib^ -t > x * in BKfliit- / < 
i^ssffiu tiit^-c-byx^nt^-f-by 
zmm9jwzt, 

SE*^t\ 6^>> MIBBi^bPVxV , yx*-'5»*5<i:0 : g5 
iB^'T-tryx^MiBEfi+J— /\>eg«-r55-<-feV7s 

fjIBPVxV^x— S»lc#$n5^pIg'tt$BltS^ 
TMIBP-*)l/7'r-tr>X*^fi)cU ^-O^LfcP- 

* -f -tr >X (c^Sns^ -T -b VXSIlcJ; o TbuIBp 
>x> > yx—?^BI^bLTs5fBBi^bP>x> , yx- 

* ££J5gf 5Bg^bP >x>'y3fefiE#a«!:, 
B5IB^fi2LfcP-*;l/7-r-b>Xlc54g<DBi^b^)5SL 
/cBE^bP-*;U5-<-b>^ Sfc^iBT'T-bvx'B 
St v>" a -;Kc J: o T Sdi-nfc 5 -f -b > X tcji S ©8g 

#<b* u/cBf^b7 -r -b > 7. ^^fi£-r ^Bg#jaia#g 

<b, 

fjiBBg^b^'r-bvXx SuiBBg^bP-^yu^-r-byT. 

SJ:tmE«HMba >f>7 9— 9 «E1irsEtl#a 
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mm*****.. 

moment* msxm lk p >t >y z Buiem 
#<bp>rvy£ia#is^4;L Mie^'r-bvxfc.fetf 

S/dcLfcB&sHbPVxVyx-- S«*iJ:tfn— ^ril/^-f-b 

u 

tMWMra¥lftli. BuiBP-*;U7-f'-bVXi:BuiB» 
a^gm<fcfc3fig<Z>BI^b£ffiU BulBBg^bP-rtJU 
5<f RMI1fr6ttMI4fl!)^rft 

^icfBKOx— ?4S*SBo 
[IS^6] B0IBBi^bP-A;l/5'f-bVX«-'^< 
£fc£fc5-f -t VXgS7 7 </U££$-r*7 7"f /US 

tilBMIDSU:* WIBWWba VfV'y?-: <fctf MfB 

5-f-bvxgS77"r;u*BuiBiBlt*Sic4^.^. 

JS1 »6Mf 5 flM^rnfr 1 flKcEBOx-**** 

So 

s^-r^s irata i frs««fli6©^r*iii» i *ke« 
m$m 8 ] tuiaawfta y=ry v^mmt. 
MiB«»^5HsaiSS«Lfcp-*;U5'f-b>7x 

$s IBHfcavf'/ff-! * *<»LTIf £?£fc 

unou] MiBavxvyx-^fceaLfciEiw* 

ffi LfcP >r V^f- S« £83IEB»{bP >r>74lSEf 
S^A*. MsRH 1 frSff *JS8<D^-f*Xfr 1 JlKlB 

[« *n 1 o ] m^mmt. * y* -* •> mc £ ^ 

TSfl L/cP Vr>7 t— * £fufBBg^bP Vr>7S 

1 1 ] WEflHHfca 4rt#s». 
&jfs«» Risit mif b p v r yy t— $ e&ffi-r s 



l5IB7-f-b>7.^cd:^TMlBP>xV , >7 r — S>5Bg^ 

4b-r5Bg^e<b*^t»\ w^jhi always 1 o<^ 
tnfr 1 flwcE«©r-r mmmWo 
[»*jsi 2] BuiBBi^bPVxV'y4)S#s(i. 

MiB^Brsit^ws^SfDW^mtcsox^Tasa^ 

- 13 ) U 5 -f b V X * £ 5 -f * y 7. £ J$#K <!: , 
MIBP/T^TjiClcft^fbS'ftfc P VxV'yx-^^HulB 
7<bVX8ilc<fc^T^br£B§^#IS:<!:£^t>\ M 
#JI 1 6R«41 1 0 ©i^rtifr 1 q«cE«©T-r 9tt 

[H^H1 3] BulB7-f-b>7.i)S^I6lis BUlBBg^ 
fbPVxV'yx— S»*#^-r^P>rV , yi«SiJ?i:x ft 
f BBg^HbP >t V y r - 2 33 J: t>Buf B5 -f b V X fcffitf) 

!BP-*J/U ; 7'rbVX£!B@-r£x-'S'iBi§gSlcflf 
SIBHSB7"7b73M*<i:, BK^-feVZlCfcoTtt 
IBBg^bP Vt 1 V7 t"— * *«*LTWSr*T-r >W 
S^Blcttf * -b t fr*> ^^MIBP 

-t»\>^<<*yx*$im%. BTOTI'l 2KfBtE<Dx- 

BulB^-r b V7s^fiE#Sti, SufBP >x >y«PJ? *ft 
ttBufBjifiiffigiJ?^x-^iS*SglcS3^T4fig*nfc 
Ct*wrP-*;Wi*«WEEa3E«*K»a*» §513 
B&f^bP V x V y =r— nVfifct Stffig'JS^* HulBtS 
TOtc»aA,T3>7 1 V'>«9J?fi«J:«ifl«9J?*4 

5] «5gB5'rb>x£j5J6#fatS\ BufBilfi 
■ai?iWB5-f-bVX«i:*iL»©«Sfe(5:J:oT4rt 

[«*JS1 6] Bui3iB^B7-?-bX*m^ 
MiBBi^b P > x > y t— * ©MOHISfe <fc tf pJt&0 

MiBBi^bPVxvyx— s»i3J:tfp-*/U7-<b>x 
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T-yvT— frosflwngfcSTHJtfiifrSjasJIi 1 
^HltelHliai:, MIBB^fbPVxVU/x— S»<DfS£*i* 

EHk&« K»EWMia>yvyT-*01lft*«Wlilc 

15 IB WW b p > t y y t — > is «t S5 IB □ - * ; v 5 -f -t 
>x<d&Sj£&iLU aulBBg^bnv^vyx-Sfccfc 

MIBBi^ba>7 1 > , y7 r -^fc<tO : BulBP-*;l/7-i'-tr 
ittBi»fb:3Vxvyx-*fij:imen-*wU7'f-te 

sulBBg^bP V x > T-> 1 fc J: lulBP - * IV 5 -f -b 
VX9ftK££tm*fflMHlcm&r«ff 5 CDSiJfflitS 

[mas 1 8 ] soiBm 2 ©*jffliii$gtt N suiBBi^bp 
y^y^T— fte&vmto-tiivK-byzvmmm 

suism 3 mrmmt. ituiBBi#<bp y^f— tts 

<fcO : BijiaP-*/U5'r-bVX(D»Ii!)fcJ:t/ : «ia«tc*iS 
[f»*Jl 1 9 ] tulBB£gg7? -bX&Wi, 
ttEflHWba > x > y x — * OSftO pJSfcjf^Sg 2 © 

sag*4BHM ba y=ry v 5 s - * xzmm 3 
SuiBBg^bP > x > y x— s» ©fijfflg** b BSisrs 4 
mta WMsa yj-yvT-* mm h«& b n*mtn 5 

*«□- K£fr5««* W^l 3lclSi£a>x-*4£* 
SEo 

[M*J12 0] BulBM*1f«li. 
tu f B Bg^f b p V r > V x- * is <*: Zf su f B □ - * / V 5 < -b 

MfBBg^bPVxWx— S'*5<J:t;iJIBP-*/l'5'r-b 



- * is &T}mite—h)v = i<< -b ywmiumzmmmn 
Tzmmmzjinmttrzi&z. 3kibib<dx- 

[KHOBIOI&VHin 
[0001] 

[stwon-rsaffitfs] c©«w«s pt-*n/ciff 
mzntz>mftte®m**i&£ r * x— ?ib«->x j-l 
\zis^Tm^%t\%7-$m&iW\,mt%*>v>T*& 

[0002] 

V, WSau:** h7-<7lf$8K7'<7-b7.T£ 
[0 0 0 3] JUD.fcdS'tf^iKiJH^^Tliv f>'$ 

£ P tf- It * £ #ft*>iIStcD&{b* » <!: h U *■& 5 
Ci4<s x— S»<DPe-*^3C<b6^pItgTfeS. 
[0 0 0 4] Lfc^oT. c<D<fc5£H$S3i<iS3±i;:fc 

[0 0 0 5] -7jT% VftitfittOSttSMftLTs 

[0 0 0 6] CCT\ ±a©J:347 f s;*iMlM3ifflMH 
LfclBfflT«§ < . t v*'^ ;Ur-r 9 *K» LfclSIS 

£x-*£!BSiL/cCD QV/Whf^^) ICO^ 
Tl*s CDA^itBSmx-f X? (MD«) ^OSSIx- 
^Ontf-lis SKPe-Lfc§«^fflA^ffiffllC± 
«) U ISIUWlc I* g A Itfi^ -5 d £ tfT'* fc/c 

TVtivm^mz'ttomAi.— «f«» T*s*im 

[0 0 0 7] Lfr i t)^ CD^SMD'Vx^^Wi^Tfe 
•5S*x— ?^Pfcf-LfcJi^ Ctieoti$6tfPtf- 
^b<D^<5f^^xv'^;Ux-^T i S^C: <b(csg^ IBS 
Hlfil^ M D ? 6 ICffiO M D lc^^1S$g^ 9 'J * IVt 

[0 0 0 8] COJcd^WlffrSt.^ §&x-*^ii& 
ttt» *tia#iMH«t*<045«aSffl«icJ:«fi|IH*S 
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[0009] corns, Tsmmmmz&vT'Amzmm 

[ooio] *ct\ ^y^yy^-f^tsmtLtcts 
mm<Dm*.%mic%mi-ntz* : E>Jt)- kkhlt* 

jfcgBfcttLTBg^ttaVxV'yx-^Efi* 5f- 
SSSfi^XxAtfliSg^tlTl^o CO?-: frEflhfX 

RcfcfLTBWfbuVxV'yT-' friu Bf#<b=i>x> 

7r- zzm^tztcttxD^'f'tyxmz&mTz. * 
lz. it^bavxvvx-T^^-fevxMHMrr 

[0 0 1 1] g&ttlc, iBffi+J— /Nix **y*-Kffl 
4fliiMBg^giU:J:-7TBg#<b£tt> ?5lc-b'y->a> 
^-[z^^TtmitLtc^^-byxt, Wftavf> 
'yx-^fc^tyrt-RciMfl?*. *LT\ 

**>*ya-Ku:B«r*. 

[0 0 1 2] *LT, *«y*l-FfcE»UfcBW{b:3 
VxV'yx-^fcS^-tS.!:^ *ty*-K«3t* 

tU#- KfrS<DBg^b=l>x>yx-$£«^U 

[0 0 13] C0J:5lc, SMMiatOiL— iftt» 
«K«*ffl^T«HMba >x >'y x-* fclBffitf-/ to 

6S1EU *<Dt&mtey7 L yyT-9*n£*zzt 
[0014] -tj, h»iit»Ti»fba> 

fcfrftfeftTl**. /t-Vx-JbaVfcfa-*^ 
<DBg#fbH>x> , yx-'S'<DiBfilCfc^Tl*. /\°-Vx 
jUaVfcTi— *lcf VX h-Jl/**lfcV7 h?i7fc«J: 
o T BWfba V x V y x- * ©EflMWrfc fotlT »J , 
WMba >x v y x- ♦ *-b*a y x 4 li. 
<bn vf>'>f-^«^t y a- Ktc«a<s«dJ: y« 
u\ $/t> ±iB©^ty*-Ktffli:-fe*ayx4 , *» 



[0 0 15] *?-f5<b. /t-VxVUavKa-*!*. 
Y>XI*-/Mrtifcy7 h-7i7<>:, ±fBx/KX<!:U: 

[0 0 16] SSIC. f^f-^iWn/c^CD 

tf£<«aLT&u« c4m&cD#sfft7-**y 

Tn c © y y e v v\z j: ? ti^t- * # s Bg*nb§& 
x— * (Bt^bavxvyx-*) *©Bg^bS£ 

x-7^t»LTB£T*fc»©7*-bVXfctf£»8;r 
ft£. -5-LTs C<oy-ykf>yiciJL>rtt % □>fV7 

©rt*K(6 ITTBWfca >x>'y 5 s -* fc J; if -b> 

[0017] 

Bg^b=i>x> , yx-^fc c fcU : v'r-b> 
#ttn>x vyx-** j^-r-fe Lfc y % 

«(KUfcyi-*Cfctt?*ttl\ nVx> 
•y r — S> ospjfflaflijtt* J 5 K£ < Bftfc 7 * — ? 

-ftDibziimmzti. m&wJvvywity 
ots.o * — 9 -t— y izms Ltc y » tfv^sffs 5 c 

[0018] *«b^ frfrz?$mzm>*r% 

- •$» ©^ijffljiaijit icjs urn vx>7x-* * 'J e> 

yp**7*-7»i«*»ll*attr*ci:?»*. 

[00 19] 

[RH*»j*-r*fctt<JD#8fc*tfBE®»*] 

»»u □vx>yx-***«HbLfcB^b3V7 i >' 
•yx—?<bv flHMbavxvrxx-Ttsa^LTW^-r 

IT'SoT, □>xV > yx-7^cS*ftS«KRj51t« 
>x V*> x— ? ^ Bg^b LTBI^bn >r V«y r- ^ £ 

srtrsBWbavxvyaja^fti. 4)5gLfcD-* 

f -b > x ictt i aWHbSffi LfcBg^fbn -* 
<-b>X«-SfS-r58|^SQS^|gi:^ Bg^bn-*;U7 

-<-ti>xfe<fet;Bg#<b=i>7 : v , y7 r -*«ietit5iBis 

^fii^lx fflapgp«, WLfta>f> 
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yx-*£i£^b3Vx>y£/&3MS'\4;L a-tiiv 

[0 0 2 0] ZOWmc&ZT— >4£5fegSKfc^T 

it. ¥£<D3yxvyx-SK^£n£ai^s1fS6* 

tn^-i-tyzft^mttiZo a-tii^^-tyxit, 

tso a—tiii : 7<f-byztf£f8,Zti%t, 
-b vxic^stis 5 ■< -b vxSilcj; r> x a >x v y x- 
*£Bg^bLTi£^ba>x>yx-'5'£3Efirrs„ * 
lt, zttzntzn-tD^-t-tyzi*. nsotimt 
&m$ti> 9§mta-tii^^iiyxtLTm^i\:^y 
x vy x— * <t <t t, let Btt^ isiciBtt? n^o 

[002 1] LfctfoT, C<D^lcJ:n^ ¥£©a 
>x >y x-* frStHHRTSfll flKlft CTBg^ka >x 

vyf-^L ^©Bg^bavxvyx— z*mm.T 

W£T * P -A /U5 <f -b > X <!: 
[0 0 2 2] Sfc. CflD«WlC«t:*T-*«5Hlll(*» 
a>x>yx-££Bg^bLfc:Bf^fbayx>yx-$ 
<bv Bg4Hb3>xyyx— 5>*m^Lzn£TZtcit><D 
5f-bVXi:£6BiI+>-n*j!r6g«U fcJtf/Sfdi 
3 V LTBg^bu VxV*y x-* <b 

ti^it^y : ry>y : r-<5iZ'&m,Tn£.r%tcis!><Dn- 

ft/U?<r -bVX <!: * x- * 4S*SSTfe o T\ 

Efflil7-/^<0WTfiSBE*tTO TBg#<ba >f/> 
x-' *fc<fctf5<-byX*iEffi+7-A>SgfiU 
•3, 7Y*>X£«8T35-<-b>XgiIxA'.-rx<b, 

□ y=r y y t- $ ic^t n^asjpjsii mzms^ra 

*£Bg#<b LTBWfba VtVV?-: * ££$-r*Bg# 
<b3Vx>y£fi)6#IS<!:. ^.mLtca-tn^^^yx 
icn g ©ng^b^ffi LfcBi^bP- *;U5 -r -b >x*£ 
j«r*WMWS¥«£v 7-f-bvx, Bg#<bP-*;l/5 
■f -b VXfc B»fb3 Vx >77- ? ^iBifrsiBm 
ftJ03£«fli;L MMi* IMfLfcPVxV 
yx-*£Bg^ba>xvy£$#lS'\4;Ls p-*»i> 
•7-f-b>X^Bg#i&S#|g'\4x.«o 
[0 0 2 3] C<0»BIEJ:57-*I||*8IKSI^ 
tt, 6Bfl 1 7-/\>5Bg^b=l>7 1 >7T r — ?<h5'r*> 
XttfgfiTttu 5-<-bVX* , :/\-K'?x7'lc<J:oT« 
»*ftS£fc*.(;:» ¥£<D3>x>7x-*frbB§^b 
a > t y y x— £ is <*: tf p - * ; 1/ ? -r -b > 7. <fc * 
n. p-*;u^i'-bvxtt34e(7)Bg#fb)b ,: «B*ny7h 

■7X7fcJ:oT«*$3-ft£. 

[0 0 2 4] ItctfoT, Z.<D9%mc£tMs Bg*Hb3 

> r y y r — s» £ 5 •< -b > t. <t £ iBfi-y- - / to 5 §fi *i 

^SftSpisif^icf&CTBg^bavxyyx— 
lfp-*yU7-r-b>x^fiET$-5c 



[0 0 2 5] COftWlCfcSx-r *4ifi5fc£gtt. 

a yj-yy x— 1 £ Bg*HbLfcBg*Hba vx yy x~ 5* 
Bg^bavxvyx— ?*«#LTB^-r5fc«)<7) 

5-r-b>x<!:^gBfi^-A>e§fflu fi«fctf/*fc« 
3>7/>7-' LTBg^<ba yy-yy?— * «b 

8g^<ba V7>77-^ LTS4-T5fc»CDP- 
2j;U^*>X£££$r3x-*^*£gT'25oT\ 

Bf^bavxvyx— S'fcJ:tj : 7'r-b>7 
£iEfi+r-/ ^ esfi-r ^ 5 -f -b > XgSt -J n. -IV 
t. avxvyx-^u^sn^iapisigfBus^ 

TP-*J/U i 7'r-b>7.££l5£U ^OD^mLfcP-*^ 
5 -f -b y x ic ^ $ ft 5 ^ •< -b y x Mlz J: ^ t □ > t > y 
x-^iBWfbLTtWBBHWbavyvyx-**^ 
^SBi^bavxV'y^^Sts 
Y-byxic»g(DBg^b^ffiLfcBi^bP-*;i/7'r-b 

VX. S/cttg[sLfc5'r-bVXlCi|4iOlli^fb^«6L 
fcBg^b7i'-b>X^fiK-r5Bg^KiS#S<b, Bg^b 
5-<Hz>X. Bf^bP-ft/^-f-b>X&J:tfBg^{b3 
y=ryy9— >*E1W«B11#*i:» OTgPi^fil 
^ IXifL/ciiVxvyx-^^Bi^bav 
xV74fi2^S^4^ □-TjyU^-r-bVXfc^^'r 
■b v x* Bf#«iS#IS'\%^ ^. 
[0 0 2 6] C0)^»Cj;5x-^4S5);gSlCfc^T 

xyyx-Sct^^vx.htfgfsjtu ^-r-b 

VXAtWJnS.htt^ ¥t©l>7>77->fr 

6B§^ba y=r yy 9- * £ *tfp -* ;U5-f -b vx t 
tf&«*tu p-7j;i/7-r*vx(i34ioBi^b6^? 

tlV7 h'}i7'U:<J:oT«83-tt3, 
[0 0 2 7] Uctf?T, CCD^lC^tltfs V7hf 
I T \ c J; o T Bf^f b a y =r V 7 x — * <h 5 •< -b > X <!: * 
Efr7-/\"*f6§fiRl#&&x— ?4S*gglcfc^T, ¥ 
Jt©3>7>77-^fr &«HRT51f«(ca; UTBf^b 

p > x > y x — ? if □ - * ; u 5 -b v x 5- 4sE t* * 

[0 0 2 8] iKDfl^tC.fc^x-'J'^gBti. 
a>x>7x— S»*Bg^bLfcBg^b=IVx>7x-^ 

Bg^bav^vyx— Sf^a^LTSsrs/c^o 

7-f-b>Xi:*iBfit»— /W5S«U fc^tf/S/cte 
a > x > y x — 5» ^# L t vim b a y x > y x — 5» £ 

WMba >7>77-9^ LTStT^fcttWP- 

* -b vx t ^sfefig-r ^ x — * «*sbt« o 
Wm*t-i it coF^T-fflSigE^^o TBi^ba >x v>> 
x— *fcj:tf7-r-b>x£iefr7-/to5g{iu 6^ 

fft\ AOs Bg^fbavxvyx— Sifc-^^-f-bvx 
* iBfl+r— / «r 5 SfiT 5 7 -< -b > XSS^E -V a 

a>x>yx-*(c*sn*a«Ris«aic«-5^ 
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t— S* 5&Bg^fb LTB^bP Vf V 7 t— * * 

££firtSiig#SaJi#l$<!:, RHHbv-f-bVT.. Bg^b 
7<ir>X3o<fctfP-^U5^>7s£!if^S(iJi# 

[0029] cofsmzzzT-' mm&mts 3rw 

£&K£oTB|^bP>x>yx--$'fcc*:tf7-f'-b>X 

*m%t*o 1 oaro^i, is<it>— /^siHHUbp 

>?>7f-5i:7'f -b>X££gfIU 5<f-b>*£ 

V7h'?I7lC«):^TBg^b3V7 i V'y7 ? — S^t 
fro, 5-r-tr>x*«fS-r^75 
)£?35?>o *L7\ 3O@073;£H\ TXOPVxV'y 
x— S»A^BI#<b3>x>7x— Sffc<fetfP-*/l/7'r 
•b>x<t££)£U p-ayi/^-f-bvxic&goBi^b 

[0 0 3 0] LftibbT, COftHBlCfctltf, EflT9- 
K^X7fe*tfV7 h , ?X7 7 (C«fc^TBi^b 

□ V X V r - 9 1 5 Y * > X <t 5 gffl Rr&& t- * M 

[003 1] »*L<tt. 7 s - 1 S»i**8ll©BWfl;3V 

j;o ; p-*;u7'r-b>7.*fft©gs^«aj-rfc«»o»tti 

[0 0 3 2] r-4J|5lEttB[Cftk*T|& ^JtflPVx 

-bvxct^fiE-r^tt. Bg^bpvxvyx-^fcj: 
•b>xt t*>\z.v%mtLTmm?z>o 

[0 0 3 3] LTc&vTs Z<Df%mz*fttf. ¥3tOP 
VxVVx— ?6 s 5Bg#<bn >7>yf- ? fc\J:tfP- 

o TSW# LfcBg^ba v x v v 9- * is Ja tf p - 1> 1^7 

<(-£>ZZ. Bg^fbUVxV^x-'Sifc^lfP-*^ 
[0 0 3 4] mL<lt. Bg^bP-^/U^'T-bVX^ 



v 9- * *> * tf 5 -r -t y x<smy y< 1 u«i2is#sic ^ 
it*. 

[0 0 3 53 r-r ?4S*gBtc*5^TSfi8*n, 6^ 

Bt^b^nfcBg^bP-^yu^-f-fevxtt, ^f-bvx 

[0 0 3 6] Ltcftr>T. COWSWcfcl^Ttt, £fi££ 
[0 0 3 7]fffL<li, x— ?ffi*8SOBg^b=]> 

irmwb?***** asa^pjifs^swL/cP-^/i/ 

[0 0 3 8] ¥3tWP>x> , yx-^l^Stl5^Rl 
S1f$B6\ fctAtf. 1 O0STOffiSSWpir5i:^ 

oimmmn&ztz. 1 oHST-oisstefraL 
rc««ffRnaa*d»T □ - ti n 5 •< * >x frfes* n 

So 

[0 0 3 9] LfctfoT, CCD^Wlc^titfs 3>f> 

•3i^T«B pJ^Bf^b p y 9 y y 9 - * - 1> 

[0 0 4 0] JfSL< it, t— ?4S*gS0Bg#<bP> 

vgmt^y^yy^-^'mLTM 
4 r ?> » <d 7 •< -b y 7 ©«s jj ct xmm l tc a 
-tsibv^My^^m-^o 
[0041] t^opvxv^x— ziztth&timpi 
sit $Btf p yryvT-iHD&mzmzjTZitVZ'&z 

^yp -a /[/^ -c -b vxoaaa^fFRjf 5 p-tj^ -f 

•bVX*4)SLs 3>r/7T-: frtfttifilSIWI** 
S^t^^s Bg^bPV-rV'yx-^fcJrtfT-f-bVTx 
ro^fc J: lffiW)Z%±T % a-tiil? -T -b 

K^mmn^yTyvT-t-c&ztz. 7- 5»«*« 
^RiStSSBtciSbTP-a^T'r-bvx^SfiE 
T*$&^*\ .j >y ev-^(cJ:oT^fi!6*nfcBg^bP> 
x >'J> t- ^ fccfc tf P- tll^ -f -tr VXCD^KfcJ:^ 

Difctsib-rs;: tztogtrzo-tn^-tnyz**. 

f -b >7s =&ui» -r So 
[0 0 4 2] LfcA^Tv r-*tlB*»BKA**ft* 

3>f>'7 r-^^asicjs UTBg^fbP yj-yvT- 
* fc£tfp -rj;u^ Y-b ^£ bfco- 

a/u^-r-bv^^figT'^s. 

[0 0 4 3] ffSLXU:, x-****HB, P>r> 
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7 t- * ztm LtcMmnwzmmTmwmm^m 
m Ltc p y T-yvT— f £Bg#<bP y^-y^^m-n^ 

[0 0 4 4] a>f>7f-^6WnfcI»#tf 
x— ?4g*gS(c^S?n5<!:. !«<*SBB)#l8l;Ju fBH 

\ts mwmmz-mm&LtcziyTyvT— vkvzmt 
lyTyv^m^mzsa. Bg^bP>xV'y£$#a 

□ -^l/7<t>Z5t^U *©P-2>/l/-7'l'-fe>7. 

^fbUTBg^bpyxvyx— ^^m^o 

[0 0 4 5] LTctf-oZ. Z<D%mc&fttf. JSWCfB 

&^7iI$;^ftfcp>x>yx-$fr6Bg^bP>x 
> y t- * J; □ - * > 1/ ^ -r -t > x T- * 5 „ 

[0 0 4 6] ftJSlXti. x-*iifi*gB<OiMffl]gPU\ 
HCcfcoTSflL-fcPVxVyx-- ?*Bg 

[0 0 4 7] x—?«*SB©WSI5li, 

He J: o TiBfl* tlfc¥3t©=l Wx— 5«^Bg^k 

P>x>'y£fig3MSK-£;i3„ ^-LTx Bg^bPVxV 

•j/^fiE^stiv pyxvu/x— SHc^snsasRists 

=f— * *Bg*Hb LTBg^bP >7>yr- ? ££fiTt 
5a r-fV*-*y MCfc-aTBBLfcPVxV 

&H8§Hlc<i:5Bg^bSSiLTiB{It>- 

-/ \t omz'T-W)* y ss y 'tt s t»i Uc p >x 
•y hfc.fc^TEflStifcPVxvyx-' *£&G*-f£o 

[0 0 4 8] LfctfoT. C©»BU:J:*U& £<g» 

t-9 frSBg^bP VfV7 x— S»*5 J: If □ -TJ/U^'T 

[0 0 4 9] ffSLXte. x-*ffi5fcgB©Bg^bP> 
rV'ySjJWBi, «K3Jg1i$£P>xV';/x— 5«fr 

¥U£#a<D*U£@£U:g^TP-7J/U^*yX*£ 

[0 0 5 0] x-^SfcgBKATJSftfcPVxyyx 
— Bg^bPVxV^^^aicATJ^tl^o *L 

t» Bg^bPVxyys^aicfc^Ttt^ anqrsflt 
tttttu^oic j: o t =i y x y v x — * & e mm Risitis 

It, a«gSfll«W**fittcJ:*W*IS*tciei;Tn- 



p - * / 1/7 -f -b y X OfflSII3l!f*KS L fc o - * ; 1/7 -f 

Bg^{bPVxV7x— *fc<fctfp-7j/l/5'r-tr>X<D*t 
3>„ Bg^#aii. s^*n/cp-^;u5-r-bvxic^$ 

ft* 7 -f -t >XStK J: o T P > x > y x — S» £Bg#<b L 
TBg^bP VfV'yf-* ££fi£-f5o 
[005 1] LfcibTv CO«Wtc«|:ti«» PVxV 

/|/7-r-b>X££fi£U Bg^bPVx>>>x— S»<!:P- 
7j;U7-<-feVX<b*y y kf>yic<i:oTlStf#7££. 

[0052] #$L.<ii. T-*a*a«©wMbav 
xvygtfiE^ai*x ttfiRisita^avxV'i/x-' 

M#a^ s © □ v x> y x- * wrafcr 

^To-tn^v-f-byx^mt^^nyx^^ 
mt. pfifccDttim^ittntz^yTyvT-**? 

[0 0 5 3] x— ?4S*gBlcA73*tlfcPVx>7x 
— Bg^b^VxV'y^fiK^aicATJ^tl^o 

aic J: o t a y t y v x— ? 6^««pisif $s 

«\ ««PirsiiHBW*#«[c*««3eis*[ca:i:TP- 
gtf p vx v y x - * ©itsfcifprr ^ ^©T-snifv 

a-tj li,?* -by 7.0)tS.m\e\&Zmi£Lrcn-ti)l' : ?<< 
•fe>X££fi£U ^laRlSlfffiWrtg^PVxV'yx- 

Bg^bP>xv>x— ^ss^xfa-tii^-c-byxtDm 
$Us<kV&W)%mikLtcn-t>fr : 7<<-byz*£l8.T 

KSftlc <fe o T P > x V y x- tc^^ n5^K RTS1f 

enfc p > x > y x- •? ^pff^w^ itic^b 

L<\ B§##S«. tfiE^tlfcP-TJ/bT-r-bV^tC^S 
tl5 5 -f -b J: c T P y x y> x ~ > ^Bi#fb L 

[0 0 5 4] LfctfoT> COf|B^cd;n^ «KpIS 
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& o zmmz 3 y x y v x— * % c £ a 15 t*$ 

[005 5] J?f L<«, x— ?ffi*gS<07<-b>X 
>'>aSU?i:v Bi4HbP>x>yx-$23<t:U : 7--r-fe> 

x*«o»ii^iiairt*a)ji«*»sr*jiflw»j? 
-* -< -tr > x^ib^-t * t— 9 %m$m.\zttt sib 

?VV7-5 LTJl£r*x-* W£BBte*W 
[0 0 5 6] 5-f-t>^ftJ«#Stt» Q-*il7'f-fe> 

xsaat-spyxvyasj?. aaKsy?. 

XB, EBBB7*-fe**ffc *5<fctfi5£gS7**X 

[0 0 5 7] LfctfoT, C©5W!fcJ:ntf» y»^V 
J: o TBB& tlfcBHWba >x x— * ©fte©g 

[0 0 5 8] ff$L<tt* □ VxV'J'BRITfcJtfaB 

aflBSJ?tfx-*«3iaSBfcfc^T£«StifcC£* 
srn-a/WI**ffl«B«u:B&*» wwkavrv 

x V y MW«B J: IfiifiWW?** rtW *. 

[0 0 5 9] 7-rtVX4«#fi»J;» □>rV7lgiJf 
33 <fclfil{§fffiai? ©B^SUSc. p Vt 1 V^iSS'J^fcJ: 
tfiiaBM*tfx"-*a3iaiBfcfcl*T^tftifcCfc 

*©aB*Bar*fc»©B4©B»ja**B&fc. 

[0 0 6 0] Lfc^oTx C0)«fl|lCj:ntf» 

[0 06 1] $J3.L<ti. 7-?^S«)7<t>7 

[0 0 6 2] 5-<-t>X4^IS(i, VHpTSflRBlcS 
r5^TfaA*»4*«Taii«aiLi:5-f-feV^«tt 

sara. 

[0 06 3] LfctfoT* C©$WJlcJ:fttf, *B2r6 

[0 0 6 4] ffSLOi* a-tuv^^-tyx^mf&t 
*EB»B7*-fcx*#tt» Bafbavxvyr-*© 
w£©^5fc*iraB0B*ar«£qr«0B£, a* 
fbPv^v , y7 s -*aB«fctfn-*/i/ J 5-r-fe>xo»»fi 



•fctmHSMarsai^MattBi:* p-aju?* 

*VX©«BU^U*Sr«BU^W««£#5/*;5. 
[0 0 6 5] Bg^bPVxVyx-^feilfP-A/U^ 

b#&lt« Bafbrn/xvyx-^oHftaaaft* 

Bg^bPVxWx- *33<fctfp-*jU5-f'-feV3.©f$ 
»1g$#J'#lf$B, 33J:tfP-7j/l/7'1'-te>X©«aU^ 

[0 0 6 6] LfttfoT, COBWte«fefttf» BHWba 
>7>77-'Si(DSi > £tt£<J:tfan€B£pTB[s]B 

^aaaaaaaicj^Tiwa-c**. «au 
'M/ncjss i; t p -a y -t > x £^aT-$ s, 
[0 0 6 7] »*l<», ea«B7^-t!^a#«BA 
•rssspiiEiHiisii. w^bp >x yy 7- * ©«£* 
Rr*aTB«afrs«*Bi©w£aB0B4:» B*te 
p>x>VT-*©w£*iWT*«tt:*B*'i>r*B 
■Wi^6fi8SB20S^jJ6E]»t, Bg^bPVxvy 
T->«BStlllBliMWa 3 ©S* pTIIiaai: 

frsay* EBBB7^-b7aft«aar*Baami 
aaaa* awbpvxv'j'x-sras.fctfp-aji^-f 
•fe>x<oa»«ij:ifl«H*a±r*ai ©wwiMtv 

Mftayf>y7- S'JsJ.tFp-Jtj/l^f -fe>x©$ 
mzm±L. eg^fbpvxvyx— Sffe«fc7/p-a^5 
-f-b>x©a«**fw*T»ar «» 2 ®mbb a 

is Si^-fbP>x>7f r -?fc<fcU : Q-a;l/7'r-b>7. 

<bs ^^it^y^y^T-'S'tsiUa-tD^-f-byx 
oaaaaau iHfta>T>ff-i 

<bP V x > V x— $f 33<fc tfP - * ; -f Hz > X©f£i&33 

j: tfaa«a»jRicni8r«a 5 <Mmmt&za 

So 

[0 0 6 8] LfctfoT. C©«WK*tl»» BHWba 
Vfvyf-^CfiSt, Bg^-fbPVx>'>x— JifcJ: 

[o 0 6 9 ] » « l < «, ^sias.*jffl)if $B©m 2 ©»j 

MMIt B»(bPVxVyx-5rfi«fc«P-*/l/7-r 

•bvxoaBaicaBia^L* *r3» aaqraisittta 
ma*B». ^»«ia*jiiiiifi8©m3©sij'(SiiiB 

tt. «S»(bPVxvyx-4'fiJ:lfp-/iiU7'ftvx 

©an£<i:tfBHa(caoiaar«BUfl«Bc. 

[0 0 7 0] LtztfoT. C©»WiCj:*H#x 8i^{bP 

tf 5 -< -fe > 7.©^»)fc <fc I«WB*»iJBT* £0 
[007 1] »$L<«, WSBB7**Xftmi» B 

<iHbP >x v y x- * ©W^asoSJfcRlS* m 1 
©fi^«bx B*<b3Vxvryx-5i©«»©Rr5*sr 
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%mi&BmfrsTm4<Dmm:. Bg^*b=i>x>yx- 

[0 0 7 2] LtztfoZ, CORWCfctltt. Bg^bH 

y=ry^T- 9<Dn±zmii<:mwez%o 

[0 0 7 3] #£L<ttx flUttHItt* Bg^b3>x> 
77- *3$&Va-ti)l' : 7<f*y?><DMtiiL%m±t% 
m±mmt, ig^bavxvyx-Sifccfctfp-Tj^ 

■<*yz<DMtiiLmzmmM'j>L. mmt^y^y^T 

-9 fed: tfP -t>)l>7 -f -b V *4>£tfSlcJ|lflJ|l)|]r 5 

[0 0 7 4] Lfttf^T» COSWJKJJtltt, yytTV 
?[£* o TB« LfcBf^bP >tV>t-* fccfctfci- 

So 

[007 5] 

[0 0 7 6] *5ftBU:<i:£x- 5»Jg*SS (M° 

-yx/i/PVfcfiL-*) iWSftavTvyf-: 

[0 0 7 7] 438, WT?l*«W»ISI«*rtLTT5>* 
-K1 1 OK, Sfctt-fV*-** hfcfl-LTxv^Jl/ 

S*x- \- v xvm v e n KiEfi? s t- 
mz*nzz.t%<^ LTcoiivxvyx 

[0 0 7 8] 01^#B3LT. Effl*+y7*2 0tt. £ 
(HI'Jmh) SBftl*— Old****. »ft 

annual i ooic«Krtifcy*ya-Ki i ojwe 

7J- K?35i>fr3fr<DBliE$a§£tT&t\ iESft^y 

aVT^f-^iW*] *Bi#fbLfc±T% x— 5» 
^iS«f5ft:«)<0iBfi*-V 'J 7* 2 0 ?ft SBffBIS&tt 

VxVyx"-**W£r*fcWci8»a:1Wli: UTBg^ 

ftavxvvr-* -ft 

[0 0 7 9] Eflt*+y72 0tt, aaoBflnusMs 
ai:TEfflB«*S6fliLfc*?i«ii«i ooicgg?n 



fc^t'Jrj-Fl 1 OfcttLT* 

®K$1 OOfcfl-LTBWflsaVxVyx'— 5^-f-b 

[0 0 8 0] 01 fcfcl^TUU fci:*t#S«*«Ba-+f 

otfj»*n»ttJteft?Tt**. **y*-Fi 1 o 
(■awn kjm.*. 

[008 1] fct5llflJW«Bi— IMF 

[0 0 8 2] CO«J:5ft«Wii:f«CtT» *f\ 
y*-K1 1 0*f!l«Lftt^ E(i+r-/n OfrSn 

[0 0 8 3] L*Kk iBffi*+y72 0(Cfc^T> fc<b 

»*ttRl/ra3<C£?» «*«B:i— WaVxVV 
x-2*S(i K) r*fctf(c«ft**«* 

Wife E«* + y T 2 0 ^StmBttOiiBA £ £ fc 

[0 0 8 4] 01 tefcfTHu Efl-9— M1 0 
(*» ^x^Ofc.itHV*-*-;' h«H30*iiUTt# 

§m-T5o ^•Pl-Si:, E«+t-/\"1 0«, x— ?i3« 
5^i6T7'?-b7.LT3Rfc/\°-V-7-;UP>kfa— ? 5 0 
ft IE Ma & BSEx- ^ ^ J# 1 5 -T * > * IS * V a - 1 U € 

Bi^5C»C«J:y^x-^*Bi^bLfc±T\ C©<fc-5 

4 sg-sn b □ v t- y v t — 9 is <fc if =? < -b > x ^ -r y * - 
*y h$H3 0*SJ:lf : Ex^4 0*^LTaMir*. /<- 
yt;i/avk;i-^ 5 oo5-f-b>x | gs : E->*a-/u* 

gflL/cBf-^bPVxVyx— Si^/X-Fx^X^ (H 
DD) l|{C^<D$$IB^U gfiLfc7'T-b>X«, Bg 
^bLT«SLfc±T\ HDDICIB^-T^o 

[0 0 8 5] y\-v-r;up>^^-^5 otts ytyfl 

— K 1 1 0©5-f-b>X , BS : Ev i 'a-/U0)5'r-bVX^ 
SttKto5<it6<!:l5)-«^ffiA/c7'f-tr>X'gS7 : -/\" 
<(X ()\-F0x7) ZfaAZZ£T\ HDDUfg^L 

fc-b+a y x-r K;u<fc y SL>-b*a y x-c u^;ut% 

^fflt^TSfl Lft<D tm U-b* a y x -f U^UOiBfl* 
§tt^Ci:6 ,; T$«o i7i*4 Ofccttf-r h 
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P3 0£fl-LTx IBffi+t-/n 0fr6x Bg^bUVxV 
yx-*£:7<-fey;*<!:£E{I*7-A*i 0fr6§fl? 
£>„ ZOtZ. Tl'tVXIi, Efltl—Ml Oi^f-tr 

fiK^fflt^Tv Elk ^-f-tyxmmT/uzicts^z 

t $HDDicfei§i'ti£o c<D ; 5'r-b>x l iST/^'rx 
ki 1 o tmc£ofc : 7<<-byx<o&g 

'J*J-F1 1 0^5tHi-7-rHz>XgaxA-f7.%i:(D 
A- K^xT'K^Tt&ffitt ^«0-b*a 'Jx-f U"W/ 

EH* tlfcv'f-k y7s£ 2 -fey 3. tnf £C <!: 
tfi.. BHSlc, ^HzyxWE-ya-^O.fc-p&y 

u^n .tPftfx u^/nw-fe+nUx-f u^u^-gjR 

[0 0 8 6] s-eius Emcfci^Tte, K-yx/uay 

Sir- ?£iES.L/cg£CD (Compa c t Dis 
k) 6 OfreiWl Lfc'ggx— £frSP-rj/H$fflKI® 

x-^^a-r5fc«)CD5'<-bV7.<!:=£4fig-r«<, CCD 
JOS* 'J -y tfV^iPKf, §£C DA^Bg^bnVxV 

y^y<fit^a-t)^mm<D^-f-ky7.^ *<m& 
v^in^s^aT-^s-ncfeeitu^n 5-f-fey 

[0 0 8 7] trctZlC, /\°-V^I/ZI>fcfa-^5 0 
li, USB (UniversalSerial Bu 

s) *-?ii>7 o\z&?zm&nu®-\ oo tmmu 
i ooicg^^n/c^tu^-Ki 1 ot&gfrrsc 

x-r U^Wc^oT^OtRlHig&So i¥*ffllco^Tii 

[0 0 8 8] Mic, El 1 fcjs^TiSu /<-yx;uaye 

•<-bvxsa : Ev ; i-;U6 ,{ iIffiWS-r^b^n 7-f-fe 
y7s£*fo8g^bnyxyyx~ sncHU* 

mt^y^yy^-^Kom^t. a- k^iT'ic^ot 



[0 0 8 9] LfctfoT. 01 lCjjVtx-*EfiyXx 
AlCfcl^Ttts /<-y±;U3Vea— 5?5 0tts tr^ 

4 Ofiitf-f MH3 0*fl-LTEflhr-/t1 
o frSflHMba > T-w x— 5» <b Tf-feyx <h *g(IT 

«HCD^6IW<b3>xVyT-r 5»<b5 

<f*yxtzm$tz. ztc. mm&mi ooicga 
+>•- /n oA^Bg^bnyxyyx— j'fc^^-r-ty 

ZZ&mVZtt^ /{-y^mvfcfa-* 5 Otf 
E*T7-A"1 0$fc«^CD6 06^IS?f Ltcfemt 

z\y7-yvT-*&*i}^<<*.y7.*&m%o mm 
ISBSi ooci-fit A-yx/ioytfa— frso* 
fl--r£c:<hU:<fc-?T^isc DfrbBg^bpyxyyx- 
$ fccfctf^ -r -b y xssKtt * c t t^mt 
[0090] *5ic, m&mzm ooicgssn*:* 

o *^ 6S« Lft:Bg#<ba > x y y 9- 9 tsU xf? ■< -b y 
x ->ki \- y ^;i/=] y tf a - - 5» 5 o ic^Sf 5 c <b 6^ 

[009 1] ® 2 \t, *mWBM*it LTEflW— 1 

-r5<a^^L^i^44ffi*i 0 2«jgi^i«W)T- 

•frEffi-yXT^fc^L/cfccDTa&S. H2lt^-rr*-^ 
Effl-yXxAlCfc^Tl*. 0 2lcg»?nfc 

/t'ja-Ki 1 ot*> /\°-y^mytfa— j»5 0^ 

Efi+^-Kl O^fcli^C D 6 06^ffi?#LfcBf^b 

avrvyy- S'fc.k^-r-feyx^gffrs, d<D<fc 
•5ic, /\-y^-/U3>tfa— s» s otfiBg^b^vxyy 

x— > fccfe tf? -T -tr > X^fr ^ C t lc<t o TjM« 
m<D%.^n£.t%*i 0 2©a-+ft,Bg^{b=iyxyy7 ; 

[0 0 9 2] 01 fcJ:LfEI2le^L/i:J;d^«lfiglC*5^ 

Bi^bLTE«£ft3=iy7 1 yyf ; -*£8l?im 
liSfci*/ \-y x;i/3 v tfa-^ oja-ifiH-PBSfeRrffi 

i:-T'5/i:i6tc-yX7 ; ^±*^i:i-n«cD(is miKHu 

iHiic*5tt5Bg#@^Eifr^fc<»w^se?feys *e 
icS2ic«, E^Lfci^yxyyx-'S'^Bg^b-r^ 

ftJftfcnyryyx-'S'^ifrzitr-^w^-rsfi:* 
oiyTyvT-t&mznm.TzwiftT'&z,, 

[0 0 9 3] *%WO)nM<DB&ia$^Tte, #lCs E 

^ &<aun£(D&ii'yi'3y(D%£.mz&^T. cn 

6<Da y f> y x— ? (D»S)5fe(c5<fr^i2Hfc<tLfx i 

§BS8BJ5«fclfT-^IIS4SI!* (□yryy*B4Tt 

5 t - • ? sa«3S « «$ fc » / \- y a y tr 
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<Dtii}j*Wi±T * C t K J: o T a Vf W x~ £ ©Stt 

[0 0 9 4] 4*5, JKTQlfflllKS^TUs Eft?-/* 
1 o^6> ftjKmSMk SK-Vx/lovta— frl? 

cttr*. 

[0 0 9 5] 03(i, H1fe«fcIffll2(C^Lfcr-*B 
(r>7>xMcfcl>T N fiEffl*tl*iifll©fci6©r-*» 

[0 0 9 6] *f\ Effltf-Ml oJcyEKrtifcx"- 

»KcTa^RlllftlS^fbtf«*n«. 7Y-b>7.^K 
7t-? {Del KctfCOIgaTiiflW-/<10J:»J 

3-ft* 0 

[0 0 9 7] ttTKSl'TU:. {Y} X 

Et*» x-$Y£, «^Xlc<J:ytt4qrffi4Bff9{b« 

[0 0 9 8] JSlC* E«+r-/\"1 0fr6l& Bf^bP 

VxV7x-* zivxyvx—jfuwrss 
winiiwiDc- i n f #e**ft*. ?-r-t>x 

<bLTs 7-ft>7@Kc, EfT7-/*1 0^60-5^ 
•b>X^<7)E1i^^-r5fc46cD , iSa- FTM h 
5V+f7->3> I DtfEfitf- /<1 0&SNm5flh 0 

->5oi©inwysu*ns. *ft, EflMctsfc 

*5<-feV^*»*r*fc46K , bh5V1f^5/a>l D 
«<SEirtt*o EfifcJ:**,©^ n-j!wWWl©*«> 

"0 " ?tt$$ totfa-ft jHKBQ h 5 -> a > 
I DTftU. "0" Uft&5tt$$<Dfc«)*E<IK<l:« 
h^V+f-J'-Va V I DT*fc*£f*. *6lc. 5'T-b> 
X£LTtt» □ Vx>yx m -*Dc««SJ*"*fc»©3 
-KT'fcSPVxV*;/ I D*\ fU/B#ffl!lfr5<*)J§£KJ: 
•3 TStt * ft* 7 -f -tr V XttWftllEIB£S®flra«$A, 
£7<*v;U»A^AClcS^T£rt**l*» IB® 

ss sfctt^-r-tvxwBx'/M'*) 
tefc it* 7 -f -t >x<dt ? -t t. K»r ^ftintc «*• *it 

$8T*fc*7*-fe7Jfe«1i «A C mfejclfx— *S£4ifi5fc 
l£S(t«ll£lclir«MWIHIT»«ll£MWraAC 

•tevxiSx/^rxfrso^'T-bvxsfdi^Hzvx 
g&iaa (S*©fc4&tu7'r-bvxfflisffl73f *») s 5 



ptis *fcttteavx>vW£0lt#5<-fc:/;i 
X) 

[0 09 9]JXfts h7>^->3>IDi3>fV7 
Kct7-ftV7l D<b77*7J&Jffll1t*BACm<!:g£ 

<br*o 

[0 10 0] WKTHi> 1MUt©fci&7*-tl**l 
MINI A C m»l9£EMK0HIR«fTft3MWIHIT«* 
S£QR (0 : IfSE^nJ. 1-254: ff£q|Bsltt. 
25 5 :MRttL) . 7^*v;*©$I)fcJ:tf«ia£#J 
Hr**»'ltlH77y (0 :»IMfHft±. 1 :&® 
©*rT» 2 :»HrimiRT) ©25IBfcU S£*JW1JHB 

a c ptts£RTttftfflis«si£r«tijmmT«*fi£ 

MPS (UTCt Imea-R <D**WHT*fc©i:r 

*o 

[0101] *3SW<0*ttO«l8fcfe^T«» IBSSgg 

zlVxV'yx— *©EfI» £«fctfS££*iM-«E£tf 
T : £*<fc?Kt?±? i 7X'J7.KCRL (C I a s s R 
evocation List) ©jIffl£fT&5. 6tT 
T'lix iWJEJSUTE^CRLlcioT^^^X'JX 
hF*g<Dx-$£8*)-f C £*>£*„ 
[0 10 2] *jt*5Zyzm*W«i:tt, ^'T-bV 

xwsHfl, fe*tfws*i««±4-n***iiis«i, 

V s a -/k £ <fc tf 5 -f "b V XtSx/ W 7<D^ 5 7s * >J 

5o nvxvyx— 2umiztM?t>z>'7'(-izyx<D < gm 

[0 10 3] HlL? : 7 7.'J3>x— ?CR Ltt, E«+t 

5-r-tr>xgSxAVxrtictfB®«}t*n*o 

5 v x y x hit. imt \- a y 7 v y L x - 

^*S*{LT^<^S*i<»*6\ x-^OSSfcO^T 

»ttfcttWWk3Vxv , yx*-*a3J:tf/*fctt 
5'f-tv^«»fl!>5'r-b>x*E«r*Bwc» si^mis 

ttlSfctt/^-Vx/l/avtra-^ (^-f-trvxtSx/x* 
YX$/i:«5'r-b>7> l ffS : Ev > 'a-;U) A^SUc/cS 
jt^5xyxK0JE«fBW*«BrU 3r*f*«±^7 

S«Lfta»x— >?»«l«CRL«Si^-Ml 0 
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'JXhCRLtcttM^rB^CRLda t e fcE&rBSlctB 
[0 10 4] CKD^dfc, ^^X'JXhCRLfc, 

iBfi+f-/ \o)*t& e r "7 <f -t >X * IB® LT^Sr « 5 
•r -taxings (y^'jA-K*fc(*5'r-bv^»a 

*fcl*7-fH::/:*WE-?:x-JMca5l,vrfc 
JIS-xi^ZS h&ifKfSLT, *7X®#-rSfc> 
5(5) » TYtVXllglJftl^YtVX^^i 
(***t£1l£<S:tm£lil5lO , 

- y t ; u n y \t — ? T- tt a > t- v v x — * OS £6\ 
/ * 'J 13- K*fcl*/ 1- y ^Ua V e i- * W* 9 <f -b 

S^-jUtrt LT7-T Hz VX©IM«W5fc;lft < * *J . 
Wi»3>f> 7f- * C £ #7* & < % 

So 

[0 10 5] CtDcfcdlC, ^Uft-KSfdi^'f-feV 
XBSx/WXfc^ »£W*7f -feVX^S^a- 

; mr *s±? 7x«j7hcRL i*Emicz*7* 

RL«>fflli< ±ffiU^;U^ttUftlc>(«UA- K*fc 

ISIiEf 5^f>U"N;l/03ilB-S'V/\*tv ? 3.-;U (Tampe 
r Resistant Module) lcfB®1" So 

sqb*Mt t>nr i i- y x ; u =i y t a — s* h d d eict b 
ii*tt5o wi^*fttf. v7\*Vjltic&?t*o® 
mtftmiititzi&v {suborn* y> ^V3.-mz& 

oTISSSSftSo LtctfoT. 7 7 <f Hi/ XT 1**7? 
V > a V7P?7i»t|<D±(3lLx</l/fr6ll±?7X 

[0 1 06] E4H\ EI1 *>J:tfll 2 tc^fx— S»iBfi 
i/XxAKfc^Tte/8*ttSI2liE0fcto<Dx-*. tt*8 

[0 10 7] □VxyygfflSSSs ^t'JA-Kx -5-r 
•fevx^Hx/^rx, *s t fcri^-<-b>x < ia : E->ii-;i' 
icimGO'Affltmm P p yfcJ;tfK PmwWtif 



x y >yssi2iKlciiw©iKffi«#a k p yjs&tfjt^ y 
& nVxVy^xMVX, ^t'JA-K, 7-f-fe> 

XISxAVX, fc<fctf5-<-b>X l gJI ; Ev>:i-;l/tDiI 

mm^mmmLT^^xmtmL. cft&©aBii» 

t^xmzxG-rzmtiLZt^ztfoTZo ?7X 
its SGtstt^saoas* hwc*oT 
g£So 

[0108] */-c» □vxyv-wa-sss (ame* 

ffi£W3tO ©^XliEg^LTCpytfiSttetu * 

tlSo cne©'>57.IIWSti. P>x>y*f£lH]S&x 

>XSg^S>'a-A/0?7XC<bKS£Sft$B£irr 
So B^V/^^i-^MWftStifcy* ?7X8tlcJ:S 

[0 10 9] cneoavxvy^iHisso^^xiiFJ 

8g^S*5<fe^7XffiB^Stt, ligllx— ? {KPpy/ 
/C p y } K P a K» *iJ:lf7'r 

-t yx<mnux(D<7 ^x'£mtm®it5&v<7 771 

WSttSHx-* {K Pmw//C mw} KPafDJKiC 
T\ 7-TH2VXgS ; Ev > 'a-/U0^7X^Bg^@j3d; 
lf7 7XUiE8tiv KEx— S» {KPmw//Cmw} 
KPbfl)^iCT\ itsmiCx-iS'SilHlKs /t'Jfc- 

^a-zuc^n^niBSs^nSo mii^'i¥*fflici«B^-rs 

6^ KPa, KPbWIEfl->XxI,^*T-«ji(rj^i2 
SHIT*« »J » K P a li-b+i y x-f u^;u 2 T 

^s^icfflt^enSo 

[0 110] $fc. ^^'JXJ-KI 1 0, ^'T-bVXl 

if/wx> Js^if^-f •b>x'gs ; ev > *i-;K^«D7 ; - 
tSB-mzmmtztctixoMtLT. ^«y*-K. 7-r 

BBBg^glKPmc xt, iilBf#@K Pmc xT'Bf^k 

lcfll9J«^IMHHi£<t:cm««4ai«ISni LTfigiJg 
i»U 4iMBHHiKPmcx*ffll»J4SIIB»». «S® 

SfgKmc x«flgij»ea4Hi^«ir«. 

[0 111] P< ; e';7J-K^<!:P< : Ey*-KP5TCDx- 
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^tcit^^^yx^m^/ux^t^^-tyx 

7r- $»<*>E{§, fc^imStfffftfcttSC^KEffit)- 

-m o. &%mtm-\ oo, n 1 o, 7 

-t vx'ggx/ W x, ^ -b $> a - / wcfi 
t*T£j8*ft**3MK s 1 ~K s 3A^^6n5 0 
[0 112] CCT\ »3I8Ks 1~Ks3lis SBfl+t 

-/ \\ =i y^yym^^ l < ti* * y t> - Kfc l < 

a -;|/B 4)ilffi4>J|l{&&« IHi 7 * * X 5 
Ticfe^Tttc:n5a)»ii@K s 1 ~k s 3£ 

[0 113] Cn6©t'r>3>+-K s 1 ~K s 3 

tt, S-fey ->a vciicn^a^wrsc: <blc<fc y, 

•b-vxeax/wx, fc«i:tf5'r-tz>z«at^a-/i/ 

iCfcoTESSft*. SttWKWu -fey->3V*-Ks 
i W\ Eft+r-zttcfcoTEfl-feyfa vetlc»4* 
n§o -by ->3 s 2(i* **y*-h\ 

eii-b y -> a yas* wist* y -> a y c <b u -t 
■r>aVt-K s 3li* avxyyiiSagHHcas^TS 
y -> 3 v c t K»t*n*. * •> 3 yizts^ 

Ts Cft6<Dby->3>*-£ggU tt<Dfltt?£Jg 
3r txfc-b y -> 3 v*-£gt7T, c W-b y -> 3 V+-lc 
* 5BHWb**ff Lfc±T5 -< -fe V XStlKD&flfcfift 
^d<!:lcJ:oT. -by->3 vicasW-4-fe+a. 'Jx-fiStt 

[0 1 1 4] E5li. EHJ>J:lfil2(c,XvLfc6Bfl- , t- 
Kl 0Oi«twt«*y*a»fHT*5. 
[0 115] EfB-y— M*1 Oli, JVTV'yr-iiSBi 

0)&mm®zvmT%tcis!><Dm%i7 : -<5i'<-z3 o 4 

tea >x yy t— t"\<oT <7 nxm t&ic&o tcm&m n 
zum ztzvxnm&T-z^-x 3 o 2 1. n±?z> 

X'J X h C R L ZWmtZ C R L x— 3 0 6 
<!:, 1i$6x-*^-X3 0 4lc<S&£tlfca>7 1 > , > - T f 
-^0^-i-^«^-r^./-i-T-^^-X3 0 7 
<fc, ^•bVX©E{iC<ktePVx>y7 r -*fcJ:a : 5 

■ftyxmrnommzftfetzb^y-vti' ay i 
05E<iic Bur s □ zmmm?— *«- x 3 

0 8,!:, IMt-: S»^-X3 0 4, S&x— S"<-X3 
02, CRL7-M-7 3 0 6, y-i-r-^"^- 
X3 0 7, fc£U : iEflie£l7 r -SA;-7,3 0 8fri<DT 
-*£/\*XBS 1 *^LTSISys Jffl£©ffl31*fift9 
fc46©x-*$&3SI5 3 1 0<b, 3iflWB«^LT. Eft* 



vU7 7 2 0<!:7 r -'$»SaggB3 1 0 fcflJIBTx-r 
*Tft5/ci&tf>j§{igS3 5 0 <t£ft;l5, 
[0 116] x-^SQSgP3 1 Otev MXBSUWf 
-• JflCJSCT, T-*«138B3 1 0©IM**ttW«rc 
a&©EfIftJffllgP3 1 5iu EffiMW3 1 SlcSiJffllim 
T» Eflt-b y > 3 VWlc-tey -> 3 >*- K s 1 *m£T 
Sfc«)<D-by->3>+-5§^g|53 1 6i, ^t'J/j- 

h\ ^-t-byxwmT/Wx. 3s&xj : 7'C*yxwm : E 

v>a-^^52l5nT*ft:|giiEOfc46(Di2ilT— Sr {K 
Pmw//Cmw| KPafftli (KPmw//Cm 
w} K P b Zm^TZtctbO) 2aaoiiM12iiaK P a 
<b K P b Sffitr SBEBMfgftS 3 1 3 <b, y =E U *- 

v>a-;Ufr6.jM5nT*/ciSiI<DfcttOi2E7 r -'S» {K 
Pmw//Cmw} KPa^fdi {K P mw//C m 
w} KPb^iifigS3 5 0*J<fctfyUBS 1 ^LT 
SltTv 12E»«J#g|5 3 1 3^6<7)^I8fiESKPa$ 
fc« K P btcdeo T«#SaS^t7ft 5it^5&3SI5 3 1 2 
<b, Efi-fcy->3>C-<bK, -by->3>@K s 1 ^fgt 
T3-fey->3>*-fS£S03 1 6, •byv/3>*-Ht 
SP 3 1 6 <fc y ^mttitu-t y -> a >*- K s 1 
S2P3 1 2lc£-3Zm5tirc?^X'£m^mKPmw 
^ffll^TBi^bLTx ltffl73-r5fc46fl)Bg^ 
<b«iaSP3 1 8t. -by->3V*-Ks 1lcJ:oTBg^ 

<b*nfc±r^m*ftfc7 ? -^5/UB s 1 *y SW- 
Ts (l9Kn«^«e«9nraflS3 2 0 
[0 117] ^-^5(1^3 1 0^, *5lCx EfflliJS 

SP3 1 5fi v S£&&h«7«r-b>;UM csj.ot?* 

XMW«BACm*» «#SaSgP3 2 OlCioTtfSn 

•feVX^St^a-^Cilc^SiJ^af^K Pm c x 
lC<fc-3TBi^b-r5/i:«)OBi#{biaSgi53 2 6i:, Bf^f 

^biasgP3 2 60*73^ ^iasgP3 2 ofr64*e> 

n5-fey->3>*-K s 2(c<J:oT5'e.lcBg#<bLT/\" 
XB S 1 Ktb:ftr5fc&<aBg#<bS&iIg(5 3 2 8<b*^ 
tr. 

[0 1 18] Effl-y— 0CDEfi-by->3>ltfcW^ 

[0 1 1 9] H6tt» Ell fcj:t>*il2(c^Lrc/\-y^- 
;U=] Vfcfa— > 5 0O«fig^lHWr5fc46©«B87Py 

■7ElTfe5c, /\°-v-f;u=i>tfa— ?5 oit. rt-vi- 

llt^y^JL—Z 5 OOSSPCDx— SflSSfcfrft-p/ci&tf) 

/\*x BS2L /\°-y^-/uziy tfa-*rt*w«r*i 

(CPU) 5 10<b, x— 5»A*XBS2,J:, r-*KX 
BS2lc«iBS*n. ^P^A-^x-^^IB^U 

(HDD) 530fe<l:yCD-ROMK7-f7*540 
<t, a— y t fr60Ji^A7J'T^rci6<D*-<Jf-K5 6 
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[0120] /t-vi-)i,zi>\ZD.-*soits *eic, 
1 oo^'smiBTzmz^yhn-^s 1 ot^=F5 8 

0 <t£DF^Tx-'S'<DSS^Mffll-r^fc«)<DU S B-f 

7i-X5 5 Oiu USB<7-7Vb 7 0 

m*S8 0£, E«tf-/t1 Ot*y*-*V h«33 

o* jtr/^x^ o ^LTjiffi-r^tcn y v p-7 
5 1 o£asi?5 8 5 ^©rjTx-^rogg^jffli-r^fc 

ti><TJ->'J7;H'>$7x-7 5 5 5<h* trLAOt* 

-w&mt*ittb<Dm* 5 8 5 tzstso 

[0 12 1] Z!>hP-75 1 Ot*. <<y$-%v Kffl 
4 0^U7<t>7ll?/^75 2 0 Sfcti^-f 

■tvMWE^a-jus 1 1 icWMbavyvyT-* 
H£K<§+r-M"1 Ofr&SffirSfcttlc. Effi+t-M*1 
OtflDB-Px-^OSSSlBW^itti^ CD-R 
OM K5-f7*5 4 0*^LT#*C D#SU 

£ o TBg^b=i >x >y 9- * fc£ if 5 -f -b > 7£SM# 

^soit EflTC— /ti Ofr6>©Bg#<bPVx>7x- 
^ab^tf^-r-bVTsCDSfi^T^-p^ciBfi+t-A-i o 

fcOHTSaoS^tWJfcff&lA EfI**lfcB§# 
lba>x>\yx-££fi£T£fc&<rj5Yb>7£M- 
KWlc^ai-57'r-b>X , iS7 r y\V7 5 2 0i, =iv 
hP-55 1 OlCTH^Jn^^P^ATS^Tx 13 

fi+t-/\*i o^sroBg^buvxyyr 1 — ?fc£tfU^ 
;n x-i'b>x.©EfI£gfIU *<DgffiL7c5-f-b> 
7K3Si<DBg^b£J*Lfcl|ffl5Y*>X££j£-r£P 

>xv^Bat-73.-;u5 1 1 i^^tJo 

[0 12 2] ^-r-feVXlSx/^XS 2 0«, BI#fb 
3Vt>77- 5**}«fctf5-r-feV7.£Efi-9— /*l Ofr 

Lfc^'f-bVXfcA- KWlC ( SS-T'5t<DZ : ^/i:«)> 
ig^b+a U t 4 LssOlZmftTZ U^U 2 <T>=j -f -b V 

7.^ffi5c:i:3b^*5o ^^■nyxmm'E'JD.- 
ii/5 1 m, Bg^bavxvyx-^fc.ttf^'f'bvx 
*EfI+t-n~i 0fr6§f§T5l8<Dx-*tf>i8g£3V 
hP-75 1 0KTllf7£n£7 , P?5L,£ffl^TV7 

p-a;Utefl!©Bg^bP>x> , ;/x-*fc<fcifx^-b> 

&<>:£«SLT«fIU HDD5 3 0tcSSLT^S-r5 

tor^A ^yhzvTnISx/Kxs 2 0«j:yt-b* 

aUx-ru^MHaiv L/^;H 5<-by7s©*«tR 
3o iS^-b*i'J7 1 <U'</U!b^^U2TS^ 

[0 12 3] CWcfcdl^ /\°-V^UPVtfa-^5 0 
l& E<S?-/<1 0#S-<V*-*')/ hiHS3 OfcftLT 



^mt^y^y^T-'S'ts^Uv^-tyx^mt^rc 
tt><D5<(-tyxmm : E*J3.->i>5 1 1 fccfctf^-r-bvx 

TBg^bP fx >y 7 s — > fcJ: If v 'T -b vxtntr* 
/cgXDCD-ROM ^'-5^75 4 0 tZfiMTZtjVT' 

[0 1 2 4] E7tt, H2fc5?Lfci!4ilB*l 0 2©« 

[0 12 5] H£4g3fc1 0 2ti, g£43s*1 0 2<D&35 
©7- *$S£fT^5/ci&<DM'7.BS3i:. M"XBS3 
%^LTStffi*i 0 2©IM**W»r*fc«6fl!)avh 
P-51 1 0 6£u fl-SBfrbOj^j^lSSSiS* 1 0 21C 
■^x.-5/c46<DJtfp/\°^./H 10 8.!:, PVhP-^l 1 

A^/c«xDS/Tx/\°^;U1 1 1 0(b£^t>» 
[0 12 6] Pl£485t?1 0 2tt, ?SK, EflW— /fl 

^fflv^T^e/cttcoaattpr^^t'Jrj-Ki 

1 0<tx **'J*-K1 1 0<L/\*XBS3<»:tf)fia<E>x- 
^©g§^»-rSfc46<Tjp< ; E'J'r>^7i-71 2 0 

ot> /\-vx;UPVtfa— ? 5 o^eeg^b^vxv 
7f- tis&u^'r-tyzz&mTzmdxB s 3 1 

4S?1 1 1 4t<DfS<D7 : -'5'1&&%®V®TZtclst><DUS 
Bf>27x-3.1 1 1 2t. US B7— 7>7 0£Jg 

1 1 4<h£^t»o 
[0 12 7] S*«5*1 0 2(i, ^xXiiiJBg 
^SK P p 1 Jjitf^^XliEWSC p 1 fciigliiSESlK 

^bLfcBfiEx"-* (KPp1//Cp1> KPa£<£ 
J#*-*HIiEx"-*«#Sl 5 0 0^ffe. CCT\ W£ 
Jg*1 0 20^77. yl^ y= 1 T'&ZtTZ* 

[0 12 8] g£4£;fc1 0 2tt, 
aWPfc* K p 1 K p 1 «J#g|5 15 0 2 

t, /UBS36^6Sltfcx-'S'«Kp HCj:oT«^ 
U ^*U*-K1 1 0lc<fcoTjg£;3rft/c-t r y->a> 

*- k s 2 zmzm^&m® 1 5 0 4 1 s^t. 

[0 12 9] S^«5fe1 0 2li, pt^'JA-K 

1 1 oieiBISJnftPVxvyx-^ws^T^-ps 

£-fey->a Vlcfc^Ty^'J^j-KI 1 0i<DF5TA*7 
B S 3±lcfc^T-¥"JlS{M5-tl5x— S'^Bg^ib-r^/c 
4&<rj-te7->a>*-K s 3«SL»«tc<fc»J56tr5-t:-y 
->a>*-ft£Sin 5 0 8i:, Bg^bPVxV^x-^ 
OB^-b-yv/aVltfcfT^^'JA-Kl 1 Ofrex-f 
HZV7SK c*5cfelfW^JfflHf$BA C p^SISS^lC, 
-b v ~y a >*-|§4g|J 1 5 0 8 KJ: y 58£?tt/c-fe » 

s 3£it^«i3IgB1 5 0 4lcj:o^f6n/c 
•b>->a>+-Ks 2(Cj:^TBi#<bL, /UBS31C 

m73-r5Bg^bsasgi5 1 5 0 6 1 

[0 13 0] g£lg$1 0 2tt, ireiC, /UBS3± 
Or-: ?^-t-y->3>*-Ks 3tCj;oT^LT. 5 
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VXSIK c ££tfS£M01imA C p*aj7Df5& 

#»asi 51 ot. AXBsScfcyBg^buvxvy 

Jt {Dc} KcfcgttT* S#SaSSP1 5 1 OJ:y 
SJtff Lfc-7-f-fe>XStK clCj:oT«^U □ VxV'J' 

x-^^tbTj-r^ffl^aisgpi 5 1 6<t> omasi 

5 1 6©tt**S»tT3Vy Wr-r ^S^fafc* 
5 1 8<t, §SIS^gP1 5 1 80^735 
xV v>'$ /KI^fre> ~F1~ a ^flWlcfflftf % D A Sfcgg 
1 5 1 9t. DAg&SSI 5 1 9CDaJ7j£'Vy K*-> 

1 5 3 0t5t&. 

[0131] EI7(Cfc^Tliv jS«lT*HA//cfiJa 

liBg^ba Vx x— ? LT«f- ? 
t5l>f>7Sir/^7 1 5 5 O&mt 3„ 

[0132] -15. eh Kff^m^mtm i ooiau & 

StCDT^So Lfcfi^T, E]1tc^r«l«aK«1 o 

VxxfrSOfi^fcgH-T^-XKV HWKfflftU 
5fcA6<0&gfiSIS<b T-f 1 X fcf- * tSJB 3-x 

[0133] ami&n o o, b^usm o 2<&&n 

[0 13 4] E8W\ 01 fc^tfEUfcjjVfy* 'J*- 
K1 1 O0««*RWT*fca&<&**7Dy*HI?* 

[0 13 5] mclK^LfcfedlCs Kfl>*5 

fc^lfKmwtfiSttStU y*>- K©?5XfiESMJ 
CmwMtfShStf, K1 1 OKfcW 

ii«iaw=37Stofti5 < t,(Di:-r?.. sfcs 
>j * - K*«air* x li x = 4 t«j n* to i 

[0 13 6] Lft#9T, ^t'JS-Kl 1 Olis SHE 
x~* {KPm3//Cm3} K P a ^ffiff f SfSSEx 
-*£&951 400,!:. ;<%yft-KC&(cH£fft3 

eawoa wp**ffl»j«wa<Hi k m c 4 *&fc-r « 

Kmc«^a51 40 2<b* ^77Mf8Km3SS 
ftTSKmfi8*S1 flBJtt£gmKmc4 
tc J; ?T»9RrttttttN V9ttK P m c 4 K 
Pmc&JtgM 4 1 6<b£^tJ. 
[0137] Z.O)£oK. y^ya-Ktl^IBSgE 



[0 13 8] y^y^j- K1 1 Ott, y^y-f 
>?7i-X1 2 0 0<bOFaTfi#*4S : f1 4 2 6Zft 
L,TgS-r5'TV^7x-X1 4 2 4i, -<>*:7x- 
X1 4 2 4<hO)F^Tfi#^-¥'t)3{y'r5/UBS4i:. 
/UBS4lC'T>-S»7i-7.1 424fr54;iett&x 
— 5*6^ <77XW®m^mKm3ZKm&#&-\ 4 2 
IfrSSttT. EfT*- Ml OtflSfi-tryv-aXcfc^ 
T^fiKLfc-b-y->a >*-K s 1£££P alcaj7]T* 
«#ia3SB1 4 2 2 <L V K P a<S}#g?1 4 1 4jb N 6iiH 
fg§ESlKPa£glfc\ AXBS4lc4*.Stt£x— £ 
frSiillBigllSiK P a^C<^:5iI#${l^I;&ll^7L■c-^f#$B■ 
m<h^i6tlf;:•? : 5XfiEf^Bg£=]y hD-51 4 2 OK, 
»Snfc*5X2IMMrl8<Hb*Bl»1 4 1 oicmat- 
*a»«l88Pl 408i, tt&Xi'-y* 1 44 2KJ::? 
TSlRMlc^eftaStKJ:^ M^yfl 4 4 
6 Kcfc o TiM«Wlc4 * x— * £ BHWb LT/ U 
B S 4(C£U73-r5Bg^bSaSg|5 1 4 0 6 <h£^t>. 

[0139] y*y*-Ki 1 oti, t<~>{z, mm. ts 

<fctffS£<D&-fe -y -> a VlcfcL^T-b •> -> 3 >*- K s 2 
«Htr^-b , y->aV*-fl4g|5l 4 1 8<h> -byi/a 
>*-H4Sf1 4 1 8<Daj73Lfc-t-y5/aV*-Ks2 
£«^«yiSP1 4 0 8(Cj;^T'l#6n^^7X^Bg^ 
P p y t L < « K P mwlC J:-3TBg#<bLT/U B 

s 4 tcisim-r-sB^ftiffl-sgp i 41 o<t, /ubs4J: 

U -tr -y -> a V*- K s 2 J; o TBI#fb* tlfcx— ? « 
§ltT-tr-y->a>*-H4g|J1 4 1 8J:yi#/c-fe-y->a 

v*-k s 2ic*-3Ta*r*tt*«ia»i 4 1 2t. 

Bf^bi]>x>yx-'SKOS^-tr-y->a>lcfcU''T/ : E 
y 1 41 5 6^6!Sai?nft:5'r-bVXaKc33J:0 : S^ 

mwwiacp** a#«asgpi 4 1 2T-«^?nfcf6 

O/ty^-Kl 1 0<DfllgiJiiFJBi#^KPmc x (* 
4) ?nW4br««4A98l 4 1 7i*^t,- 0 
[0 14 0] ^t'JA-Kl 1 Oli. /UBS 
4±©x-**«8y4ilBBH«K Pmc 4tmHt* 
^y*-K1 1 0(DTO^ffi«#@Kmc4lcJ:oT« 
^r§fc«)W«#JaSg|51 4 0 4t, S±-?7X'JXh 
<D/^->>'a VMSt<D/c»(Dx-^C R L_d a t fCfc^ 
T^M$lSft£g±y5XyXhx-' ?CRLt, Bg 

^kavfyyf-' ? {Dc} KcL BWbavxv 

7?-^ {Dc} K c£lf£-r5fcA&<7) : 7'r-tZ>X (K 
c, ACp, A Cm, 5-f-feVXI D) «flDtl$BD 
ata-infi, (WftayfyVr- ^<DS^ yx 
h<tx 5'f-tr>X^ , iS-r^/c«)<05'r-b>X l gSX7' 
<;l/i:*MXBS4J:yS^T^f«/i:»<DP< : Ey 1 
4 1 5£**fc. 1 4 1 5«, 

yiCcfcoT*Sfie*ti5„ Sfc. y't'JI 5 1 5ti, CR 
LSHE1 41 5A<b, 7-f-bVXfiiSEl 4 1 5Bi, x 
4 1 5C<bfre>J5g3>. CRL^HEI 4 1 5A 

t*, m±? 5x whcRL «e«r«fc»a}anc?« 
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3„ ^'T-trVT.^I 4 1 5BI*, 7-f-bVX^I3^f 
£/ci&<D«iaT'3&£o 4 1 5Ct*, Bg^k 

UVxV'yx— 9 {Dc} K c, Bf^fknVxV'yx- 
^©^aif^Dc- i n f, ?<f-ky*.*Vtt Ztctt) 

yx<§myy-f)W &*xf**vt>- KKE»*tifcBS 

©S*6<)S1i$6£§BSrr3S£'J7. h77"f)l>*§mt 
tttoOfflSX'tt, ^LT, x-^WSl 4 1 5C 
t*, *SfrSll»7 , *-tXtfmi&?*S. 

[0141] T'T-fe 1415 Bt*, 7'T-b>X 
(^f-feVXgiKc, fS£!&JSP1i*BACp, 
pglf^ACm, I D) ZtmTZtcMZXy 

u-tyzizttLTTtizztzmsic 
t*, 5^*>x*rtftia;rttTi^5, ££>iw*, 

[0 14 2] K1 1 Ote, £6lC, M7.BS 

4£^LTtt^£<DFSTx-2jg§ : &* : j£l\ /UBS 
4<h<Dfia7ff£1f$BI|£gttT, ^t'JZj-KI 1 00) 
■M***JWr*fc»03 V h □— 5 1 4 2 0 £^fc„ 

[0 14 3] t— 4 1 5C£|SK£Te> 

[0 14 4] 09«, /«-y^/ba>fcfa-^5 Olcft 

mtt\rc : 7<n>y7> , £m : r/wxs 2 ovtrnzmtn 

V&Zfn «y ^HTfeSo 7-<-b>7ilfK'l'X5 2 0 
I*, *tA-Kl 1 OKfcttSr— £SI«1 4 1 5CK 
ffl^-r*fflJ§E4^S<!: L&t"£, -f^7i-7142 
4©«MEfiJ:t«S?1 4 2 6<7)fl5«)b^^'r>^7x 
-X 5 2 2 4 tn& 5 2 2 6 t^ffi**.^^*©* 
T% «*«K> i E'JA-Kl 1 O^PlUtMA^figSo 
7-f*>7tlf/^X 5 2 0©KEr-*«fcSS5 2 
0 0. Kmc<£8g|55 2 0 2, itWISB 5 2 0 4 , If 

^aassBs 206. antaiasBs 208, vsm&mws 

2 1 0. «^Sa3§05 2 1 2, KPa£8S)55 2 1 4, 
KPmc«*$g|55 2 1 6, Bf-^«!gg|55 2 1 7, 
3>*-«£gP5 2 1 8, UVhP-55220, Km 
S88B5 22 K ^SaSSP5 2 2 2s •f^7i-X 
5 2 24, J£f5 2 26, W&X'f y * 5 2 4 2 , 5 2 
4 61*, ^n^'tls *^'J*-K1 1 0<Dl2iIx-$« 
8SB1 4 0 0, Kmc«8g|31 4 0 2, «#$QSSn 4 
0 4, Bg^jl&SSPI 4 0 6. flreOBflM 4 0 8, Bg^ 
SaSSI5 1410, a^JQSSP 1412, K P a£88B 1 
4 1 4, KPmc£J$an 4 1 6, Bf#5aSgP1 4 1 
7, -&•;/-> a >*-#££§P1 4 1 8, nvhn-^l 4 
2 0, Km£8g|51 4 2 1, WMUISI 4 2 2, 
X-fy^l 44 2. 1 446<h|5)i:T*25So fcfcU IS 



BEx-r *<£8SP5 2 0 0l*, BEt-* fKPm7// 
Cm7} KPa«m, K Pmc«fcg|55 2 1 6(*, 
fi89J£IMNHi K P m 8 L, K mS&Sfl 5 2 0 2 
I*, 777MiflKm7^U Kmc£f#g|55 
2 2 11*, <igiM®a#SlKmc 8Z&ftTZo ^-T-fe 
>XfIr/W75 2 OC0-j7^X^a-ri«iSwliw= 

7T-sy, T'T-trvxgsx/Kxs 2 o«auy*-3fc 

«X*)e*«& x tt x = 8 T'&ZtTZo 
[0 14 5] ^-tyxWir/UXS 2 01*, 
^'JXhCRL^f-tyX (Kc, ACp, AC 
m, 7YtV7 I D) <h^lBSi-r?>^ : E l J5 2 1 5^, 
P< =E>Jt>- K1 1 OCD*^ 1 4 1 5fcfta.T£t?o * 
: E'J5215«, ^±^57.'JXl>CRL$rfBiiL/cC 
R Lf 2 1 5 At, ^Y-bVX^IB^L/cv-l'-tV 
X$Si§E5 2 1 SBiibS^. 
[0 14 6] WT, 01 fc*tfE2»C5?-rr—S'Efl-> 

[0 14 7] Ml] *f\ 01*5<fcyil2lC^7 r 
~ S'iBflv'T.xiacfc^T, IBfS-9— /H 0frb/\°-V 
■t\\>Z\y\dzL-^ 5 OtfJ^f-feVXtgxMV 7,5 2 0 
^Bf^k=T^x>yx-*fccfctf5<*>7,£E<rr3 

»fftc-3^T«wr*. £*>\ croiw* naii j t 

[0 14 8] 01 O~01 31*, mMS&tfm2\Z7fi? 

9— ^Effl^Xx/xtcfettSBf^knvxV^x— $i<o 
®\mic%£.tzji-vi-)i>3yk:3.-* 5 oicrta? 

tifc7-f-tr>x'gS7 r /UX5 2C\0)iBfii!)ff (W 
T, IBfi-teyv'avtt.^-p) *iftB^-r§fc<»©mi~ 

M4070-^ + - hT*S5„ 
[0 14 9] 01 OKfcttSSaSWitufc, /\°-V7-/l/3 
Vtfa— Ji5 0Oa— »ft*, Efl+t-/<1 OtC^LT^ 

[0150] Eli o^#b§lt, /<-y^a>ea- 

•J? 5 0<7)a-¥6 s S*-#- K5 6 O^frLTHV-rV 

7S10 0) . ^-LT, *-*-K5 6 0=&^0TJf# 
ten >x x— > 05 W -t > X^ffllA-rSfcftO^A 
&i<$AC&At>Ztl% (7,f^7S1 02) . 

mtR l fc flf ^ k =i v r v v 9 — ^ * r « 7 < -t v x 

aKc^A-rS7c<S6tC WHMb3>xV'yT f -*©7 
? t X»JWt $8 A C m, &Vn£&\Wm ACpSg 
C LT^A*# A C A733-tl5. 

[0151] Bf^baVxVyx-^OWA^ff ACtf 
A^JtiSi:, nvha-55 101*, /\*XBS2^ 

LT5'r-bvx i iaf r /Kx5 2 cmsex— s»a)aa73 
mmzs-Tiz (7,f77si 04) „ 

A'fXS 2 04>3>hQ— 75 220«, 18^5 2 2 
6, -f>^7i-7.5 2 2 4fc*:tf/UBS5^LT 
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5 22014, A7BS5£t>LTB§Ex-' ?«fcgP5 2 
OOfreiSIIx-? {KPm7//Cm7} KPaSi 
HJL, {KPm7//Cm7} KPa?/UBS5, <f 
>*7x-75 2 2 4334tf4£ ; ?5 2 2 6^LTttl73 

U?y7"S 10 6). 
[0 15 2] /t-V^I/avea.-* 5 0(03> hP- 
75 1014, •5-<-b>X , ffSxA'r7.5 2 0^6<7)ig|iE 
{KPm7//Cm7} K P a tCj|0*.T. 3Vt 

ft'^I7.h*iBffl+t-/\'1 OlcWLTiMffTi. (7x 
y7S 108). 

[0 15 3] E«tf-/<1 OTB> /<-Vt;^>t:2 
-*5 0fr5IE{I'J?i7K zlVxV'yi D, IgfiEr 
— S» {KPm7//Cm7} KPa> fc.fe^-fHzV^ 
BSA&ft<Dx— *AC£g{IL (7xu/7°S 110), 
^SflSSi53 1 2lCfcl>T5'T-b>7 , 6Sx/W7 5 2 
0fr6Jli73*txrcigiiEx— ?£iJMfgII8K P a 
Ur-ytSI 1 2) . 

[0 15 4] K<lftJ»3 1 514, S^SaSSP3 1 2K 
fcl7§it#*ag&SSIfr6, jE»©«B?*©jEStt*IE 
03? 3fc«><*>Bg*Hb£S6 L/irfgfiEx-* £gfl Lfcfrg 
#€«B«-*BliB6a*i7&3 114). 

3 1514, ?77£F^Bi#S§KPm7fc4t«777iiEE 
•Cm7t*BU Ht«, f LT> ftQffiS Ut 
■y7°S1 1 6) 'sWrttZ, iESftBEx-^TfttMi 
£Kt4, $*B£U ?7X&Hn9BKPm7£J;lf 
* 5 7§EBflg C m 7 £gg L & t>-??E«-fe y > a 
7t% (XtV ys 19 8). 
[0 15 5] *7X£nn?&KPm7£ 
«Kf*73JHI!»Cm 7 iBffi»SP3 1 

5«, ^-r-bvxgax/^xo^^xsEWSc 

m7#fc±*77U7hCRLfc'J7h7'y7 , *nTV 
5*^-56^C RLx— Si^-73 0 6tC^SL, Ctl 

7S 1 9 8) . 

[0 15 6] 7<-b>7^S7 r /^7 5 2 003? 

7 ZEEHfttf £ Jt* 7 7 'J 7 h©3tft^.T***«^lC« 
««)«W(ClM5r* Wf7 7S1 1 6) . 

[0 15 7] BEE0)8jRs jEa*BET-r S»*»o5-f 
•feV7gS7 r /\"'T7^«i7l5/\-Vx;UPVtfa— 5»*^ 
e><D7?-fe7T*£'J, -7 77)bW±f 7 7U7KO«^ 

ttT>**c£ff«B*n*i\ iHft+t-/\*i o\,za^ 

T, Bfl»!l«S3 1 514. Kfl*»S-r*fc»©Wl3 
— K?S5I > 7>^->3V I D=££$-f$ UryT" 
S 1 1 8) . Sfc, -fey5/3>*-«S»3 1 6(4. E 
a >*-K s 1 Ut7 7" 

SI 20) . -try->3>*-Ks 1 (4. «*G«S3 1 



2K47Tif5nfc7<*V7g3T r MV75 2 0lott 
j&rS97Z&MR9BKPm7l;:J:?T* WHbJaB 
»3 1 8teJ:-3TPWft:*n« UT77S12 2) „ 

[0158] h 7 >+f * -> 3 V I D aSJtWWtSftfc 
•b«y->3>*-K s 114, h5>+f7->3> I D// 

{Ks1} Km7 <h LT, /UB S 1 *>\fct/i«g8H3 
5 0*ftLTtt»fclii7J*n* (7x7 7S1 2 4) . 

[0 15 9] El 1£#SSLT, /\'-ytJl/3>ei- 
$5 0tf, h7>+f?->aV I D// {Ks 1} Km7 
ZQHTZt (7x-v7 > S 12 6). P>hP-75 1 
01*. h7>f^->aV I D/V {Ks 1} Km7£7 
'T-b>7SST : /K75 2 0(tA73-r^ (7x«y7S1 
2 8) . Zo?%£. 7-r-t>7gSxM-r7 5 2 Olc 
fcl^T(4, 48 : ?5 2 2 6fc4:tK>$7i-75 2 24 
SttLT, y«7.BS5K4A6ftfc5MiT-**, fl» 
5QSSI5 5 2 2 2tf, S8SB5 2 2 1 iCtttStl*?^ * 
VXBBr/^ 75 2 0lClHW^^77KffiS^Km 

si«a#u tr>3>+-Ks i*sar« a? 

•y7*S 1 3 0) „ 

[0 16 0] 3VKP— 75 2 2 0(4, Efl+f-.Kl 0 
74i?ftfct'r>a>*-K s 1 (OSmZQilZTZ 
<t, ■by->3>+-»4»5 2 1 8K*tL.T7-f-teV7 
H7/HX5 2 0lCfc^TSB«i)^lc4B)6*n^-fe 
•y->3>*-K s 2<D£j$£J!jjVr*. *LT, -tr i y-> 
aV*-f§£S55 2 1 8t4, t7->3>*-Ks25i 
fiTf*. (7x-y7S 13 2). 

[0161] $/c, Efl-tryi/aVlcfci^Tte, a>h 

P-75 2 2 014, 7-f-trV7'gS7 :r /K7 5 2 0rtW 
P< : EU52 1 5(ClB^*nTL^g±'7 77 l J7hCR 
LA^6S«TBB#CRLd a t e£«itiil,T1S&&7'r')/x 
5 2 4 6iCitit>rZ> (7X77S 13 4). 
[0 16 2] Bg^<bS&3i955 2 0 6t4, W»7-f->x5 
2 4 2©MP a *rtLT»MW!«5 2 2 2 4 
6n5-fe->->3>*-Ks HC4oT. ««^7f5 
2 4 60«^li^«S^5Cli:lt4-7T^^6n5-b 
r>3>t-Ks2, B9J2iHBf<HI KPmc8Jj«ty 
Hlb? 7 7 'J 7 h (DM$T B 8$ CRL da t eSncf 
— £ 9 1 ) <t L TBS^b L T. {Ks2//KPmc8// 
CRLdate} K s 1 3lctiJ^jt"5 Uf 

7 7°S 1 3 6) . 

[0 16 3] /\"7BS SlCtiJ^l^tlTcBg^bx-^ {K 
s 2//K Pmc8//CRLd ate} K s 1 14, /\" 
7BS3<)S-1'^7i-75 2 2 4fc4lf!S : r5 2 2 
6^LT/\-V7"/l/a>fcfa— 5! 5 OKai*);*-*!, A° 
-Vt/b3>ei-' ?5 06^6iHfi+t-M"1 OlcSd? 

U777s 13 8). 

[0 1 6 4] I5fl+r- /f\ 0«, h7>W->3>ID 
// (Ks2//KPmc8//CRLdate} Ks 
1 £§<ILT, a*araSU3 2 0Kfc^T-try->3 >* 



(19) 



ttN 2 0 0 2 - 1 6 4 8 7 9 



-k s 1 ic^sarearasjiftu 7-f -bvawiT/t 

*7 5 2 0T£jS*tt/j:-t* J>->3>*-K s 2, 5<<-fe 
VX'gSx/ W X 5 2 0 lC|HW£>iilBg#gi K P m c 8 

7y7hCRL4)H#TBB$CRLda t e^gS?"* 
Uxy^S 1 4 2) o 

[0 16 5] iEfI*iJ'$aS3 1 5tt» 1 10T* 

fl!HILft3>TV7 I DfcJ:tf : 7'f'-fe>7i8A£ft : </)7 r 
-SACKftoT, 7<7-bXSiJffll1SISACm*5J:tj : B£ 
MW1WACp*4rtW-S (7x>;/7S1 44) . £6 

78§Kc£1fff8x— $"<-7 3 0 4<*:yiMrr§ (7x 
•y?S 14 6), 

[0 16 6] IBfa*JffllSi53 1 5tt» SjSLfc^'f *> 

D, 5<-fe>78lKCs H£*JW1flSACp, fe*tf7 
^•b7*JfflH««ACm%Bi^<bfflaS3 2 6ti:4*.3. 

wftuns 2 6«, a^wiagP3 2 oic*ot»s 

tlfe5'f-b>^WBT/ W7 5 2 OlufflftOttHWHI 
KPmc 8K<fcoT^tr^7£Bg^bLTBg^(bx- 
* {h5V^i/a> I D//aVT>VI D//K c 
//ACm//ACp} Kmc8«t«t5 UxV? 
SI 48) . 

[0 16 7] E1 2«MHLT» EffV-/t1 OKfclN 

t, 5**>x«a7Wx5 2o#s^*nfcit± 

*77'J7K0BiH«CRLclatetf, CRLx- 
2^-7 3 0 6 iClS^S-n^iSfl+t-/^ 1 0©8it*7 
7y7 R L<DM&BB$<b]t8^ft*^:<b^;:c^:c>T7 
'r-trV7UI7 : 7*-f 75 2 0tf«J#-r£t$lt? ; 7 7.'JX 

h c r l tmmir&nffmitu 5 -r - t > xggfv * 

-rX5 2 0<Wi»r**±*5^UXhCRLtf«(ffc 
T« UrvT'S 1 5 0) „ 

[0168] MfteWKstifci:*, nmbWiS3 2 

{f-7>+f?->3> I D//a>yW I D//Kc/ 
/ACm//ACp} Kmc8?7'Tt>Xilf/ ( t'r 
7 5 2 0 lCfcl*T»£*ftfc-t * -> a V*- K s 2(C<fe 
oTPWft*m\ Bf^fbx-S { (h7>^->a> 

I D//aVfV; I D//K c//ACm//AC 
p} Kmc 8} Ks2£/\*7.BS1U:aj*|-r5o -fL 
T, EfIftJffl>g|5 3 1 5tt, /UBS 1 ±OBg^b7 r — > 

{ {h7>W->3> I D//3Vf>7 I D//K c 
//ACm//ACp} Kmc 8} Ks2£ilfigE3 
5 0£fl-LTM°-V7-/U=]>tfiL— Sr 5 O'saSfflfS 

af7 7*S1 5 2) o 

[0 16 9] -?-LT. /<-y±;U3 Vfcfa-^ 5 0©3 



V I D//3VfV7 I D//Kc//ACm//AC 
p} Kmc 8} Ks2£g1IL (777 7"S1 5 4) , 
/ \*7 B S 5 LT 5 <f -t! V7.«8t7 W 7 5 2 0 (C A 

7rf* 0 T'T-tvx'gaT/wxs 2 0©^sasgi55 

2 1214, Bf^fbr-* { {h5V*f*->3 V I D// 
3>f>7ID//Kc//ACm//ACp) Kmc 
8} Ks2£8& ; ?5 2 2 6i5<J:U : 'fy*:7x-75 2 2 
4*7>LTSHy, -fey->aV*-f8£95 2 1 81c* 
oT«t*tifc-by->3V*-Ks 2id:-3Tft*U 

{h7Vtf?->3> I D//3V7V7 I D//Kc/ 
/ACm//ACp} Kmc85§m Ur77"S 
15 8). Xf'>7*S 1 7 2 'MM?**. 

[0 17 0] -7?, iBfl+t— /\*1 OKfcl^T, Tf-trv 

xtif/ w x 5 2 o mmtzx±9 1 7 y 7 h c r 

LtfMrca^&«ffSti«&. EfI*Jffl)8l53 1 5& 
/\"7BS 1 £ftLTCRLf ; -'$'^-7 3 0 6fr6gSlT 
©St±*^*yxhCRL«*»U S#T-*T'»3 
«»CRL*£*T* (Xt7 7"S 1 6 0) o 

[0171] mmmmm 2 si*, ig«<bai983 2 

6©tb7J<t, lBfi*J»gP3 1 5tf/tXBS1 *J>LT« 

fc***±*5;i'jxh0«#CRL£*s»7T, 

•bV7^xA'r7 5 2 0»Cfc^T^*n/i:-b'y->3 
V*-Ks2K«fc-3TIS^b-r*. «WfbJG18P3 2 8 

.cya^drtifcWMkT*-* {«#crl// (Htv 

tf?->3V I D I D//Kc//ACm 
//ACp} Kmc8} Ks2lt /\*7 B S 1 fccfclfil 
fltiBB 3 5 0 «4> LT/ f- V7-/UH > fcTa - * 5 0 IZM 

mznz ufyysi 6 2) „ 
[0172] /<-y^-/i/avea-^5otiv as<i*n 

fcBWfbr-* «#C R L // { h 5 >W ->aVI 
D//3>fV7l D//Kc//ACm//ACp) 
Kmc 8} K s 2£gfIL (Xr7 7'S 164), M"7 
B S 5 *^LT7'Tt>Xtlr/K7 5 2 0 KAft-f 
5 Uf'y7"S16 6) o •7'T-b>7«S7 :r /^7 5 2 
OKfc^Tl*, ffi?5 2 2 6fc t fclf-<>-5'7x-7 5 2 
2 4£frLT> /<7BS 5lc4x.6nfc§fix-^^« 
^Sft^gPS 2 1 2(e<feoTa#r?><, «#«mgP5 2 1 
2tt, -t-y->3>*-^gi55 2 1 8fr64?L6nfc-tr 
y -> 3 V*- K s 2 £J1^T/ \*7 B S 5 ©gflr— 5» £ 
ffl^U\"7BS5(Ctti73f£ Uf7 7"S16 8) . 

[0 17 3] C(D®mT\ /\*7BS5lCt4, Kmc(SJ# 
g|55 2 2 1 lC«J#5-n5^ffi«#SlKmc 8ZWRJI& 
^Bg^b7'T-b>7 (h7^->a>IO//3>r 
>7ID//Kc//ACm//ACp} Kmc 8} 
<b, M»CRLtA^73fn« (77 l '>yS16 8) „ 
3VHP-7 5 2 2 0<7)Jg^«J:oTSSL,/cM»C R 
HC*oT/*y 5 2 1 5F*3©CRL^$5 2 1 5A« 
S^CRLlcS^TMtr-TS (7x->^S1 7 0) . 

[0 1 74] Xf7 7S 1 52, S154, S 1 5 6, 
S158I*, 7-rtV7fIx/^X5 2 0tf)gjl:^7 



(20) 



^2002-1 64879 



mm? i u x s 2 o '\<7>iefi»jfET*& y » x f- •> 7 s i 

60, S162, S164, S166, S168, SI 
7 (Mi, 5-f-fe>7.fg7 r M"-f7.5 2 (XDmktvZi) 

^3x/^rX5 2 0^E{Ig|frc 5 3&£. CO^tC, 
5'<-t!VX , ia7 ? /W^5 2 0frSiMSft7$ft:S$±£ 
5X'JXh<D^BB$CRLd a t elc<i:oTs IEfI : £ 

'J X h C R L6^g«TfrS6^. 5118 U g*ftT*& 
SSi(D«±^7XUXI-CRL^CRLx-^ 
^-X3 0 6fr5SM#U «#CRL£5-1'-fe>7.gg 
x/WX5 2 0lciBffr^c:<!:»c c J:oT. 
fig 6 titc =i -f -tr > imWri U X'VD 5 -f -tr VXCDBBfl 

[0 17 5] Xf7 7"S 1 5 8$7cW:3.xy7'S 1 7 0 
<D&, 2 2 0Ojg^lC < feQTx Bg^fb5 

'T-bVT. {h^V+f'J'S'aV I D//3>tW I D/ 
/Kc//ACm//ACp} Kmc8li, a^ffiSSP 
5 204lcfe^Ts {BS'JiaSffi^giKmc 8KcJ:^T« 

aVI D> 3>r/y I D, T^-feT-ftWIfSBACmfc 

^trassuMtsgAc p) ft&mznz Uxyysi 

7 2) „ 

[0 17 6] H1 3*#^LTs P>hP-5 5 1 0 
H\ 7^*>;0giIxV\VX5 2 OtfSSLfc^-l'-feV 

^^-kyxmm^juxs 2 oicatitz Uf* 

7S17 4) o -feVX'ggxVW X5 

2O0PVhP— 75 2 2 0«, 4£^5 2 2 6fcJ:tK 
>*7x-X5 2 2 4£*>LTI> h US#^SU»Js 

2 1 SO^-ffcVTJSiSES 2 1 5 BK, Xf77"S 1 7 
2Kfcl>TSXi#L/i: : 7'f-feV7. (^f-tVXSIK c, h 

$ACmfc<fctm£*J8P1t!$BACp) £*g,W?-£ (Xx 
•V7°S 1 7 6) „ 

[0177] /<-vt^vei-? 5 0£>P> hP- 
55 1 o«, ofrz&sntcb^yft-y 

+t-/\*1 O'sSfif* Ut'>7S 17 8). 
[0 1 7 8] S3fl**--/n Otts h 5 >"*f? -> a V I D 

?77S18 0) . ttfB^— S"N-7.3 0 4J;y. Bg*§- 
fbUVxV'yx— * {Dc} KcfcJ:tf^n1fflSDc- 
i nf£S3tf#L"c\ Ctl6©r-' S»£/\"7sBS 1 
iifigS3 5 0^LT{ii7D-ri) Uf7 7S1 8 
2) . 

[01 79] /\-V-*-/l/Pytfa-$5 0te. {Dc} 
Kc//Dc-i nffcgflLT. Bg^bPVxV^x 



{Dc} Kcfc<fctWJlQlflBDc- i n f fcgHt 

^ uf'>ysi 84) 0 ^-d-rsiiv pvhp-^5 

10B, tgmtiyryVT— * {Dc} Kcfc^tftt 
flPitSSDc- i n f 51 O(D3>x> , y77-0l/i:L,T 
/\*XBS25^LT/\-Kx-r7.^ (HDD) 5 3 01C 
iB^TI- Uf'>7S1 8 6) . ttz, PVhP-5 5 

i oi*. 7^Myx<m.T)Uxs 2otcitg!ift*nfc5 
-nzyxonym&^t. fS©}7>^->3> i 
Dfe«t:yavf>7 i D^feBg^bnvxV'yx— 5? 

{Dc} KcfcttflOlffBDc- i n f K^r^Y-tV 
7sgS:7 7-f/l/££»£U M*XBS2£fl-LTHDD5 
3 0tCiB^-T5 UfvT'SI 8 8) 0 £e>K, PVh- 
P-5 5 101*. HDD5 3 0mtBa*nTt N i)=l>x 

> >y 'j x h 7 7"< ; ncgai Lfc p vt 1 > vomm t l 

7-OKZ):&ifi)i*\ ttJjPtfSBDc- i n f frStttti L/cBf 
^fbPVxV'yx— 5»(cM-r^1f$S (Ba?» 7-?-fX 
h£) H^iilBL (Xx-y7S1 9 0) , h5>+f*-> 
aVI D<t:IE{Ig3£ge{I+t-.Kl O'siMffTi) (Xf 
■y7*S1 9 2) „ 

[0 1 80] Efi+f-Ml 0I& h7V¥7->a>ID 
//lEflSa^Sffl-r^.!: (Xxu>7S 1 9 4) % ®£ 
f-^^-X3 0 2'\0DIS^x-^^$rt, fc^h? 
>+f^7->a V I D (DIBfilBSix - ^ ^C- Z 3 0 8^0)13 

9 6) , ±<*(DSILa6^7-r^ (7777S1 98) „ 
[0 181] C<D*-51CLT. /N-V^/l/PVta-^ 

5 ofcrtHSftfc^'r-tivxmsTVWTsS oa^o 

iSUx— Ji^^-rS^STS^Ci:, IH^lc, -75X 
E^SC m 7 1 1 tlcBg^b LTitHiT$/ciiMB§^ 
K Pm7 A^«!)T^5 C i: ^fitfg Lfc±T\ -7 5 XtiEfE 
fCm7tfS±^7X'Mh, ■r%to■5^ ^Bf^K 
P m 7 IZ&ZtSmttfmZfttcy? X1P« 'J X K (CIB 

IC^LTO^P >xV7 x— 2 fciHffr* d t^T^ 
^IE^ 7 'T -t V TsBSx / U T.'NOiEdfc* tf»Bl* n 

[0182] *eic iB{i^-/^«fci;7'r-ti>x^s 

[0 18 3] Sfcs 7'f-t>Xilr/WX5 2 0ll 

i3{f*t-/\*i 0A^B§#<bP>xV > >f ; -5fteJ:tf5Y 
-tr>Z£§{g-f3P8U:> Efl+f- n*1 0i©MT*/\-K 
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-bVXlSxM'fXS 2 0*miW£. /f-V*/U3> 

TBg^fbn >x yy x- * <fctf 5 -f-b >x *S«T* 
5££t,tC* **a'J7 1 -rU'</l'O^U^;b2-7Y-b 

[01 84J 01 0-1 3tCgVr7Q-* + -HC«£o 
Ts E1 1 BBfll 1 0 0 Kg** ftfc* t 'J * 

-Ki 1 Qizifemt^yTyvT-zis&u^j^yT, 
5 2 0=&* : E'ja-Ki 1 oicttanifftiN, z.<r>m 

^. |13lOTtXx77S18 6, S188. SI 9 
T-* (Dc) Kc, J5«fetf«llPlS«Dc - i n f) „ 

^;l/fcftto£IS£^h77'^;u#**ya-Ki i o 

O^'J 1 4 1 5©?-^TO1 4 1 5ClCfB^*tl 
5, *<Dffettv ±»Lfc©i:Hi;?*3. 

[0 18 5] .j^'Jtj- K1 1 O'VOBg^bUVrV'J' 
x— £*i -f -fe VXCDEflfcfcl^TfcBg^bS 
>7t- frfc^tfT'T-bVXfc/Y-KttKgfiU 

ftjfl-rsoT', K1 i CMDBg^bav 

x>7x-$fc£ZJ : 7'f'-b>XcDE<iSi, Tl'-bVX'i 
If/WX5 2 csoBf^b^Vxyyx-^JiJ:^ 
-f -b yxvmmt® £ <fc 3 lc-b* a «J x -f U^l/CDifl^ 
U^/l/2 7^>X0gg#Rjt6T£S o 

[0 18 6] [BA2] Ell tSUimiKfifr t 

— frEfi^XxMcfcl^T. Efs+f-M'1 0fr6/\°-V 
^□Vtfa— ? 5 0<D : 7-1'-trVXgS : Ev ! a-;l/5 1 
1 ABf^fbS VrVU/r— J'fc.fe^'r-feVX^iBfir 

[0 18 7] hi 4 (cfcttssasjasuic. /\°-y^-;i/=i 

vea-^5 0©a-+f(i, EfflW— /f1 OlCftLT* 
[0 18 8] 01 4~01 7 It. 01 fc<fcO : ll2lC^-r 

x--5'Efi->X7 1 /*ict5tt*Bg^(ba>7 1 vyx-^o 
WA»»c«a-r*/<-v^-/ni 5 oicrtia? 

tl/c^-r-bVX^S^^a-ybS 1 T\©E«IMWrtt 
B^-TSfci6(Dmi~m4C07P- : ? : -V-hT'Si.o * 
fc. 7'T-tVX l iS : Ei>'a-yl/5 1 1 ti, Bf^bnVf- 
V7f- S'fcJ^-f-bVXOEfitl— A*1 0fr50)g 

$ 5 0R3) T£&3-ft£x— S*<Dffm*5J:lH:*:i'j7 1 
^DflffiElco^Tte HEflii j tH«?J6S^ BIB* 
-/Kit. 20©^lgES§KPa<hKPb£/8l^„ K 



P a li-b* lUf-f l^/Utf 2 * =E A- K 
1 1 Ofc^lf^'I'-bVX'gSTMVXS 20(Ol8liEr- 
^SBBfSSMIBIiHrefc'A KPbli-b+n'jTV 
Wl/^H T'fc^'f-bVX'g^Ev'a-yUS 1 

-f-byxgntyn-^s i i it^-c-kyxmmTiU 

X 5 2 0 £ S ^-P V 7 h 7 x 7^ -7a - 

/1>T3d5, 5'f-b>Xgg : E-7:i-/U5 1 1^77? 

115 1 Mkm\?%tc&b(T>U?mx\ l tY. = 6T*&Z>tt 
-5. L/cibbT, 5l'-b>X'g3 : E-7:L->l/5 1 1 
BSEr-* {KPm5//Cm5} KPb. fflft|£||B 
?®KPm6, ?7X*a®it#g|Km5, 1SiJM§ 
@Kmc 6£SfrT5. 
[0 18 9] 014«#fiSLTx Jt-VT)\>1>t!3.- 
$ 5 0CDa-+ffrS*-#- K5 6 Ofcfl-LTPVxV 

7S 200) . %LT. *-*-K5 6 0^7)-LTBg# 

ten y=T >y 9— 9 <r>=? -r -b >x£f8Af sfc46©fllA 

£ttACtfA7J3-ft§ Ux\y7S2 0 2) „ -3$ 'A 
SWLfcBt^bPVxV'yx-^^-f^Y-bVX 
aKc^A-T?»fc46lCs Bg^bUVxVyx— *<D7 
* -bXSJWIfSE A C m. feJclfS^MfflUfffi ACp^ 
£ LTBSA&# A C ^A73* tl^o 

[0 19 0] Bg^bUVxV'yx— ?<D!iSA&ttACtf 
AjjS-n^i:. 3VhD-7 5 1 OWu 
^i^'a-ZUSI 1 fre.lSliEx— 5« {KPm5//Cm 
5} KPb^SSJliU ^CDSSdi LfclgfiEx— 9 {KPm 
5//Cm5) KPb(Cl)0?LTs IVrVyiD, 
•b v^lA^tror- 5AC> fccfcl/Eft U -7 IX h ^ 
Effltf-/t1 OlcWLTSffrS (X7 i ->7S20 
4) . 

[019 1] Eti+r-Ai 0TI*. /\ 0 -v^bnvtra 
— 9 5 Ofr£E« , J'57l7NK 3VfV'yi ISEx 
— ? (KPm5//Cm5) KPb, fccfctf^-f-bVX 
EfA&ffax-SACfcgfi-r* Uf7yS2 0 
6) . ^LT. &fffe!0ffl3 1 BBf-* (KP 
m5//Cm5) K P b<D-75XEWSCm5lcS^ 
TI/^H <DEfi^M^LTl^OA\ U^;l/2CDEfi 
*m$.LT^2><Dfr*milTZo BSEr— ^ {KPm5 
//Cm5) KPbl*. U^UCDE^g^-rS^'T 
-b>X , BS : E-7n.-/U5 1 1 fr5WiSliEx-'JfT$5© 

t\ mm%>m& 31 5 « 1 ©iBfigjRT-ss c ^ 

^IgaE-rS, »l*nfcBllT-* (KPm5//Cm 
5} KPb(is ^#5aSg|53 1 2l!lfc^TU^;H Alt 
<rj^igE^KPbT1I^*n5 Ux7 7"S2 0 
8) . 

[0 19 2] Efi*Jffllg|53 1 51*. E^l$iJ»g|53 1 5 

it. asanas 3 1 2ic&iiz>'&mm&%kfr$. mm. 

{KPm5//Cm5} K P btf b^H JsKSt 



(22) 



&BB2 0 0 2-1 64879 



Vstio Ur7yS2 10) o iEMiftl^/HigSEx- 

Bg^aKPm5*J«fct;iEWSCm5SftSU §3? 
5. *LT* Xfy7S2 1 2^>4M?T«. *fc» Ed 

£«RLfc»SlcW:, #*S£U 4iWB»«KPm5 
fe*tfBEW»Cm5*SaL4^TWi*ll7r* (X 
x7X*S2 8 8) . 

[0 19 3] CCTtt. cnW±BMHcBMIttfrt>ft^ 
*\ EA?-/f1 OliU'OH^ryWttiUr 
*U^/U#U^;U2?&55<-feVXff37 r M'rX5 2 

o**«ya-Ki io\ /'f-y^uavtfa-' jr5 

0*^LT» lift aHITSCifcRNB?**. 
[0 19 4] RBE08JIL &HWHiKPm5fi<|:lffE 
RWCm5i)«Sa*ft*d:» IBffiftJffl)gG3 1 5«\ % 
fc, ^HrVXtS^a-M/S 1 1<0*5XIHI»C 
m 5 ffKlb* =7 X 'J X h C R L IC 'J X h 7» 7 7* ttT l> 
56^<!:56 N: &CRL7 r —?^-7.3 0 6 lEJHfiU Ctl 
£®97X&Hfttf&Jt*7X'JX hOJWUCft^T^ 

7S288) „ 

[0 19 5] — 15. 7 ^izyxmm^'J a-;U5 1 1 0 

tt*©w»c»ffr* (XT7ys2 1 4) . 

[0 19 6] KBE0&JIL 2SIIWHiKPm5£J:CfE 
BflgCmStfggS-ft. ^XIIfEgtfgit^X'JX 

(C*5^7\ EfI*Jffllg|53 1 5«» E«***r*fc«&© 

7'^S2 14)„ ttc. •fev->aV*-«£»3 1 6 
tt» WiOfett©-by->a>*-K s 1 *£j«T* (X 
fy^S2l 6) „ tr>3>t-Ks Itis a#SQS 
§53 1 2lcJ:oT»6tlfc : 5-f-bVXWltya-il/5 
1 1KttOT3?7X£HB39ttKPin5lcj;7T« • 

1 8) „ 

[0197] 1*7 a v i Dfiitfiwfcirnfc 

t7->3>*-Ks1lt h7>1f^V'3> I D// 

(Ksl) Km5<!:LT\ /^XB S 1 fcJ:lfiifflSE3 
5 0*fl-LT»a»CtttfjStl* ttr* ?S 2 2 0) . 

[0 19 8] 01 5£#ESLT* M-VT^m Vti- 
?5 0<D3>hO-7 5 10)ti\ h7>^-^3 y I D 
// {Ks1} Km5*gffr*<!: U77 7"S2 2 
2) % 7<f -fe;/XWK5>a-/lf5 1 1 li, {K s 1 } 
KmSfcgWTv 7l'-fe>X , tg : Ev , ':L-7U5 1 IKS 

7 Xffl®«^Si K m 5 K<fc 7 T«*oa*!54 
l\ t'r>3V+-Ks1^SIt5 Ur7 7'S2 2 
4) „ 



[0 19 9] 7<-feVX«JK-?a-JU5 1 1 & Kfl 
1 0 ftfc-fe y > 3 >*- K s 1 ©gil* 

Stig-T^i:, -tru/->a>*-K s 2££fi£-T£ ttf* 
7"S2 2 6) „ *LT* =l>hP-7 5 1 01*, /UB 
S2*t>LTHDD53 0lZ§mitltc%mtC RL5 
SSiiJU 7l'-fe>XHI : Ev i 'a.-/l/5 1 1 8|^<bC 
RLfcit^LTSIlt^X'JXhCRLfcliWfU it^ 
LfcHih^ 7X',IXhCRLfr 5gllt* 7X 'JX\*0)W 
SrB^CRLda t e&ROT* Ut77"S2 2 
8) „ 7-ft>7tIi->"2-/b5 1 Hi, E 
fl+r-/\*1 0lcfcLNT5§i5-ti/c-b-y->a>*-K s 1 
JcJ:oTx 7-f -teVXWKSJa-jl/S 1 1 
fct'r>3^-Ks2 ( f@9J4iHie#«KPmc6fc 
£tf&±<7 5X'JXh<DM#TB!$CRLcla te?lo 
C0x— S»5iJ<!:LTBg^(bLTs {Ks2//KPmc6 
//CRLdate} K s 1 £iti*)-f£ Uf'y7"S2 
30) „ 

[0 2 0 0] 5 1 Oli, Bg^bx-* {K 

s2//KPmc6//CRLdatel Ks1lch7 
V+f*->3> I D^Djlfch5Vf^v'a> I D// 

{Ks2//KPmc6//CRLdate| Ks1? 
EflW— Ml ONSfltTS (Xx->7S2 3 2) o 

[0 2 0 1] Efl+t- Ml Oti, h7>^->3>ID 
// {Ks2//KPmc6//CRLdate} Ks 
1£§flLT Ux7^S2 3 4) , a^ffiSgil3 2 0 

(cfci>T-fe y->a v+-k s i ic&zmmn-mzmfi 

U 7-f-bVX«3 : Ev > ':L-/U5 1 IT'^figS-nfc-b'y 
->aV*-Ks2, 7'f-feVX l gJI : Ev>'iL-jU5 1 He 
H**ffl9J4SIIBHHlK Pmc 66*^7^ -feVXWl 
tv^a-JbSI 1 lz3HfZ>m±? ; 7 7.')7.b<DW.$\am 
CRLda t e£gg-T£> (Xx'> 7S 2 3 6) . 

[0 2 0 2] EflftJffl]gP3 1 5tt\ Xr7 7'S2 0 6T' 
Bit LfcaVxV;/ I Dfc.fcl/^Y-feVXISfA&ftOx 
-• >AClc^T. 7-7 -feXMMff $8 A CmfcJ:tm£ 
WWI«!ACp*&«r* (Xx-y7S2 3 8) . 2F6 
fc, BB^bSVxVU/x-* {Dc} Kc£«*rtSfc 
&©7<f -fe VXgtK c fcflHBx-r S^-X 3 0 4<fc UK 
Ut77'S240) „ 

[0 2 0 3] E{IS«g|53 1 51*. SfiELfc^-l'-tr V 
X> tts*>%. h5 V+f ^~>a V I Dx 3VrV7l 
D, 7<t7^Kc> S£ftJ»1fi8ACp, fccfc^ 
^•trX*Jffll1fl6ACm^Bg^bfllSgB3 2 6lC^5„ 
l»<bfflf»3 2 6li, «^5aSS|53 2 0(Cj;oT^6 
nfc7'T-t!>XgS : Ev > a-/U5 1 1 lcH*SiiBIBg# 
8IK Pmc 6lCj:oT5-<-bVX*Bi^bLTBg#<bT 
—Si {h7VW->3> I D//3Vf>7 I D//K 
c//ACm//ACp} Kmc6££firr3 Uf7 
^S242) . 

[0 2 0 4] Ell 6£#!$L7\ Eflht-/<1 OlCfct^ 
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±'7 : 7X , J*h4>M$fTHBSC RLd a t e£>\ CRLf 

— s»A:-^3 0 6icffi^3-ti*E(i*t-yn outsit? 

5XUX hC R L0MffTBI$<bibSaT£e:<!:U:J:oT7 
Y-t>X»lts;a-^5 1 IjWHWSIW:* 5X'J 
* h C R L flWfffrSW/MyBrtftU 5 -T -b y X13* 
5>a-;b5 1 1tffia*T38±*5*'JZl*CRL*« 
•r£«KS*ifc£*, Xxy^S2 4 6N!MTr*. $ 

5XUX. hC R LftmttT'te^tZ&XTVJS 2 5 2 
^fflit* Wt7^S2 4 4) . 

[0 2 0 5] «ffi:tt»r*tlfc£*, Bg9fb«a93 2 
8tt» Bf^bffl3g03 2 6fr5m7j£nfcHg^bx-' Jr 

{h-5Vf^-> 3 V I D//3VTVy I D//Kc/ 
/ACm//ACp} Kmc6?7^>Xiltv f a 
-;l/5 1 1 tcfc^T^*n/c-b'>->a>*-K s 2iz 
*oTBS<Hb*W,\ WMbx-* { (h^>^->3 
y I D//aVx>y I D//Kc//ACm//AC 
p} Kmc 6} K s 2S/<XBS Hcffi73?S. *L 
Ts EflSiJffllSP3 1 5 li, /UBS 1 ±fl>BWfl;x-* 

{ (h : 7>+f'5'->a> I D//3>xyy I D//K c 
//ACm//ACp} Kmc 6} K s 2£j§fl8!E3 
5 OtftLT/t-y^iUaVfcTa-* 5 

Urv 7S 2 4 6) . 

[0 2 0 6] *LT» /\°-V^U=l>tfa-^5 0©H 

>hn-75iott, Bg^bx— St { ih?yv*i/a 
y I D//3V7V> I D//Kc//ACm//AC 
p} Kmc6} Ks2£g(IL Ur^S2 4 8) » 
5-f-bV^'BS : Ev > 'a-;U5 1 1 tt, BWfbx*-* 

{ (h7> H f^'>3 > I D/V3Vx>y I D//KC 
//ACm//ACp} Kmc 6} Ks2*-b->->3> 
*-Ks 2»c«fcoTa^U {K5>+f-?->a> I D/ 
/3>f>'y I D//Kc//ACm//ACp} Km 
c6£gJI?5 Ur77S2 5 0) „ *<D$, X.x-y 
7"S1 6 2NlfTT«. 

[0 2 0 7] Etl9-/t1 OtCSt^T. 5«f*V 

RLffMrT&l" t*"JEK*n*t, E{IftJ8PSI53 1 5 
it, /UBSI^LTCRLx- S"^-*306frS 
g$t©«lt?5X'J*hCRL£!Xt# U Mttx-^T* 
&£MtKRL 5 Ut : 7 7"S2 5 2) „ 

[0 2 0 8] Bg^bSaSSi53 2 8B. Bg^bMUISP 3 2 
6<7>ai7D<^ Effl*lffl93 1 5tf/tXB S 1 *^LT« 
*g-r^^±^7X'J^KDS»CRL«b«§ltT, 5<< 
•feVXWl^a-;U5 1 1 lcfcl>T£jS?n/c-b-y-y 
a>*-K s 2lcJ:oTBg^fb-r«o Bg^b»3S3 2 

8<pjai73£ttfcBg#<bx-- * (i^crl// (h^ 
vf-j«->avi D//:jyxyy i d//kc//ac 

m//ACp} Kmc6} Ks2tt. /UB S 1 
iiflSB3 5 0£fl-LT/\-y?^m>fc?a— 5» 5 OK 
U?yyS2 5 4) „ 



[0 2 0 9] /<-y^-/mvtfa-*5 0B. £{§3-tt 
ytBHWbr-* (M5KRL// (h7^->3>l 
D//3>r>7l D//Kc//ACm//ACpl 
Kmc 6} Ks2£gf§L Uf77S2 5 6) » 7< 
-b>X^S : B>>'a-/U5 1 1 it, -by ->a>+-K s 2 
tflfcvTMx-i ?^a^LTH»C R LiBg^bx- 
* {h7>+f^->ay I D//3Vt>7 I D//Kc 
//ACm//ACp} Kmc 6 ,!: Uf* 
7S258) o 

[0 2 10] n>hn— 5 5 1 Oit, HDD5 3 01C1B 

mzntzm±?7xvx h c r ucgaucaac r l 

^flllH., ttiWBi^filS^SSLx HDD5 3 Opg<Z>g± 
y^X.'JX.hCRLfcg&jt-S Uf7 7*S2 6 0) „ 
[0211] Xf77S246, S248, S250 
it. 7<-b>XtS : Ev>'a-;U5 1 1<DHih?5X.'JX. 

h c r l # g^rom^©^ -r -t y xji k c ^<D5 -r -b y 

XgSt-ya-/P5 1 TMDEfllSfFc'fc'A XfyT" 
S25 2. S254, S256, S 2 5 8, S260 
it. 5-f-b>Xga : Ev > *a.-;U5 1 1 (D%±? '7 X*J X. 
hC R LtfgSrT-fc^ifSCD^-l'-byJXgiK c?©7-T 

nyzmmtv 3.-^5 1 1 ^oEflMftf*?»a. 

<fc-5tc> 7-f-t>Xga : Ev ? i-/U5 1 1fr5£6ftT 
$fc8S±y 5X.'JX.hCRLdate BRSftTV* 
£f5#&> a- 5613! U M#T*ttT^fc^.fc*. g$r 
(Dgit^X'JXhCRLda t e£CRLx-S^- 

73 0 66^ix?fu MttCRL^-r-byxgiit-y 

1-/1/5 1 1 (CEffr^CiilC.fe-DT, 7-f-byXO® 

6 fttc 7 -f -b v x 'SS^ -y a - ; v\ <o eg #f b n y x y y 

r— S» {Del K c <DE<I£ K±T#^o 
[0 2 12] Xx'>yS25 0$fctt7xyyS260 

mw&'f-tyz {h^y+f^-yav i d//^ 

>?>7ID//Kc//ACm//ACp} Kmc 6 
B, asSB«^SlKmc6tcJ:^T«^^ 5-<-feVX 
(■7-f-try7.aKc, h5>*f^->ay i d, nyxv 

y I D, 7'^-bXW1f$gACmfc t fcU : S4»1ffBA 
Cp) ft^SS^n^ (7777"S2 6 2) o 
[0 2 1 3] 01 7^#RSLTx ^-f-tyxmS^-ya 

-/us 1 1 Efi H 7-/n 06^6SfiL/cag^fb3y 
x y y x - * fc J: 0=5 -f -b y x ^ftefDSB^Mffi f fc » 

fiE-T* (Xf7 7"S2 6 4) o C<D^s fiyi'? 1 ? 
KOWWfflIB T3j iCiS^n^o ^3f^><b. 5Y-b 

yx^st-ya-zus 1 iuu gsu/c^-f-byx (h 

7V^ - >a> I 3>f>yiD, 7'T-byXSlK 
c, 7 7 ^-bX*Jffl)1f$BACm, fc*tfHSBWffl«BAC 
p) <b, ^fiKL/cxi'>-77y Hf$B<bld4g(DBg^fia 
s^ffiL/cBg^bu^/n ffiss^-r-byx^ifigri. 
(Xf7 7"s2 6 6) „ c<oif^ ^-r-tyxes^-y 
a-;U5i i /i-vi-i^y^ 3.-^5 oouy h 

O-v (CPU) 5 1 0©»JS^(cS^TBg^b 
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-rHz>XtcS»J, &i$r5xiy77'7 hfcffll^&Wft 

tt, B§^{bP>xvyx-*fc,fctf5^*>7£f6<D& 
[0214] /N-y^uavta-^soouvhn- 

55 101*. iBfrt-M'1 0frSj3$Sft/ch5>+f7-> 
3>iDt> Bg^bPVxV'yx-SwiBflg^Efi 

[02 1 5] Effitf-M*1 Oti, (-7>^->3>ID 

T77S2 7 0) » flMx— S"*-X3 0 4<fcy, Bg^ 

fta^Tvyf-* (Dc) Kcfc<fcimanltf$BDc- 

i n f fcEiiL-T, CtlSOx-r «/ttB S 1 fc^tf 
iMMM3 5 0*ftLTfiMjT* (7x7^5 2 7 
2) . 

[02 1 6] li-V-HVZiy £3.-5 5 Otts {Dc} 
Kc//Dc-in f £§fiL7\ BHWb3 VrVVf 
-* {Dc} Kcfc<fclff#PlfaDc- i n f fcgSt 
£ Uxy7S2 7 4) „ ZSTZts PVhP-55 
1014, Wftavf^T-* {Dc} KcSiW 
JjQtflBDc- i n f * 1 ^©P>xV , ;'7 7<l'/l/c:LT 
/UBS2^L.T/\-Kr r -fX-? (HDD) 5 3 OK 
BUT* Ut'^S 2 7 6) „ PVhP-55 

1 o& ^•teyMWE^a-zl/S 1 I lc«fcoT£f8 

+f?->3 V I Dfc^tfPVxVy I D*TOIWfb3> 
7>7r-^ {Dc} KctfWDflMiDc- i nfK» 
f«5-f-t>XWl77"f;U*4«U /UBS2Sft 
LTHDD5 3 OlCfBSTT* Uf'y7'S2 7 8) „ £ 
PVhP-7 5 1 Otix H D D 5 3 0 {ClBHSft 

Tt^sa >t yy >j x h 7 7<< Lfc □ vrv> 
■nyxmmyy^i^^m^ Mnmnoc- \ n f # 

SttfflLrcB^baVrVyr-^teBrSflHI (ft 
7-f<fXh4) fcitfBL (7xx-y7S2 8 0) , 
h7>+f^-> 3 > I D<hiBffgg£E{I+J— M1 C\i5S 

fits (7.r'y7s2 8 2) o 

[0 2 1 7] EfE+r- M*1 Oti, h5V^->3>ID 
//EfIga£g{§T3<h (Xx* 7S 2 8 4) , B& 
x-$a;-X3 o 2'\<7)Ig£x-$<Dte#k fc-fclfh-? 
>^->a> I DOEflfB^x— S""<-7 3 OS'vaiB 

2 8 6) . ZWO&mtfl&JTZ (7xy7"S2 8 
8) . 

[0218] £<D£?ic, ^mv—i^^if^^-tyx 



Lx fcSUtfgfl LfcBg^^ffl^/cBg^{b^S5 L 

T» *ft?ftoi^{bx-?^&g{§Kfc^Tt»IS± 
WfflSigiE^ff^aili^T^s 7 s — ?Efr>7xZ><D 
**aUx*£fc±£t^C£tfT'*3i:£, fcj:tf8$ 
±-757'J7 h C R Lroafflfcft&^Tl^&Kfc^T 
T'T-bV^'BST/^^S 2 0fi«klf^t'J*-Kl 1 

o k 5 -r -b *a«aE«r 

[0219] LfrL&Jb^ M'-Vx/l/PVbfa.- 9 5 
OrtlCfe^T, 5f-t>7tg ; Ev > :i-/U5 1 1 (is V 

-feyXlgtv^-yl/S 1 1 iCfcS^'f -feVT-OEfl 

5-r-ti>7gJixMY7 5 lOto&Ut^iJtj-F 
1 1 on:. 11& Efltrs^yti-fe+a 

yx-ru^/WiteiA, 

[0220] 0 1 fccfctfEl 2 KjjVfx— S*EfI 

v/T-x^lCfc^T. 13(1-?-/* 1 OfrSM-VT/l/PV 
fcfa-^ 5 ow^-f -trvx^Sx/^xs 2 CNEfiS- 
ft fc ra^H b p > x y y x — * 33 J: v 5 < -b v 7 « SI * « 

IS1I1 OOS/cttg^i&fcl 0 2lCg**ftfc/ : Ey* 

— fi i o^fir^amco^TittB^-r^ - 

2 F57(D^fft)ft5S!iST$^o 
[022 1 ] Ell 8~02 IMu 01 *5<J:tf02 iz^t 
T-$®ii~sXTklc35^T. ^-(■byx^m'r/Ux 
5 2 otfiBfi+J— m"i o^egfiL/cBi^bPVxvy 

r-r JJfc^^-r-bVTs^^lSii^l 0 0 $fctiSS 

«g*i 0 2icss*ftft^ : Ey*-Ki i o^si-rs 
»»»ft*i!wr«fc»<oati ~S4W7P-^+- h 

JUmtSttl 0 0Sfc»*B4lffi*1 0 2tt, » 

7P-^+-hA N 5=iBSLT«i.o ^iS^lKWr 
^icafc'J, 02©S*4S*1 0 2lCg«?nfc^ ; E l J 

E1^SI«®iS«1 OOKSJiJftfeytyA-KI 1 

0'\»»r«»^icot^ i t>iRi«iT»ys sssffi^i o 
[0222] fcfc, 01 sjctew-sfflawsan:, /\-y 

[0 2 2 3] 01 8£#K3LT\ /\'-Vf;UP>ta- 
* 5 0O*-tf- K5 6 0fi>6»»'^iX h6^A7D* 
ftS<b WtvT'S 300) , H>hP— 55 1 Oliv 
SSEx— $r(D%(IS««U S B-f>*7i-75 5 0, 
4g?5 8 0, iJcfe^USB-T- 7^/1/7 0*^LTB4«S 

*i 0 2^aMir« 7s 3 02) „ ?-5-r^ 

S^4§5*1 0 2(DPVhP-51 1 0 6(i, 4g?1 
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1 1 4. USB-f >$7x-71 1 1 2i>«fctf/<7BS 
3^LT12Ex— S»CDiSfig^§fiU M*7BS3 
fcJ:y : / : E'J/3-K'rv^7x-7s1 2 0 0£:f|-LTB 

■5-LTv ^t'JA-Kl 1 OOZlVhP— 51 420 

Sf1 426, -fV*7x-7 1 4 2 4fc<fctfA*7 
BS4£rtLTBEx-9©2Hig*£§{I-r5 (Xr 
v7S304) . 

[0 2 2 4] P> hP — 51 4 2 0&. BEt— S»©& 
«£**g<rt£<!:. BEt-7«&951 4 0 0frSB 
11^— 5* {KPm3//Cm3} KPa5;UBS4^ 
fl-LTtrciiJU ^©traiti LfcBEx— £ fKPm3// 
Cm3} KPaS/UBS4, -f>^7i-X1 424 
fc<fclW?1 4 2 6*ftLTII£«ll*1 0 2^73? 
5„ *LZ\ S44S3S1 0 2<0P> hP-51 1 0 6 
tt, /*'ja-K<<>*7x-7.1 2 0 0fcJ:tF/UB 
SSfcftLTBEx-T- {KPm3//Cm3} KPa 
^Sffi'Js y?XBS3, USB-<>*7x-71 1 1 
2, 1 1 4J)J:yuSBy-7*;l'7 0S^LT/\' 

-7^1/3 Vfcf a-* 5 O'NBEx-' * {KPm3// 
Cm3} KPa^jUflfS Ut7 7S3 0 6) „ 

[0225] -?-5-r5<!:* K-v^-;uavtfa-^5 0 

(DPVhP-55 1 0(i. 4S?5 8 0fc<J:tfUSB'rv 
?7x-75 5 Ofcrt-LTISSEx— 5» (KPm3//C 
m3} KPafcgfIL Uf77"S3 0 8) » 
LfcBEx-7- {KPm3//Cm3} KPa£M'7B 
S 2€^L,T5-f-tVX l gS7 r /W7.5 2 O^fflf 
5. 5-<-bVX'iJlTA"-f'7 5 2 0O=I>hP-5 5 2 
20li. 4ft : f5226. 0971-75 2 2 4, fc<fc 
IM7BS 5£fl-LTBEx-7 (KPm3//Cm 
3} KPafcgflU fOSJILfeBEx-i * (KPm 
3//Cm3l KPa«tt9M»V5 2 0 8^$il%. 
BUSaSSPS 2 0 8li> K P a{Sftg|55 2 1 4#5©B 
SE&KPalCfcoTBEx-T- {KPm3//Cm3} 

KPa<DW.^mm^m'nr^> (77^753 1 o) . p 

V h P-5 5 2 2 0 a^Sttiiai 5 2 O 8 Kfctt£<I 

fr-fc. K1 1 OtfjEHwytUA-KtfS© 

7 5 Z&BB<Hi K P m 3 i 7 7 7EWS C m 3 £ 
&T 5. C££BE-fi> fettle iE^ro^^T'^WiEStt 
*ttWr ^fc<S6(DBi#^«S LfcBEx- 9 *8fll Lfcfr 
5^CWKr«BSMa*ffft3 (7xv7S3 1 
2) o iEaftBHx-^-pasStWBrtFtlfcH&s P> 
hP-55 2 2 01*. 757iiBPg^g|KPm333J:tf 

*5xiaitcm3tipBU sin. *lt« 

fflii (7x'v7S3 1 4) iESfcBEx- 
*T»ftlNi£U:t*, M*BtU 757i«^8iKP 
m 3 6J:tf^57lWtCm 3 *SaL«:l.^T«31*» 
7** (7r-y7S4 0 4) . 
[0 2 2 6] CCT\ 5'T-t!>7gilT r ^'f7 5 2 Oli 



U"0b2*ttS©iJIBBIiE»K P a LjWH*L*l^7i:ik 
(Sic, Hz+a'Jr-r l^WU^/H T**S5-f-fe>7 
tn«^a-iU5 1 1 fr60g5RT*353ii£tc(;t BE 

^©^Klttfffca.ftCS 
[0 2 2 7] BE©£*> iBHO^'Ja-KTSSC 
£tfBB*tl*£» P>hP-55 2 2 01*. y 
t'JJb-Kl 1 0©757EW§Cm3jb ,! g±757 1 .; 
7KRLI<: l J7h77 7* : 3 * 'J 

5 2 1 5©C R LSUg£5 2 1 5 AlCSR^U CtlS©7 

ki*. zz.-mmm*m?% (7x->7s4o 

4) . 

[0 2 2 8] -75\ /t'Ja-Kl 1 0©757EB£» 
#£±7 5 7 'J X h ©tt£tt7fc£>i§£l;:te:&©j!!llIU: 
Wftt* (7x-v7S3 1 4) „ 

[0229] be©^. jEiMtmmT-tzm-o** 

Va-K£<§*£lf£«3fcfr5©77*7T'£tl. 75 

7tf»it757'J7 bvtmMTtozztffmaztiz 

<h. 5< t>7fl7/H75 2 OKfcl^T. PVhP 
-5 5 2 2 0(*. ©HP- K7i&£> h5Vf 7~>3> I 
Dfc^'JS 2 1 5CD5-<-t:>7^5 2 1 5Bfr5SS 
i#-f£ (7x-y7S3l6) . *LT. -b-y->3>*- 
5t£gP5 2 1 88. 8»©fc»©-try->3 >*-K s 2 
2££fi£-r3 (7777S3 18) „ -t->->3>*-K 

s 2 2ti. WM031S5 2 0 siz&rjTnzwtt&j 

*~K1 1 0lC74E5f*757ii^Bg#8KPm3lCj: 
oT. Bg#fbfflSSP5 2 1 OtCj^TBg^fcJtl* (7 
T7 7S3 2 0) . PVhP-55 2 2 0ti. /UBS 
5£fl-LTBf^fbx-7 {Ks2 2} Km3S51U 
**U52 1 56^6IX}§Lfch5>+f7->3> I D£Bg 
{Ks2 2} Km3(CjISDLfch5V+f7-> 
3> I D// {Ks 2 2} Km34/UBS5. <V7 
7i-75 2 2 4fc<fclfSS?5 2 2 6^LTaj73f« 
(77 1 ->7S3 2 2) . 

[0 2 3 0] ill 9£#HaLT. /^-V^bPVta- 
75 0©P>hP-55 1 Oli, /\"7BS2*^LTh 
5>+f7->3VI D// {Ks2 2} Km3£g(lL 

(7xy7S324) N U S BfV*7i-75 5 0, 
4S^5 8 0, fcJ:0 : USB'!r-7yl/7 0«:^LTh5> 
tT7->3VID// {Ks2 2} Km3^44S*10 
2'\3IHi-r5 (7x->7S3 2 4) „ ZoTZt, W£. 
4as5^1 0 2OP>hP-5 1 1 0 6«, «S?1 1 1 4, 
USB-ry$7i-71 1 1 2. fcJ;t;/ttBS3?^ 
LTh5>+f7->3VI D// {Ks2 2} Km34S 
flU ^0)SfiLfch5V+f7->3> I D// {Ks2 
2} KmS^y^EU^- K^>77x-71 2 0 05^ 
LT^t'JS-Kl 1 O^mmtZo ^LT. ^i'JA 
-K1 1 OOPVhP-51 4 2 01*. Sf1 426. 
^>^7x-71 4 2 4*J<fc0 : /\*7BS4^LTh5 
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Vtf^gVI D// {Ks2 2} Km3£g<i??> 
Ur77S3 2 6) „ ^ffiSSIJI 4 2 2(1 P>h 
□ -51 4 2 0fr5/\*XBS4£fl-LT {K s 2 2} K 
m3£§!W, Km{£&351 42 1fr54>75X$ffit 
^SKm3(C<J:oT {Ks2 2} Km 3 £^LT-fey 
->a>*-Ks 2 2^§Sr^ Uf7^S328). 
*LT, -by 5/ 3 4 1 8B, ■tevfsV 
*-Ks2££f£l, Uf7yS330) , PVhP- 
71 4 2 OH A"XBS4£fl'LT.* ; E l J 1 4 1 5©C 
R L^JSEI 4 1 5 Afr5tl±75X'JXh<7>g*frBBSC 
RLdate^MU ^01X}f LfcE«B*C R L d 
ateMSIX'f'yf 144 6^5 Uf7^S3 
3 2) o 

[023 1] ZotZt. Bg^biQSSP 1 40 6tt» Q 
JftX-f'yTM 4 4 6©ffi?^)H^^jt5iI<i:lcJ:oT 
SM» L/c-fe •r>aV*-Ks2, flffl^HOHHI K Pm 
c4fc<£tfg±77X'JXh<DS&TB£CRLda te 

^JQSgP 1 4 0 4 iCcfc ftfc-fey > a > 
*-Ks 2 2lCj:^TBi^kU Bg#<bx-7- {K s 2 
//KPmc4//CRLdate} Ks22££fiKf 

3>ha-7l 4 2 0l& Bf^br-i S» (Ks2/ 
/KPmc 4//C RLd a t e} Ks22£/\"XBS 
4. -fV77x-X1 4 2 4fc<fclW?1 4 2 6£ftL, 
TS4«B*1 0 2^731- S£&£*1 020)Z\yVU 

-51 1 0 6it * : eya-K'f'v*7x-xi 200 

fcrt-LTBg^ftx— * {Ks2//KPmc4//CR 
Ldate} Ks2 2£§lK5„ *-LT\ PVhP-5 
1 1 0 6li> USB-fVT^i-XI 1 1 2. 4g^1 1 
1 4, fcJ:tfUSB<>— Ofctf-LTM-V^MO 
?5 O'VjSfi-T^ Uf7 7'S3 3 4) „ 

[0 2 3 2] /\ 0 -y*;l/PVfc?3.-7 5 OtDDVhP- 
■55 1 Olt JSS?5 8 Ofc.fctfUSB-rVT^ i-Z5 
5 O^LTBg^bx— S» {Ks2//KPmc4// 
C RLd ate} Ks22£gflL Uf7 7S3 3 
6) s /UBS2^LTBg^bT ? — ? {Ks2//K 
Pmc4//CRLda t e) K s 2 2£5'f-feyX , i 
If/KZ5 2C\A73-rS UryyS3 3 8) „ 5 
-f -b>Xf if 5 2 003 V hP-7 5 2 2 0 
H JS?5 2 2 6s -CV*7x-X5 2 2 4fcJsim'X 
BSSfcftLTBf^bx-* {Ks2//KPmc4/ 
/CRLdate} Ks22£gflU *c7)gffiLfcB§ 
#fbr~ * (Ks2//KPmc4//CRLdat 
e} K s 2 2£tt#«!*IgP5 2 1 2 (cJ^S,, 
$5 2 12(1 •te'y->a>*-5££8l55 2 1 8fr5c7)-b 
7->a>*-K s 2 2(Cd:oTBi^b7 r — S» (Ks2/ 
/KPmc4//CRLdate} Ks22*ilfL 
tr>3>*-Ks2> ^Bg#gtKPmc4fccfctfg 
lL75X'JXhc7)M#rBB$CRLd a t e«SSf5 

(Xf77'S340) . 

[0 2 3 3] /<-V^Ua Vti-* 5 0 



<DP>hP— 55 1 OH Xf7 7'S 3 24(Cfcl^TH 
DD5 3 0(ClB^tl/c5-<HzV7.gS77"f;Kc§$ 
tl^-f-teVXtrjIV I- 'JS^^H D D 5 3 0fr5§iiiJ 
fo -^LTs PVKP-55 1 0(4. -?-0i5&aiL/i:l> 
h 'J / \*X B S 2 5 it L-T 5 •< -b VXtSx/ \*-f X 
5 2 0(CA7J??> (Xx-y7S3 4 2) . ^-f-teVXf 
S7 ? A"-1'7v5 2 0(DP>hP-55 2 2 0(iv 4aS?5 2 
2 6, <f>$7i-X5 2 2 4. fc<J:tf/\*X B S 5 

Jtl^^^'J 5 2 1 505<-fe>XSi®5 2 1 5 B<DX 
V h'JfrS^-fbVX (h5V+f7->3> I D. P>x 
>7I D. 7Y-b>7gKc> 7'7-bX*JfflltS$EAC 
m v ff£MWimACp) ZmtUT (Xx'y7S3 4 
4) . 

[0 2 3 4] 3>hP-75 2 2 0(t 77b 
yUMWWIACmSWBT* (7x^7°S3 4 6) . O 
P>hP-55 2 20(iv ^#L/c77-b7SiJffll 
1f&ACm(cg-3^T. ««KCv 3£ffi*1 0 2 (egg 

Ztfn£.®mz <fc o TBg^bP VrVff- *4>l!febS 

S£Btttf»-3Tl*ft^«S <J?£0tt=O) . BW^b 
P > x V 7 x- * * 5 -f 42 > 7 (c J: o TM^t 3> £ t ft 
^(DBg^bP>x>7x-7i:5'<-bVX<t^ 

S44S*1 0 2icg**nfc^ : E , j*-Ki 1 o^vm 

[0 2 3 5] Xxu/7S 3 4 6(Cfcl,>T\ Bg^bPVf- 

v'y7 s -*©wsig»tfT*ftt , » (B£isitt-o) „ $ 

fc(i, »B-««75W»»««<«lh (=0) c7)i§ 

7'7-bX$iJffll1fl8ACm(cJ:-3T. £»fcil*Rl£ 
fJHJrU ^77 7S 4 0 4^tL, »nufmtt7r 

So Xr7 7S 3 4 6(z:fc^T, Bg^(bP>x>7x- 

^os^T'$ (n4iaa*o) % ^»-aia7 

57"tffcil!i©*Rj r= i j crjii^, ^-feVXcrj&Sj? 
S5<hfiJBi*n, P>hn-55l0(i, ^t';52l 
5©5'r-b>XfflSE5 2 1 5 B(Cfc^TJ§S3-*l/cX> 
h'JS#rt©5'T-b>X*|iML (X7 1 -y7S3 4 
8) . Xf7yS3 5 0^t5„ Bg^bPV 

r>7f-^0i4tfT'? rg^a^^oj , fro, » 

m-mfr^ytmwmsi r=3j <di§^ 5-r-b> 

7<D«HiT-^5i:«8fr**Xv 7?7 7S 3 4 8Z'ttt> 
■f(C77 1 -y7S 3 5 o^t-ts. 
[0 2 3 6] H2 0£#S8L-C\ Bg#<bSttSSI55 2 1 7 
(*, ffi^SQrSSI55 2 1 2(Cj:oT^5nfc5'r-b7Xg 
I?y 7 5 2 0 (c@^0?iig8Bi^a KPmc4(CJ;o 
T^-r-feVXfcBf^bLTBg^bx-T- {h5>tf7-> 
a > I D//PVxV7 I D//K c//ACm//A 
Cp} Kmc4S4ffi« (Xxy7S3 5 0) . 
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f-OBBrBBtCRLd a t e*\ ^-T-bVXgSx/W 
X5 2 0tfCRL^iSE5 2 1 5 Afc«*LTl/»*>W:* 

*fiU^«Br*ftfc£*» 7f77S3 5 0^7t 
5o $7cx T'T-bV^'iSx/^'rT.S 2 0tf>73Jb' i SfTL^ 
<!:«3-nfc<!:*(i^x->yS3 6 2'\^T-r5 (Xr 
•y^S3 5 2) «, 

[0 2 3 7] F1 1 OCDTjtffcrU^JIfr;!: 

1 7*^eai7j*nrcBi^bx-'> {t>7>+f^->av i 

D//3Vr>7 I D//Kc//ACm//ACp) 
K m c 4 £-tr -y 7 a 7*-#g£g|5 5 2 1 8 lc J3l^T«£ 
Jttfc*-y7a7*-K s 2K<fc^TBg^b£*7L\ Bg 
#{bx-<5» { {K57+f7-7a7l D//3Vr^l 
D//Kc//ACm//ACp} Kmc4} Ks2? 
yUBS5lcaj73-r-5= -^LT, HVhP-55 2 20 

I D//3Vx>7 I D//Kc//ACm//AC 
p} Kmc4} K s 2?<>^7i-75 2 2 4 25<£lf 
4S?5 2 2 6«H,T/<-V:J-Jl>3 Vfcfa-* 5 O^JM 
{ff£ Uf7 7"S3 5 4) „ 

[0 2 3 8] /<-V-^-/H]>tra-^ 5 0<Z>=)7 hQ- 
55 1 Oli, BWfbx-* { {h7>+f-7->a> I D/ 
/3>7>7 I D//Kc//ACm//ACp} Km 
c4} Ks2£gU?y, USB-f 7*7i-X5 5 0, 
4S?5 8 0, fc<i:tfUSB>7— 7fr7 0Z1tLTn£®L 
3i1 0 I'S&mTZ Ut7 7"S 3 5 6) „ 

[0 2 3 9] B£483fc1 02W>t-Q-7l 1 0 6 
its 4*?1 1 1 4, USB-<V$7x-;*1 1 1 2. 
<tlf/UBS3^LTBi^bx— S« {{t-57^77 
a V I D//3>7 1 > , y I D//Kc//ACm//A 
Cp} Kmc 4} Ks2SSfflL *<D»lLfcB»fb 
r-* { {h57+f77a7l D//aVxV> I D/ 
/Kc//ACm//ACp} Kmc 4} Ks2£/U 
BS SfcJctf**';*- K-<7*7x-3.1 2 0 05^ 

lt*«'J*-ki 1 cvatflrrs. ?-lt, 

-K1 1 0(D3>hP-7l 4 2 0li, 4g?1 4 2 6, 
<V^7i-X1 4 2 4, fc««m*BS4£j>l,T0i 
^bx— ? { {h5>+f'7->a> I D//3VxV7l 
D//Kc//ACm//ACp} Kmc4} Ks2S 
SffTS af7 7"S3 5 8) . 

[0 2 4 0] tt'Jtl- K 1 1 0©»^«!3SB1 4 1 2 
(*, Bg^bx— S» { {f-57tf*-7a7 I D//377 1 
V7ID//Kc//ACm//ACpl Kmc 4} K 
s 2£/\"XBS4£j>LTglX»Jx -b'y->a 7*-$££ 
SB1 4 1 Slc.fcoTfgSJti/Vfey^a 7*-K s 2lc 

ID//Kc//ACm//ACp) Kmc4?§If 



5 U7'y7*S3 6 0) o 12 1ICfnr7 

7S3 7 4^7-rSo 

[0 24 1] -TJs 7f-y7"S3 5 0^*51^7, ^-tr 
V7«r/W X5 2 0<D7j6^^<b«r*tl££, 
7-ft>X l ll7 ; /('f75 2 0(0=17 hP-55 2 20 
te, ^XBS5£fl-LT.>< : EU52 1 5(OCRL^i|£5 
2 1 5 A6^g«rO)^±-? ; 77. i ;XhOf f — *C RL£ 
SMfTS Utv7'S3 6 2) „ 

[0242] Bg^bJ&ggU 5 2 0 6 Bg#{b5Q.3SI5 5 
2 17<Dlil7J<b. H>ha-75 2 2 06V\"7 l BS5^ 
^•L,TP <: E'J52 1 5fr615rt§L/cSllt7 : 7XUXh(D 
T-JiCRLtS, **lftU «^7f5242fe 
.fctfS 2 4 6£fl-LTgSXtl, t»i/aV*-«t»5 
2 1 8lcfc^T£$£ttfc-try-7a7*-K s 2lc<fc^ 

TBWfbr*. n»fl;*i®»5 2 0 e&v&tiiixrcvi 

mi?-* (CRL// (h7V^->3>ID//3 
WyiD//Kc//ACm//ACp} Kmc 
4} Ks2li« /UBS5> -0^71-75 2 2 4, 
5 2 2 6^LTA-yt)b3>tf2- ? 5 
OlcaB73?n« (7777'S3 6 4) „ 

[0 2 4 3] /\-ytJ^>ei-^ 5 0fl)3> (•□- 
55 10tt, titttftfcfemiT—Z {CRL// {h 
7>f7->3> I D//3VfV7 I D//Kc//A 
Cm//ACp} Kmc4} Ks2£g{IL, USBY 
7*7x-*5 5 0, ia&^SSO. fc^tfUSB^- 7 
;b7 0^LTBg#fb7 r -^ {CRL// {h77+f7 
-7a V I D//3>tV7 I D//K c//ACm// 
ACp} Kmc 4} K s 2^S^4S*1 0 2^(1^5 

Ur7^S3 6 6) „ ^£3£*1 0 20=17 
1 1 06li, ig?1 1 1 4, USB-T>^7i-71 1 
1 2, fcNfctf/UBSSfcrt-LTBg^bx'-* {CRL 
// { h 3 >W "7 a 7 I D//3>r>7 I D//K 
c//ACm//ACp} Kmc 4} Ks2£SSK'A 
K7.BS3fc<fctf./ : E'J27-F'r7*7x-7.1 2 00 
fc^LTBg^bx— > {CRL// {h77+f^7a7 

I D//U7t 1 77 I D//K c//ACm//AC 
p} Kmc 4} Ks2*p< : E'J*-Kl 1 O^SSfSf 
*. ^ LT. yt'JA-K1 1 0(0=17 hn-7l 4 2 
Oits *S-?1 4 2 6. -<7$7i-7.1 4 2 4, 
/UBS4£rt-LTBg^bx-* {CRL// {hv7 
■y-7-737 I D//=l7x77 I D//K c//ACm 
//ACp} Kmc 4} Ks2£g{§1-5 (7r*7"S 
368) . 

[0 2 4 4] y^'J2)-K1 1 OKfcl^T, «^5&gSI5 

1 4 1 2tt, •fey*7aV*-»£fln 4 1 8^65*6 
nfc-b v7a7+-K s 2^T/UBS4±(DSffl 
T— 5»*«*U CRLi {h7>^->3> I D// 
=17x77 I D//K c//ACm//AC p} Kmc 
4<b«SS-r^ (7x77"3 7 0) o =!7hQ-7l 4 

2 0«» WB&Iflll 4 1 2lcJ:oT§S*n/c7 r -^ 
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^CRLlCtoT^i'J 1 4 1 5©C R LjSiSEI 4 1 5 
A£§8S;L5 U?77S3 7 2) „ 
[0 2 4 5] Xx)'7S3 5 4, S356, S3 5 8, 
S3 60H &ffifJ©5<*VX l SJl7 r AV'7.5 2 0© 
glL?5XUXhCRLc»:y. SfifflO/^'J^-Kl 
1 0©ft±*5XyxhCRLtfjijfTU^S©5^*V 
Z«Kc*©**'J*-Kl 1 O'VOfciSftftT-fcy, 
Xf'^S3 6 2, S364, S366, S368, S 
3 7 0, S37 2H BflMflWtya-Kl 1 0©* 

±->5X'jxhCRL«t'j, aifflffljo^'r-bvx'BSx 

2 0©g±75XU7hCRLtfSTL^i§£© 
7^Hz>xaK c«(0> : EUA-Kl 1 CMDigglftft 
7$5o C©J:5l;:» *ty*-Kl 1 0fr5i26*lT 
*/cS#tB£C R L d a t elCtoT, 51- 5H2U 
T t £> ffi 'J m%\<Dm±<7 5 X 'J X h C R L £ * * 'J * - 
K1 1 OO^^^X'J^hCRLtUTCRL^USEl 
5 1 4AtotS^i-^c:<!:U: < J:-3T, 5-f-trV*0*S 

ttfc$sg^©5<*>7©-;ffidy£iEit 

[0 2 4 6] E2 1£#!HLT, 7f77'S360Sfc 
I^T'>7'S3 7 2©ft > ZIVhQ— 51 4 2 0©li7F 
ICfcoT, Bg#lb5-<-feV7. {h^y+f^^aV I D/ 
/3Vt>7 I D//K c//ACm//AC p} Km 
C4«> a^SllSSPI 4 0 4lCfc^Tx «S©I^8Km 
c4fc<fc-3T«#*fts 5-f-fe>7 (5'T-b>XS8K 

W»1WBACmJ5J:tfilS*yWm«ACp) jt*s«*n 
5 Uxy^S 3 7 4) „ 

[0 247] 0©P> ho- 

■55 1 0H /^'J/J- K1 1 O^ifiL/c^'T-tV^ 

^ttHrt-rs/ctocDxy h>;s^ usB>rv-S!7i- 

7.5 5 0, 4S?5 8 0s Ji<ttfUSBt-^7 0S^ 
LTPi£ffi*1 0 2'\&fi-r5, *?1-*<h. S£4£* 
1 0 2©3>hP— 51 1 0 6«> 1 1 4, US 

BfV*7i-X1 1 1 2. fcJ:tf/UBS3^^LT 
x> h 'J g^fcgfl? y , n'T. B S 3 *Jcfctf^ * U *- K 
•<>$7i-71 2 OO^LT^t'J*- K1 1 O'N 
&fIU y^'JA-Kl 1 0©U>hP-51 4 20 
tt, 4 2 6fc<fcDV>*7i-7.1 4 2 4£ftL 

Txvhy##ssuy. *©§s5co/cxv hj§#k 

*-3T»je*tlS* ; Ey 1 4 1 5<D5l'-feyXSSiSEl 4 
15BIC. 7f'V^S3 7 4(C*5^TIX»Lfi:-7-f'-bV 
X (5Y-tr>XSIK c. h5>+f?->a> I D. n>x 
VUM D, 7 7 ^-b^»Jffll1flBACm*5«J:lfS4fflffll1S« 
ACp) £tS!ft?-* Ut'J'7'S3 7 8) . 
[0 2 4 8] /\°-V^-/Hl>tfa— 5»5 0On>hP- 
55 1 01*, K 1 1 Oro^y 1 4 1 5K& 

irtjftfc^-r-tevxoxvhus^ ¥£©h5y+f 

1 1 0^iSLcfe3<!:-r5Bg^bIl>xV > yx-^ (D 



c} K c <httflnt§$BD c - i n f KtttZ^l -feVXt 
Ux7^S3 8 0) „ 

[0 2 4 9] yt'JA-KI 1 0(D3Vt-D- 51 4 2 
OH S4^*1 0 2ZftLT ; 7-<-tyX'gm77"<ll> 
£g(IU yt'J 1 4 1 5<Dx-^^1 4 1 5 ClCg 

muc : 7<<-b>x'gm77<f>\'Zmm% (XT>vzfs 

382) „ 

[0250] -5-LT. /\°-v^-;mvea— jf 5 own 

VHP-5 5 10H Xx-^SS 4 6©WBtU:&oT 
(7.T'y7 , S3 4 8) v ^»T'Sn(iHDD5 3 0(C§B 
ii3'ti7i:5'f-fe>7©-p'5. /^y»-K1 1 0^»S) 
Lfc^-f-t! VXlc«f 35Y-fc >X^S7 7- -f/U©5'f 

•tvxx>hy##€)giu ^-fevxiiieWT*-* 

U77^S386) . •?■©&, aVhQ-55 1 0 

h **y*-Ki i o^siL^^i-rsBi^biiv 

7V'y?-? {Del K ctttfiDlflfiDc- i n f <h£ 
HDD53 0fr6UtfiU (Dc) Kc//Dc-in 
f*«y*-Kl 1 O^Sf!?"* Ux-y7S3 9 
0) o y^y*-Ki i 0©nvhP-5i 420ii v 
BStt*1 02£t>LT {Dc} Kc//Dc- i n f 
£gfIL (7x-y7'S3 9 2) , /\"XBS4^LTS 
fU {Dc} Kc//Dc-inf^>?>'y77 
-OUtLT/^y 1 4 1 5©^— JifHSl 4 1 5CICIB 
ST5 (7xr-y7 , S3 9 4) . 
[025 1] ^-p-r^iis /x-y-fymvfcfiL— 5?so 

©□> ho-5 5 1 oh y*«j*-Ki 1 o^mt 

6) > n&jxbt. m&jzbcawsm&nit*** 1 ) 
7J-F1 1 o^mmtz {X7-"j7s*9&) . ^ty 

7J-F1 1 0©P>hn-51 4 2 0(1 H44S*1 0 

2ZftLTn£.vx\*7T<()\stmffl%7jitz&mL 

Ux-y7S4 0 0) v /UBS4^LT^ : E I J 1 4 

1 soT-tmt&i 4 1 5 ctcE^?nfciisyx h7 

7'Y/U£S«LfcS£yxh7 7-r/K«:§&?L (7x-y 
7S4 0 2) . »»IMlF3B«7r* (7t^S4 0 
4) . 

[0 2 5 2] C©J:-5tcLTx S^4S* 1 0 2 Kg*? 

nfcy^y/j-Ki 1 otffcmom&T&z zt. mm 
<?^xm.wmcm3 tt*>icBB^tLTmmT*ztc 
tammm k p m 3 ft^wars ^d<t ««b l/c±t% 
7 : 7xm^mcm3^m±<73xvxh, ?izt>*>. 'a 

H«<HIK Pm3lCcfc5B§^k^5lSen/c^5XiiEW# 

yx hfciBKdrtiTVfciv^y*- K'vo^ftg^ic 

StfLT©*P>x>yx— SrittfBrftCttfT 1 ** T 

[0253] $/cs y-t-zyxmmT/uxts&zf** 
>jt>- K"p**i«i4ia*ti*Bi^a€^yBiy l, 
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[0254] $fc. ff^*6&6#&j:3ti:£iMra& 
tyzittoztuft&tiz, covftasitii* mm 

«RTU 7^-bXSiJffll1f«ACmCD^iJ-^S77^ 
«»IMMiRr(C|g£ LfcBfclC©*^* n*fr*?35 
»J» WHlBfe#o*WJ*H*Lfcffa-p(4ftt\ 7? 
*>UWWIIWtt7*HrVX©-»?fcy, *<D$ffitt(3: 

[0 2 5 5] *fc» C(0»BllMt*ffl^*CiKJ:-3 
T, iBfi^-/\"1 Ot©ii««ffi*W*St^4S*1 

B^kavxvyx-^fc.fctfT-f-fevxfc^ya- 

KfcWiTSE <ktf T*?, a— y©fiJHttttlPl±r5. 
[0 2 5 6] £33. ±feic33^T(3u /N-VtWVe 

iQ'Wzt'diyxomm^ eh 8~u2iics"T7 

□-^V-h^oTff£t)tl5. 0HC331" 
T» fc$S§S8&1 0 0fcJ:oTeffl*SW\ /t'J*- 
K1 1 Ole|SlrtL/cBg^b=]>7 L >-yx-^<!:v'r-t!> 

£*. 

[0 2 5 7] Sfc, /t-V*Jl/3>fc::i-*5 0#Efll 
OfrSSMILfc^'f Kl 1 

Effltf-Ml OfrS/\- KWlCgflLfc^f 

735 *J» 7-f-t:V7. , gii : Ev>'a-JU5 1 1 tfEfl-y-M 

— 7U5 1 11*, 5<-b>7.Wax/UX5 2 0J:yt.ffi 
1Hz* n y x -r U^/Ulc J: o T v 7 f* WKEfl+r-/ \* 1 
0 toMWBEr- * 33 «fe BE^SiH©^ y IX »J *'<t£ 

ZO)Z\ *0!)»l»ftic3S^TB^IaBS«6n*qriHt 

& 7'r-b>x§aT r /^^5 2 0(c«i:?TV9fk3> 

U AO, 'ffS^n/cBf^baVrVVx— S»33<J:tf7 
2 y x < V / U c <fc o T B§^{ b □ > x V y x— S» 33 J: Xf 



7'T-b>X5-§«L7 l gS-r5^ : Ey7J-K1 1 c\ 
TZt. Kl 1 OlcasttS-fe+ayr-f 

sres/'ii-ji/S 1 i ictoTSfiLfcBg^fbuvxyy 
**y*-Ki 1 o^asflT*£< Lfcto-p**. 

[0 2 5 8] LfrLfttfS* T-f-feVZlSt^a.-H' 
5 1 1 lC«feoTSMI*nfc-b*ayx-f U^/l/Ofil^B 

^ba>7 i > , y7 r -^33cfc0 : 7'r-ti>x^, -w, 
y*-Ki i o^-rcttf?**^*-*^ 

r*f-«iBi^f ^CiBKfi u a— y*«*j«tt 

-JU5 1 1 1t^oTSfiL/cBg^b^VxWx— £33 
leUfc. 

[0 2 5 9] [fi'y77'>H ■1SJ:CflB2lC9r 
x-^Efl->XxAlc33^T. Wltf- /f 1 0fr6M- 

1 i / \Efi**ife«^b3VT'V , yT r -' 93s*xf?<<-b 

0 2lcgS*nfcp< : Ey*-Kl 1 0 

icsflrrsnmcoivrinji-e. £3b\ zomtz 

[0 2 6 0] H2 2~g|2 5li. H 1 33<fctfi]2 It^f 

x— ?i3fi->7.7 1 A(c33^T. ^-(-tyx^m^x- 

>l>5 1 1 #EfI+r-A"1 0#SB«Lfcl»ffc3VxV 
*1 0 2lc^S5-3afcp< : Ey*-Ki 1 ONHftav 

t 1 >yT-*as*if5-f -fe>x*mbr^i * *7? k 

IM^*KRir«rctt0«1 ~S4©7P-ft- h735 
5, BBBBtti o o$fc«g£SS3fci 0 2ti, fir 

355fc». 7P-x+-KA^^S8LT355 0 Itt^rS 

icafcy. E2cDS4ss*i 0 2icga5-n/c^ : ey* 
— k 1 1 o ^ftWitzmniz-o^zmBazfiii ? t>\ m 
nDjninsii o oicggi-nfc^'jzj-Ki 1 o 
^&W)tzm-£ifovTi>®mT'&v, 02 
zm&mtm 1 0 0 Kmnztutm.\ 

[026 1] £3b\ 02Olc33l7^SaSJ-XBulC 
t/l/3>e2-^5 0©2-+fliv 3yT>7U7h7 

u □>7 i v , y77-i';u33<fcij : 7'r-b>xga77-f/b 

[0 2 6 2] H2 2^#SSLT, /{-VxVUHVfcfa- 
^50 K5 6 OfrSf i'^^? 1 ? hy-^17. 
hA^ATJ^tl^t (Xx^yS5 0 0) . 3>ha-7 
5 10tt, HDDS 3 0tCi3®*n/c5'T-b>7. l iS7 
7-r;U6^Bg^{k7f -b>7.x— ?*^fr5. oWti 
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-fe>7<iS77"r/i/iis ^-fevxts^'n. 

-tvxfcgflU 34S<oug^b*«SU/cBg^bU^;H 
tt5g7-<-b>X^tS*rtL/ct,WT*?) (HI 7 0)Xfy 
7S2 6 6#S8D o ^'C-fe>X l »3I ; E-7:i-;U5 1 1 
lis ^xy^ShLfcl^g^b^-fHzVXx-^CDBi 

mt u^/n a;?sv -r -t vx* ^-r -t yxmmy t 

fr&MIU ^LT^-feyx (h5V*f7->aVI 
Ds 3>f >7 I D, 5'f-fe>X®KCs 77-bX&iJffll 
tff$BACm. B^ftJiSHfHSACp) s tSZU+iL "J *7 
■JHWMHWIT* Ut^S5 0 2) . 
[0 2 6 3] 5Y-tr>XW3 : Ev > 'a--^5 1 1 lis 7? 
-feXfW®«$6ACm£«tf£-r3 Ury7S5 0 4) . 

oa.y» "y^-tyx^m^J^-fisy ut. n»Ltc 

77*X#J®tt$ACmlc8-3^Ts B&ISI 0 2lc 
«»*nfc*^UA-Kl 1 C\*x-y777hL.J:5 
i-TS^'T ■fe>Xtf77-feXf&Jffll1t ISA C mlCfcoTBg 

^b:r^>yr-*<DS£lHlS©££tf£i\b\ fi£ 

9xy<77^ h Lfc^'T-trVXlCtoTB^ir 
T**?\ ^Bg^fbaVxVyx-^^YHzVX.!:* 
J*£tt$1 0 2lCg»?tlfcp< : EU*-Kl lO^fi 

[0 2 6 4] Xx'y7S5 0 4lCfc^Ts fS£fcMI!Btf 
Xt77S5 8 8a^tU *xy777h 
■MlfttHT-r*. Xxy7S5 0 4lC33l/>?s S£K*f 

LTs T-r-bVXmSt^i-iUS 1 lit IMiLfc* 
x-y77-7 h1i$BlJ:^3:n£^x-y777 hRT^Sstf 
roj J:»Jt±?l^Sfr€«Sig-r5 (Xx-y7S5 0 
6) . Xr'y^S5 0 6lcfc^T. *x y77-5 hRTftg 
ifctf roj WT?»n»s TTKfiif^hM* 
?f -fe>Xtf&l,VBT\ ^'^5 5 8 8^1, f- 
iy^7fHftfW*l*7f*. 7xJ/7S506lcfc^ 
T. ^i->"?7'i7hRlse^ roj 
7-f-trVXgS! : Ev , :i-;l/5 1 1 lis USB-TV^x 
-75 5 0s 48*5 8 0* feitfUSBy- 7VU7 0£ 
^•UT12il7— S»<DjMfig^iSffr* (X^y7S5 
0 8) „ fS£4£*1 02W>hD-7l 1 0 6(is IS 
•?1 1 1 4, USB'fV*7x-X1 1 1 2, fc£tM 
XBS3£ttLTBIIx-70)&ffig*:&gflU 
§(iLfcBIIr-*c7)&tig*:S7.XB S 333<fetf^ : E 
'J*J-K<V*7x-X1 2 0 0^^LTy ; E l >'*-K 

1 1 c\2frf5o ^lTn ki i owv 

ha— 51 4 2 Olis 4g?1 4 2 6, -<>77x-X1 
4 2 4fcJ:tfy^B S 4^^LTI81l7 r — SfOiSflg* 
£§fl?5 (Xxy7S5 1 0) . 
[0 2 6 5] aVhP-71 4 2 Otis BtiEx-$0& 

amm&mtzts tssE^— o«*#spi 400^612 



If-^ {KPm3//Cm3} KPa?/^BS4? 
ftLTSSiiJU f-OBiaiLfcBttx-* {KPm3// 
Cm3} KPa^(XBS4, -< 7*7 x-X 1 4 2 4 
£J:tfHi?1 4 2 6*ftLTB4tt*1 0 2^73?- 
*LTs 0 2cT)i]VhQ-7l 1 0 6 

lis **'J*J-K'f>'S'7i-X1 2 0 0fcJ:tfn"XB 
S3£fl-LTI2liEx-$ (KPm3//Cm3} KPa 
*SISy> /<XBS3s USB'f>*7x-X1 1 1 
2s *?1 1 1 4fecfctfUSB'7--7/U7 0^LT/\° 
-y^l/3Vtfi— $t 5 O^BIr- ? {KPm3// 
Cm 3} KPa^itUTT* U77 7S5 12). 
[0 2 6 6] *=>t%£. /(-Vtll/aVti-: £50 
t7)7-f-b>7gS : E-7a-/U5 1 1 lis 4875 8 0fc<fc 
tfUSB^V^x-XSSOfcfl-LTISIiEx-* (K 
Pm3//Cm3} KPa£g«L (7x->7S5 1 
4) s ^OSfiLfcfgiiEx-^ (KPm3//Cm3l 
KPafcBIIgKPalcJ^-nWrS Ur7 7"S5 
1 6) . 5f -feVXeS : Ev , ':i-/U5 1 His mum 
*SHIfr6s ©JltfiEmcfffcfrtt/cfrSfrs -r^fe-^s 
^t'JZj-Kl 1 O&iEifKDt^Vtl- K#S©*7X 
&IMHHI KPm3^7 C m 3 «b £ 5 

r*fc»©l»*lfc LftBEf- > fcgffi LfcfrSfr * 
«Bfr*BSESaa*ffft5 Ut7^S5 1 8) „ iEH 
4BBT-*?**£«K*nfc«£» 5-fHrVXWI 
=E5?a-iU5 1 1lis ^5^4illflHHlKPm3fiJ:tf 
97XfESHftCm3«*BU SITS. ■€" LTs 
iBM (Xx-y7S5 2 0) 'MMrr*. iES&BHr- 

m3 fecfc^^XIIWSCm 3 fcg&L&^T-S&JIfc** 

UrvT'S 5 8 8). 
[0 2 6 7] CCT% ■7-<-fe>7 l iS : Ev>'a-;b5 1 1 
li U^l/ 1 tHfc<D'£ffimtm K P b L^«}$ LSt^fc 
#>s -b*i'Jf--f U^U^U^/H / \<0f-x7 77'? h 

[0 2 6 8] BIKD^s iEJlW^t'J/J- KT'feSil 
tA^aEJtl^ts 7-1'-b>xma : E-7a-;U5 1 1 

lis &fcs ^*y*-Ki 1 o<D<7?ztmmcm3tf 

m±<? 7 X 'J 7 h C R L (C U 7 I- 7 v 7*tlTt^)b N <!:' 
5* x: &HDD5 3 OtCBS^Ls cn6<D77 7lI^S* lt 
S±777'J7hc7)»^(C^oTl,^^lCtis ZZT 
TTV?7t>b®tt*mt% (77-y7S588) 0 
-73s ^^UTj-KI 1 0cT)757liB^SA^±777 
'J 7 hc7j^g!yi.T^51f^lCli^«lSlC^?7r5 (7 
7 L -v7S5 2 0) „ 

[0 2 6 9] l22 3£#f8sLTs BtltDSSs DES&fg 

iT-**»o/fy*- K^fii^^s«j5^ecT)7 
scitfsttsjna.hs 5'T-t*>7ga : ev'a-^5 1 

His ^x^777h^^-r^fc»OgS=l-KT'$ 
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5xiy?7-7hfflh5V+f*->a>l Dfc&S?-* 
Ur7^S5 2 2) . *xy'}'7'7hfflh5>+f7v' 
a> I Dli, j&fs **'J*-K1 1 OfcttHSftZV 

o, P-^ffl©t>7>+f?->a>l DtLT£.l$T 
^LT, 5-f-feV7 l Pi : Ev':i-/U5 1 Hi, xi 
KDfc«)t0-t'y->3 >*-K s 2 2££/£L- 
Ury7S5 2 4) , **'J*7-K1 1 0fr6aHt& 
nfc-?5X^Bg^KPm3lcJ:^T, £j«L-fc-fe'y 

6) „ *LT, ^I'-teVX'gg^a-^S 1 Hi, Bg 
*Hbx-£ {Ks2 2} Km3^i->^7^hfflh5 

?->a y I D/V {K s 2 2} Km3SUSB-fV^7 
1-7.550, Jffi?580, fccfctfUSBT— 7;U7 0 
^LTS44ffi5l51 0 2^(1^^ (7x-y7 p S5 2 
8) . ZotZt. H£tg5lc1 02<DHVhQ-51 1 
06li, ffi?1 1 1 4, USB-rv^7i-X1 1 1 
2, SiWUBS 35^LT^i-y?7'i7 hffl b5> 
W->a>ID// (Ks2 2} Km3£g{IU 
SffiLfcxiy?7*hfflh5>V?->a> I D// 
{Ks2 2} Km3^^t l JA-K'l'>^7i-71 2 
0 0*^LT/*y*-Kl 1 O^iStf-r^o % LT, 
^'Jfc-KI 1 0<OH>hP— 51 4 2 0(i, 48? 1 

4 2 6, -0*71-71 4 2 4i>J;lM7BS4£^> 
LTxI•;/77'7hfl^■^5>+^7->^> I D// {K s 
2 2} Km3^Sffr« Uf7yS5 3 0) . ^#50, 
gg01 422li, PVhD-51 420fr5/UBS4 
£ftLT {Ks2 2} Km3^§lXy, Km<£8g|51 4 
2 1fr5©^7XM^BKm3(:J;oT {K s 2 
2} Km3«tg^LT*7->a>*-K s 2 2$gar 

5 (7x'>7°S5 3 2) o *LT, -fe •> -> a V*-ft£ 
gP14 18(i, -b->->a>*-K s 2££fi£L (7.x'> 
7 f 'S5 3 4) , H>hP— 51 4 2 0ti, /\"7BS4£ 
ftl/O^lM 4 1 5£>CRL^n 4 1 5 Afr58± 
^77'JXK5MBRCRLdate^lSIU 
5W#UcM$rBB$CRLda t eWX<7f 144 
e'N^S af7 7"S 536). 

[0 2 7 0] *5?3£, BS^bffiSSM 4 0 6ti, <S0 
&7-f-yx1 4 4 6<D4S^)H^^5c:<!:lc t feQT 
Off L/c-t y •> a V*- K s 2 , ffl&ISJIlBg#S K P m 
c4fc<fctfM*TBPSCRLda t e£, ^#50-381514 

0 4lc<fc^Ta^*tlfc-b'y->a V*-K s 2 2K<fco 
TBg#<bU Bg^bx-* {Ks2//KPmc4// 
CRLdate} K s 2 2 ££lfr 3 0 =IVhO— 51 
4 2 OH, tmtr— 5> {Ks2//KPmc4//C 
RLdate} Ks22^/UBS4, <>?7i-X 

1 424*5*^?! 426*^LTW41S*1 02^ 
Hi73U g£H*1 0 2OU>ha— 5 1 1 0 6ti, * 
*'JA-K<fV*7x-7.1 2 0 0£fH,TBg^bx- 



$ {Ks2//KPmc4//CRLdate} Ks2 
2£gSX5„ -5-LT, □ — 51 1 0 6li, USB 
-f>^7i-X1 1 1 2, «?1 1 1 4, fc^tfUSB 
*r-7l[t7 Ofcfl-LT/t-Vxrta Vti- 7- 5 O'NiS 
firs (7x-v7S5 3 8) . 
[027 1] n'-yx;U3V£a-* 5 0O5'T-bV7 
IHt-Ta-zi/S 1 Hi, asfrrSSOfc^tfusB-fv 

^7i-7 5 5 0^LTBg^'fbT r — ? (Ks2//K 
Pmc4//CRLda t e) Ks2 2£g{IL Ut 
•V7 P S5 4 0) , *-<D§fIl.fcBg^{bx— * {Ks2/ 
/KPmc4//CRLdate} Ks22^r>a 
>*-Ks 2 2KJ:o-ng#L, -b'>->a>*-Ks 
2 , flSy&HltfHI K P m c 4 33 <fc tfBJffB W CRLd 
ateSgltS (7x<)/7 p S5 4 2) , *LT, 5^ 
■b>7 ( UI : E>>':L-/U5 1 1 ti, fS£l£*1 0 2 (CSS 

(= 2 5 5) , $8) • ««75^»»tt»^Rl (= 
3) KLfc77*7$W1flSACm££j5£-r3 (7x-y 
7S544) „ 

[0 2 7 2] H2 4£#83LT, 5'T-t:>7^a : Ev ? a 
-M/5 1 Hi, 77 1 -y7 p S5 4 2lCfc-^T§fiL/c5'r 
HzV7 l ia : Ev > 'a-;l/5 1 1 (cHWO^HBg^SlK Pm 
c 4fc«J:oT5-<-feV7£Bg#<bLTBa#<bx-$ (x 
i y77"7 hfflh5>+f-7->a> I D//a>TV7 I 
D//Kc//fi777'?t-lACni//ACp} K 
mc4^fig-T5 (7x-y7 p S5 4 6) . *LT, 
<J*J-K1 1 0*^^«*nfc^lh'757'J7h<DS«T 
BB$C RLdatetf, 5-f-t>7lS : E-7'a.-7U5 1 

1 tfmmtZHDDs 3 oic«^?ns^±^57';7 

«t Lt^tf WBr* tl, * t 'J * - K 1 1 0 <DH tfSr 
tWBf*tlfct*» Xf77"S 5 5 0^7^5. $ 
fc, ifilc, 5<-b>7 , gS : Ev'a-;U5 1 1 ©^StL 
l^i:^(i7x-y7 p S5 5 6,^fir* Ut7 7"S5 4 
8) . 

[0 2 7 3] y^'ja-KI 1 OOWMflKU^WR* 
tlfc<!:*, 5-f-b>7gS ; E-7a-;b5 1 Hi, Bg^fb 
{5 L i-y77"7hfflh5Vt» f 7->aV I D//n 
>f >7 I D//Kc//fi'^7 l 5hfflACm// 
ACp} Kmc 4S-by>3>*-K s 2lCd:oTBg# 
<b£ffi-\ BHMbx-* { (fi7f 7-7hfflh5>+f 
7->aV I D/ZaVxV'y I D//Kc//fi7« 
7"7hfl!ACm//ACp} Kmc4} Ks2SUSB 
-<V'S'7i-75 5 0, 4S?5 80, *5<J:tfUSB7— 
^Vl/7 0«^LTS44S*1 0 2^3!^^ (XfyT" 
S550) . 

[0274] B^IS^I 02(D=l>hn-51 1 06 
ti, 4«tF1 1 1 4, USB-f>*7i-71 1 1 2, tS 
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<*tW*BS3:&fl-L7WtT-* ( frxvW} 
hffl h5>+f7->a y I D//3>rVy I D//K c 
//fi'^7 l >hfflACm//ACp} Kmc4} K 
s2*gfiU t<oafflLft*Mtr-* { (fi-^ 
77hfflh5Vtf7->a>l D//3VfV7 I D// 
Kc//fi7^7*hfflACm//ACp} Kmc 
4} Ks2£/\*XBS3fc < fcU : * ; EM?j-K'l'>77i 

-xi 2oo^LTy : EU*-Ki i oNgfirs. 

^L-T, P^'J*- K1 1 0<D3>ha-7 l 420 
tt, 48? 1 4 2 6. «?1 4 2 4. fc^tf/UB S 4£ 
fl-LTBt^fcx— > { {*x-J'777hfflH7y+f7-> 
3> I DX/aVxV^ I D//K c/Zfi";^? 1 ? 
hfflACm//ACp} Kmc 4} Ks2£g{rr£ 
Ur'^S 5 5 2). 

[0 2 7 5] ^t'Jft-FI 1 0<D«^SaSgP1 41 2 
(4. Bg^bx-7 { ffi'y^7'>Hh7^->3 
> I D//a>xV7 I D//Kc//fi7^77h 
fflACm//ACpl Kmc4} K s S 4* 

ffLT§SS»A -fe-y->a>*-ft£SI51 4 1 8lc<fcoT 
H4xrnfcHz7->a>*-Ks 21cJ:-pT«#L. {* 
i-;>777hfflh5>¥7->a V I D//3Vf>'y I 
D//Kc//fi7f7'?hfflACm//ACp} K 
mc4^Sai"^ (X7 1 -y7"S5 5 4) . %<D'&. 02 
SlO^rxf-yT'S 5 6 6^W€t^>o 

[0 2 7 6] X7 1 y7 p S5 4 8(Ctel>T> 5f-fe 

VXWK5>a-;U5 1 1 CSjh77X'JX W)l5ffSfi 
Ll^JBrS-nSt. 5-<-fe>X'i1I ; Ev > :L-M>5 1 1 
HDD 5 3 OfrS5'C-feVX«3I ; E-;>a-/U0S3 

56) o 

[0 2 7 7] *LT\ ■5'f-b>XgS : Bv>'a-;l/5 1 1 
«s 77 hffi h5>+f'7->a V I D//3V 

x>7 I D/ZKc/Zfi'?^ 1 ) hfflACm//A 
Cpl Kmc4i, HDD5 3 0fr6SM#l,fcit±7-7 
7s 'J 7. Y<Dt—^ C R L <h^-b y -> a K s 2lC<fc 
oTBf^fkU ttWiVr-* (CRL// (frv 
777 hfflh7>+f7->a> I D//=IVx>7 I D/ 
/Kc//fi7^7'?hfflACm//ACp) Kmc 
4} K s 2£USB-f>*7i-X5 5 0, 4S?580 
S B 7— 7/1/7 0%ftLTn£i&* 1 0 2^21 
UTS (Xx-y7S5 5 8) . g£4S5tn 0 2<*)=IVh 
□ -51 1 0 6«U 1 1 4, USB-fV$7i- 

X1 112, *>J:tfM*XBS 3S-^LTBg^bx— S» 

{CRL// {^i->777 hfflh5>+f7->a> I D 
//3>7>7 I D//Kc//f-iv777hfflAC 
m//ACp} Kmc 4} Ks2£g{IU *£>S«L. 
tcmmtr-* {CRL// {fi7 77'Jhfflh7> 
+f7->a>l D//U>x>7l D//Kc//fiv 
777hfflACm//ACp} Kmc 4} K s 2£/*X 
BSSfc^tf^'JA-Kf >*7i-X1 2 0 0£fr 



LT-X^'Jft-KI 1 0^*73^0 
•JA-K1 1 OCDZlVha-^l 4 2 0W, »»?1 4 2 
6. -<V77x-X1 4 24. fc<fcl//*XB S 4£ftL 
TBg^bx-* {CRL// {^x-y777hfflh7> 
-?7->a>l D//3VxV7 I D//Kc//fi7 
777 hfl!ACm//ACp} Kmc4} Ks2£gfl 
f£ Uf7 7"S5 6 0) , 
[0 2 7 8] *€'ja-Kl 1 Oltfc^T. «^5ttSgi5 
141 2li, -b-y->a>*-^gP1 4 1 8frS5*.6 
tl/c-b * v- a V*- K s 2 fcffll^T/ B S 4±<Dgfi 
x-SfciML, CRLt {^i<y777hfflh7>+f 
7v>a V I D//3Vf>7 I D//Kc//fi7^ 
77l-ffiACm//ACp} Kmc4i^gm (X 
T77'560) . ZJ>hD-7l 4 2 0«, a^SttSSP 
1 4 1 2lC e fc'PTSSd'nfcT-'S»CRL*/UBS4 
fcftLTglRtK ^CDg^o/c^-SCRLKJ^T/ 
t'J 1 4 1 5©CRLiSl 4 1 5 A£§&;li> Ut 
•V7S5 6 4) . 

[0279] Xx>7S5 50, S5 5 2. S554 

its mism<D : 7<(-t>xmm : E~s i-frs 1 ios±7 

5X'JXhCRLJ:y. SffiflO^'Jft-KI 1 0© 
Hlt7 *7 X 'J X h C R L tf$f f -fe >Xg| K 
cHO^'Jrt-KI 1 C\©^i y777 HMTP* 

X?77"S556, S5 5 8. S560, S56 
2, S5 64&, gfiffiiJCDP^Ua- K1 1 0£>SS±7 

5xuxhCRL,i:y. mmmo^^-tyxmm^-Jj. 

— iU5 1 1<7>£l±75X l JXhCRLtf»iLlMf£<D5 
<-b>X8Kc*C0y ; t l J*-K1 1 0A©fi7^7 
7 hS)fFT$i.o C<D<fc-3U:. *^iJj!j-K1 1 0fr6 
&6*lT*/-dH±75X'JX hOESrBBC R L d a t 
eKJ^Tx MRU ?**Hy«*M>*±75 
X'JXhCRL£HDD5 3 0fr6SS»U P^'J*- 
K1 1 0©«±75X'JXhCRLi:LTCRL^1 

5 1 4Aic^?-ti-^c:i»cJ;oT. SSfS^cD5'r-fe> 

X0jjsai«-K±T'^5. 

[0 2 8 0] 02 5£#BBLT. 7?77'S5 5 4Sfc 
l4Xx-y7S5 6 4<0^> 3VhQ-7l 4 2 005*1^ 
KJ^Tx Bf-fHt-7'f-feVX {^i-v777 hfflh7> 
+f7->a> I D//3Vx>7 I D//Kc//fi7 
777hfflACm//ACp} Kmc4ttx S^SaSSP 

1 404lCfc^T, ®®'<mmKmc AiC&oT'&^Z 
tU 5f-feVX (^-tVXSKc, fi7775hffl 

h5V7*7->a> I D. aVfV'y I D, 7 c i'>777 

hfflACmfccfctfS^iJfflllf^ACp) ft'igSJn^ 

(XX77S5 5 6) o 

[02 8 1] /\'-V7^/l/3>tfa— S?5 0O3>hP- 
55 1 0U\ ^t'J^-KI 1 0'\^iJ)Lfc5-<-bVX 
*&MT2>rcV>0)2i>bVm^Z. USB077I- 
X5 5 0, I8?5 8 0, 3S&XfUSB*-7l\,7 0*ft 
LT?l£iig*1 0 2^mmLtZ (Xx-y7S5 6 
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7) . Z?TZt, ff£4£*1 0 2CD=lVhP— 51 1 
06(is 4S?1 1 1 4, USBOT^x-XI 1 1 
2. ^tMXBSSfcrtLTlVHJS^glSy, 

4 1 5©5-f-bV7.^1 4 1 5BK, Xxy7S5 6 

D, *xy*7*HlACmfeJ:tfS£IWMIHBAC 
p) £te$T£ Uf'y7"SS6 8) „ 

[0 2 8 2] k-vx/io vex-* 5 oopv hP- 

75 1 0(iv ^t'Jfc-Kl 1 OcDy* 1 ; 1 4 1 SlCte 

T^bfflh^v+f^-Vgv i ots^ifziy^yy i d£ 

7777-: ? {Dc} Kc<kttfin1f$8Dc- i n f K*f 

1 ONai«r« U777"S5 6 9)„ 
[0 2 8 3] *^UA-K1 1 OOPVhd— 51 4 2 
0tt> ££4£*1 0 2*^LT5-r*VXWl77"f/l/ 

U 1 4 1 5<rjx-^^iSE1 4 1 5 Uf» 
7S5 7 0) . 

[0 2 8 4] M-vx/UPVtrx-^s oro5-<-trvx 
WK5>a-/l/5 1 1«» xxy97"»h5rHR«1tt 
SL- (Xx->7S5 7 1K h5Vtf7Va V I D, P 
>7>7 I D, 5f-feVXgiK c, T^-feXftJWflgA 
Cm, i5£&iJOTi$6ACp, fci^HTLfc^i-y^Z 
7HS*B (xx^T^hprfi&Sfci:, fi^Whffl 
K5V*f7->aV I Dt. xxy777h7c<D* : E'J2) 
-K1 1 0©fig'J^Bg^g|KPmc4^jiJPL/c i t, 
<0) K34g©Bg#£»LfcliT/c&TOkU^/M£5S5 

-f-fevxs^u *<7i£.f&Ltz%mb : miyxT- 
^iCcfe^TH DD 5 3 oici3g*nfc^'r-tr>x < ia7 
7-f/U<D7<*VXx-2£B8TfE&-r£ Uf-^S 

5 7 2) . 7i-y777h^{@SU^M8KPmc4 
li, **Vt>- F©»*V/<*v p x-/l/|*3lCteto*tU 
fro, !2IilcJ:^Bg^ffl^/i:-t:*x'Jx-f©^^jiti 

[0 2 8 5] 5'f-feVX l Sg ; E-7x-;U5 1 Hi, 
'J7J-F1 1 C\fi^7f hLJ:3<!:-rSTOkP 
777^7-* {Dc} K c<!:tti)Dli$gDc- i n f t 
£HDD5 3 0fr6SMf U (Dc) Kc//0c-i 
n f K1 1 O'ViSfTT* (Xx-y7S5 7 

4) „ ^t'Jft-Kl 1 0<DPVhP-51 4 2 0«\ 
ff£g$1 0 2£t>LT {Dc} K c//Dc- i n f 
£gftL (Xx-y7S5 7 6) » M*XBS4£fl-L-Tg 
{IL/c {Dc} Kc/VDc- i n f£PVxV777 
JlltLT**') 1 4 1 507-9K1 4 1 5CICIB 



ifTS (Xx->7S 5 7 8). 

[0 2 8 6] ZotZt, K-Vx/l/PVt?x-*5 0 
©5l'-trVXWJI : E-7x-;U5 1 1 13\ ^t'Jfl-Kl 

I 0^xx'y777hLfd$sft£ill3L-fciS£'.;Xh£ 
ffrSL (Xx*7S 5 8 0) » n£.V7.\~t. H£'JX 
Krj««|J|^<h^p<^ij7j-Kl 1 O's.mmTZ (Xx 
•y7S5 8 2) o ^t'Jfc-Fl 1 0©3VhP-51 
4 2 0te, H44S*1 0 2^LTBS'JXhtS}ftJi 
JF-tfcgflL (Xx->7S5 8 4) % M*XBS4£fl-L 
TjC^U 1 4 1 5<Dx-*^iSiE1 4 1 SCldB^tlT 

Zh7 7 -f /l/^Sfl LfcS^'J X h 7 7"OU 
(Xx->7S5 8 6) , fiy?7')HW 
(777^5 5 8 8) . 
[0 2 8 7] <1<7)J;51CLT» S£S$* 1 0 2 
nfc^tU*-Kl 1 0friE^<D«STfe5ili:, |QB$ 
75XlIE«Cm3<h£tlcTOkLT&{IT*f i : 
SHIPM K P m 3 tfSiaiTfcS C <k fcffilg L/c±T\ 
7 5XIIElB»Cm3fri$l]:75X'JXK -TSto-Sx ii 
HWHI K P m 3 ic «fc 3 flHMUWK S n/c 7 5 XIIES 
■JX hJEEKStiTt^L^^y*- K'NOfi**? 
7 hg*fcttLT<D*P VxV7x-*£xi'y777 
hT«C&#?S« ^iE^^ : B , J7j-K'N(D7X'y77 

*st±r*c 

[0 2 8 8] Sfc, 5<*VX'fJI : E-7x-/Ufc<i:U* 

EfcfrfcsciktfTSN «»<kPVxV7x-*a3j:tf 

5-f Hz 77©f x v *7T 7 HftfWc«il**-t*a U x< 
[0 2 8 9] S/c, C©7i < y77 T 7haf^*ffll"5C 

fcfc*oT. Efi^-/\"i o &0)aflmiB«*«!r«ti* 

£«3tEl 0 2O1-" /\°-Vr;UP>ex-^5 0 
# V 7 h » I c S <1 L TO k P V t > 7 9- * to cfc =? 

-f-byx^^^'J^-Kicgfi-r^iiiifrr^, a-+f 

[0 2 9 0] [fi'^-TV] ^(C, 01fcJ:O : ia2lC 
^■Tx-^gEti^XxAtcfct^Tv /<-Vt)^>t:i 
5 0<D7'T-b>XWa : ev f a-/U5 1 1 frS^^U 
7J-K1 1 0^7X777r>h*nfcBg^(kP>TV7 
x-^fc<fctf5'<Hz>X^5-<-b>X l iS ; Ev ; x-)U5 

I I ^mtmmz^TtsiwTZo *fc\ 

[029 1] E26~28(i, E22~25^#^LT 
IKWL/cxx-y777hi)mc<};^T/ : E l >l7J-K1 1 

o 'NMiisi-nfcTOkp >r y 7 x- ^ *s a xs=? 4 -t > 

XfciSai LTH 3 r x v 7 -< VlMt*BWr*fci6«)» 
1~^3<7J7P-x+-hTS^o ^mii^ioos 
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5«islts*. BwrrsKSfcy* H2owi4«*i 

0 2KgS£tl/i:j>< ; E'J>j-Kl 1 0fr$®W)TZ1M£ 

izo^Tmmmt\ ®-\<om&nft®i oo icg* 
*ftfc*«U*-Kl i o^e^ifir^^ico^Tt 

[0 2 9 2] 435» H2 6(c£l*3jGSttlto:> /<-V 
t/WVta- 5*5 0CD1- Wis □>x> , y i ;^h7 

[0 2 9 3] E2 6^#B8LTs /^-Vtil/aVti- 
£ 5 0©*-#- K5 6 Oft^x Wax h 

tfA73*n?><h U?77S6 0 0) , 
^a-yUS Hit H D D 5 3 OlCfE&Jftfc^'r-b 
VX^lX^l/frbBg^bU^/Uiffi^YHzVXx 
-**W»U a^LT^-f-bVX (h5>-*f^->3> 

MIMA Cm, ¥f£feWPlt«ACp) > feilffi'^ 

K©flBliMMW«KPmcx) Rf»r 
S6 0 2) „ ^LTx 5'f-feVX , Sg ; Ev f a-;U5 1 1 
& BEx-*©atfll»«*USB'r>*7i-^5 5 
0. e?5 8 0> SjJtfUSB^- 7"jU7 Ofcfl-LTS 
44S*1 0 2'vaMir» «t*^S6 0 4) o *3f 
its W4«3lM 0 2(D3>hP-51 1 0 6li, 
1114, USB-T>^7i-X1 1 1 23$&W\ZB 
S3*rtLTBBx-*©jS«B**g«U /UBS 
333<fctf* ; Ey2j-K'r>*7x-X1 2 0 0£t>LT 
SffiT-^oaMIBRfc^yA-KI 1 CNjgflf 
£ 0 fLT> yt'JA-Kl 1 0O3>hP-7l42 
Ote, «S?1 4 2 6, ^^71-71 4 2 4fc<fcU : M* 
XBS4*rtLTBEx-*©38«*R*aflW-* U 
T77"S6 0 6) o 

[0 2 9 4] P>hP-51 4 20li, BfiEx— 5»©2S 
«B#*SflW*£. BEx-^Bfcff-l 4 0 0#5B 
Br-* {KPm3//Cm3l KPa^UBS4S 
^LTSSaiU ^BtBLfcBSx-* {KPm3// 
Cm3} KPa%/^BS4, <>$7i-71 4 2 4 
fcj:lf«?1 4 2 6«^LTHS«*1 0 2^ttJ73f 
5, *UT, ^4ffi*1 0 2©=IVhO— 51 1 0 6 
tt, y ; E l J*-K'TV^7x-7.1 2 0 0fc«J,tfM*XB 
S3£rt-LTBEr-$ {K Pm3//Cm3} KPa 
*SUy, /UBS3, USB0^7i-X1 1 1 
2, IS? 1 1 1 4fcJ:tj : US Bfr- 7/1/7 0S^LT/< 
-V^/lOVfcfa-i St 5 O^BSEr-r * {KPm3// 
Cm3} KPafcBfl*-* (^7*5 6 0 8) . 



[0 2 9 5] ZotZt, /<-y^U3VtTa-r ? 5 0 
<D5'T-byXgS : ev''a-;U5 1 1 tt, 4£?5 8 0fc<£ 
tfUSB-fV^x-XSSOfcfl-LTBBx-* {K 
Pm3//Cm3} KPafcgfIL Ut7 7"S6 1 
0) , S-flDSBLfcBEx-* {KPm3//Cm3! 
KPa*BliBilKPalcJ:-3Ta*-r* Ur7 7"S6 
1 2) o *LT, 5<-fe:/XtSR5>a-Jb5 1 1 tt, 

©*5*iiHI»BKPm3i:*5ZE«BCm3i:* 
£&TZCtZ&mtZrcMz* jE«fl!>«nT»f-©iEM( 
tt*HWr*fcttOB»*« LfcBSEx— : * SSB Lfc 
frWBMKrSBENHBfrtt? (Xx-y7S6 1 
4) o iEB*BEx-*?**fc*JR*nfc«Ss 
•feVX«3*-7a-;U5 1 Hi, ^^XiiUBg^aKP 

LT, $009 (7,7'y7S6 1 6) 'MHt***. jES 
ftBEx-*?ftt*ii&U:tt, #M&U 97X£M 
Bg^SI K P m 3 £ Jctf? 7 XBfiB C m 3 £gg Lftl^ 
TB91«ll7r« U77 7*S6 7 0) . 
[0 2 9 6] BE©B», lEBwytyA-K?**;: 
iitfBISJttSi:, 7<-tr>X l Sg : Ev ! a->U5 1 1 

S6 1 6) „ yS-fflh7y + f-5'->a> I Dli, 
**y»-Kl 1 Olc*Slisfl*nTl^^T©hvVf^ 
->a>l D£S£5fiI£<l:y, P-*/H8B©h 
5Vtf^7a>l D<fcLT£B*tl*. *LT, 7-f-te 
>Xfltv*i-)l/5l Hi, fiyM>ffl©*7-> 
aVt-Ks2 2*4*L (Xf7 7'S6 1 8) , 
Lfc-b'>->a>*-K s 2 2*^ : ey*-Kl 1 06 s 6 
BfllLrc^ J 5X4iBB&JMiKPm3U:«fcoTBS*fbLT 
WWtr-* {Ks2 2} Km3*S(£L Uf77*S 
6 2 0) v BHWbx— S» {Ks2 2} Km3(C^ = - h 
7^-7aV I D^JiJ]PL/c^=-h7>+f'7v'a> 

I D// {Ks2 2} Km3SUSB-1'^7i-^5 
5 0, 4S?5 8 0s £J:tfUSB4— 7/U7 0*ftlT 
0 (Xf7 7"S6 2 2) „ 

[0 2 9 7] H2 7*#BLT» *S£4s5*1 0 2©3> 
hP-51 1 06«, 1 1 4. USB-fV*7x 

-XI 1 1 2, fccfctfM'XBS 3£j>LT?S- h5V 
y7->3> I D// {K s 2 2} Km3tMU W 
&mLtc?S-b : 7> i f<7i'3> \ D// {Ks2 2} 
Km3^y : E'Jrj-K'rV'5'7i-X1 200£ftLT 

^*u»-ki i o^aSfir^, fu, ^turj-K 

1 1 0<0P>hP-51 4 2 0li, 48-? 1 4 2 6. ■<> 
^7i-X1 4 2 4*J«fct;/UBS4^LT^5-h 
7Vlf7->a>ID// {Ks2 2} Km3^§€-T5 
Ur7^S6 2 4) . «#5aSg|51 4 2 211 PVh 
P-51 4 2 0A^6/\"XBS4^LT {K s 2 2} K 
m3«W«, Kmfij^8P1 4 2 1 ^TMWBL 
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^SKm3lCj:oT {Ks2 2} Km3:£ig^L.T-te7 
•>3V+-K s 22Z&mTZ> (X77 7S6 2 6) „ 
ZLT. -t7->a>*-8£SB1 4 1 8li, -fe7->a> 
*-Ks 2££j=£L, UfyyS6 2 8), 3>ho- 
^1 420tt, /UBS4^^i•LT^ : e , ; 1 4 1 5<DC 
RLfMM 4 1 5Afr-=>£ljJ:757y7hCRL<0M*fi 
BEdatefcltffU f-<WWtLfc»KBBC R L d 
a t e£^&7'('7x1 44 6'\-5-*£ Uz7^S6 
30) . 

[0 2 9 8] *5tZt. Bi^bJ&SSBI 4 0 6li. <il!J 
&7< 7 x 1 4 4 6 ©ffi? CffiMDit C t fc* 
m Lfc M. 7 -> a >*- K s 2 » flHy&nqNHI K P m 
c4fc < £lfS#rBBSCRLd a t ffe4U33l 4 

2 2»cJ:^Ttt^?tls flo, flfflSX-fv^l 4 4 2© 
4£x P a £ft LTl*»*ftfc-fe 7 -> a V*- K s 2 2 tc 
•fcoTWWbU H#ftx— S» {Ks2//KPmc4 
//CRLdate} Ks2 25tSt5. ZlVhP- 
71 4 2 Ott, Bg#fbx-7 {Ks2//KPmc4/ 
/CRLdate} Ks225/UBS4» -f>$7x 
-71 4 2433J;tf4S ; F 1 4 2 6*^LTB4***1 0 
2-MU*U S£4ffi5fe1 0 2©3VhD-51 1 06 
te* /?'JA-K-f>*7i-71 2 0 0S^UTB» 
fbx-7 {Ks2//KPmc4//CRLdate} 
Ks 2 2*SIS5c *LT, 1 1 0 6li, 
USB-fV77x-71 1 1 2, «?1 1 1 4, tS&Xf 
USB^-7VU7 O^LT/N-y^HlVtfa-^S 
O^aMir* WT7 7S6 3 2) . 

[0 2 9 9] /\-V^Hl>tfa-^ 5 Otf)^ -fe>7 
W;a-/I/5 1 «75 8 0£J:lfUSB'rv 
77x-7 5 5 0*7>LTBf^{bx-7 {Ks2//K 
Pmc4//CRLda t e} Ks22^gflL (7.x 
7 7°S6 3 4) s L/cBf^bx— 9 {Ks2/ 
/KPmc4//CRLdate} Ks22£-fe7->a 
>*-K s 2 2lc<fc-3T»5U H->3V+-Ks 
2. roj£HnMKPmc4£<J:tftEtfrBttCRLd 
a t e^gST^ Ut 1 77'S6 3 6) . 

[0 3 0 0] ZotZt* 7'(-b>XWm : E*J3.-)l'S 
1 1 It. LfcflHftll WHI KPmc4* ,; HDD5 

3 o iciBSSftfc^-r-fe >7xSS7 7 -ows- &m Lfc 

7 7 7-5 hL«fc-5<!:-f3 : 7-1'-t:>7.tf>xi7 777 hffl 
h5>+f7va V I Dlc»(6LTtttt*ftT^*fflffla 
RMHMK P m c x **»5fi»*«Br* Uf 

7 7"S638), E 0MDJi«tM K P m c 4 (*» Bg 
m b =1 > t y V t- 7 fc <t If 5 <f -fe V 7s <D x x V 7 7 7 
Kmc, £#r*ftfcxi-y777hH$6lc^3:tl£ i t, 
0>7<355 (02 54>7x77°S 5 7 2£#E0 . L.fctf 
Bg^b3>x>';/x"-7l?(Dxi7777 hftlc 
SflUUttHWHI KPmc4£xx7 777htt 
*Blc££tf3 Z t \c £ ^> Tf i 7 7 -fXDPSfcx 1 7 7 



77 hLfcxi7 777 K5t^§^lc1fS-r5u<!:A^ 

[0 3 0 1 ] 7x7 7"S 6 3 8tC£^T» figiJ&HBi* 
@ K P m c 4 tfx x •> 7 7 7 h tS$8 ( C £ $ n T l^fc l> t 
*7 t x77-<VlM^li»7f* (7x7 7"S6 7 0) . 
7x7 7S 6 3 8K*5l>T\ fl8y&HRf«ttK Pmc 4 
tffi» 777 Hf$BKS$ftTV3i:. T-l'-teVXt 
1^2-^1/5 1 1lt # = - h5>*f7->a> I D£ 

7 r = -n>x>7 I D, 7S-K c. 7T = -ACm, is 
Wc-ACp) «(lgyiiggBi^KPmc4(C t fco 
TflHWbU Bg^fbx-7 {7"5-h7>?7v'aVI 
D//^5-a>fV'y I D//#5-K c//#5- 
ACm//«-ACp} Kmc 4££|£-r3 (7x7 
7 P S640) „ 
[0 3 0 2] •7-f-feV7mS : Ev ; a-/l/5 1 
<bx-7 {7"S-h7V+f7->a> I D//7"S-n> 
rV7l D//?5-Kc//^5-ACm//^- 
ACp} Kmc 4€-b7->a>*-K s 2K<fcoTB§-§ 
<b£*rl\ B§^bx-7 { {^5-h7V+f7->aVI 
D//?£-P>x>7 I D//7r = -8lK c//$c 
-ACm//?c-ACp) Kmc4} Ks2££iS 
U LfcBg^bx- 7 { {*5-h5V+f7V 

3 > I D//^;-3Vr>7 I D//^5-Kc// 
7*5-ACm//75-AC p} Kmc 4} K s 2 £ U 
SB-f^7i-X5 50, 4ir?580, fcJctfU S B 
*-7/U7 0£ftLTIf£38*1 02^jSifr5 Uf 
77S6 4 2) „ 

[0 3 0 3] S^4S*1 O203yhP-7l 1 0 6 
It, 3s5x1 1 1 4, USBYV77I-71 1 1 2, 
.fclf/UBSS^LTBg^bx-^ { {7"5-h7> 
+f7->a > I D//?c-3VtV7 I 
-f-tr>7SlKc//^ = -ACm//^ = -ACp} K 
mc 4} K s 2«-§ffr5. a>hP-7 1 1 0 6(i, 
gflUfcBg^bx-7 { {?S-h5>+f'7->a> I D 
//t:s-p>x>7 I D//#=-K c//9~-h 
Cm//^s-ACp) Kmc 4} Ks2£/<7BS3 
fc<fctJ : / : E'J^-K'r>77i-71 2 0 0^U^ 

1 0<DHV ha-5 1 4 2 Ott^ 4g?1 4 2 6^ -TV7 
7X-71 4 2 4, JiJ:l>"M"7BS4^LT { {7"5 
-h7>+f7->a> I D//7i-n>x>7 I D// 
^ = -Kc//7 f 5-ACm//7' = -ACp} Kmc 
4} Ks2*gffr5 (Xx77 p S6 4 4) . 
[0 3 0 4] il2 8^#S5LTx ^t'J*-K1 1 00 
m^JaSSPI 4 1 2«\ { {^5-h5V1f7->a V I 
D//-JfS-3Vx>7 I D//^5-K C//7T5- 
ACm//7"5-ACp} Kmc4} Ks2^/UBS 
4^^LTS5J'J, H*7->a 4 1 8lcJ: 
^>T^* tlfc-fe 7 -> a K s 2 let ^>T«# U 
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{#5 — 5 V+f 7 a > I D//^5-aVT>7 I 
D//K c//5fS-ACm//? = - AC p) Kmc 
4£gJIT£ Uf'y^S6 4 6) , *L,"c\ «*f*aS 

I D//?=-P7x>y I D/Z'SfS-Kc//'^- 
-ACm//^5-AC p} Kmc 4««^iaSSP1 4 
1 2fr5SSW, ^©Sm^fcBf^fbT-^ 
5V^->3> I D//^5-=] Vx>\y I D//# = 
-Kc//'?i-ACm//^;-ACp} Kmc 4^ 
Kmc«J#gP1 4 0 2fr6©{15Mls8®t^8Kmc4lC 
<fcoT*^U tfS-^-l'-trVT. (^ = -h5V^-> 
3> I D, «-3Vt>7 I D, ^;-Kc, 

ACm v fc.fcy^s-ACp) ^sa-rs (xx^ys 

648) „ 

[0 3 0 5] K-Vx/UPVtfn.-' 5*5 OOPVhP- 
55 1 0ti> ^=E<Jtl- K1 1 0©f- Sifflttl 4 1 5 
Clc»MrtiT^*xx f 77"? h Lfc^-f-feVXKfl 
5 5 <f -fe V T << Ibfr 6 1 V h 'J S^fclMi 

<hLTv USBYV57i-75 5 0> 4ir?580. £ 
ZlfUSB'T- 7;U7 0^UTHa^*1 0 2^8(1 
?S Ux*7S6 4 9) . *5T3<!:v H44g*1 0 
2<DP>hP-x1 1 0 6tt, Sas? 1 1 1 4. USB-T 
>*7x-71 1 1 2, fccfctfAXBS 3*^LTI> 

Jl^^tl^yt'J 1 4 1 5£> : 7-<-tr>X^n 4 1 5 B 
K> T.x'y^S6 4 8tCfc^TI!fif LfcyS-^'THzV 

D, ? = -Kc, # = -ACm, fc^lf^S-ACp) 
fc^'J 1 4 1 5(D5-f -bVX^fiEl 4 1 5 B©*i£ir 
tifcx> HJKteJrtr* (7.x-y7S6 5 0) „ C<Di. 

lcWLT±S$-T5c:ilcJ:oT^ : E';*-F1 1 O'N 

So 

[0 3 0 6] /\°-Vf/U3>tfa— S»5 0<D5 
'T-trVX l iS : Ev > a-;U5 1 1 W\ *xy*7»9 hlffB 
rt©xx-y777hRnm£l /Stig-PU *xv*7 
7h/Bh7V+f7->3> I D. fc.fctfxx-yfT^hfc 
OtZVti- KOflM&INI K P m c 4 «N!IMi LTxx 
■y77"7 HI««E*rTS Ux-y7S6 5 2) . *L 
T. 5'T-tVXgS : Ev , 'a-/U5 1 It*. I^V*f7-7 
3 V I Ds 3>f>7 I Dv 7'Tt>xaKc> 
XMWWI A C rru *5<fcU : ?f£*Jffll1»SBA C p tW.ttL 

^f-feVXx-'S'fctoSU HDD5 3 0lCfB^3-tlft 
5 f -b 7 7^317 7"f >KTJ ^ -fe > X t-1 * fcMSrfBSI 
(7x-y7S6 5 4) o 

[0 3 0 7] zotzt. & xmm^v i.-frs 

1 Hi. ^«U*-K1 OOtD^t'JI 41 5<5?-^ 



ffigl 4 1 SClciB^ttTl^xx^ZOhUc? 
<^vxu:>tfr£p>7 1 V77 7'--r/u (Bg^bPVxV 
{Dc} Kc£ttl)Dlf$8Dc- i n f) fc<fctf 

-tyx<smy t -r ii/^«MUMrr%MRSei&a%« u s b 

•fV*7i-75 5 0, 4&?580, JJitfUSBy- 
7;U7 0*7>LTff£48;fc1 02'\&<fr£ (7777" 
S6 56) o S44S*1 0 2<DP7hP-51 1 0 6 
0ffi?1 1 1 4, USB^>^7i-X1 1 12, 
<fct/M*7BS 3£fl-LTP>x>777''OU (Bg^bP 
VjVyj-? {Dc} Kc<httJjntt*BDc- i n f ) 

T.BS3fcj:tfy : e , j*-K'r>'?!7i-xi 200* 
^LTS«L/cP>x> , y77'riU (Bg^bPVxvy 

x—? {Dc} Kc<httf]!!li$6Dc- i n f) *>J:tfx 
'r-b>X^77'T;KrjHiJ^TN : £p <: E , J*-K1 1 0 
^tHTTf*. ^^rSis y=E'J*-Kl 1 0OP7h 
□-7 1 4 2 0li. S?1 426, -0*71-7.1 4 
2 4, fc e fctf/UBS4*7>LTPV7 1 y , ;>77'nU 
(Bg^bPVxV'yx-i ? {Dc} K c <btt*DlS$BD c 
- i n f ) fcJ:tf7^-t : >xgS7 7"r;KD»Jg/T^ 
SffTS U777S6 5 8) o *LT, PVbP-5 
1 4 2 0&, /UBS4S^LT^?U 1 4 1 5<09~ 
^SU^I 4 1 5ClCie^*tlfcP>^> , y7 7"f;U (Bg 
^fbaVxVVx-* {Dc} Kc<b#J]Plf$6Dc- i 
nf) fc«J:ri : 5Y-fe>7gS7 7'-<;U*^-ri. (7x 
•>7S6 6 0) „ 

[0 3 0 8] /\-y^-;UP>tfa--Jf5 OO^'f-feVT, 
§3^^-/1/5 1 1«, 7 c i-y7'T>L/c^ffl^iiJ^ 
LfcSS'JXt-^fFfiEL (X777"S662) . S4'J 
Xt-«b. WSUXKO»«BBwt*/ty*-K1 1 0 
^'&mr% (77 L 'y7'S6 6 4) „ ^^'JA-KIIO 
(DT/ha-7l 4 2 0tt> H£iis5tn 0 2^9>LTB 

4U7K77'r;l/<bSfilJI^<!:*S{iL (7x-y7S6 

6 6) v /\"XBS4^7>LT^ : E , J 1 4 1 50?-$% 
Ml 4 1 5Cro^«J7sh7 7"fyb^§{iLfcS4'JX 
h77"Ol/KS&*. (7x->7S6 6 8) . t % x->^< 
>i)^6^7-r?. (7x-y7"S67 0) „ 
[0 3 0 9] ZV>£5lZs Bg^bPV^V'yx— S>35& 
Uv-f-byzZ+JL y^T* h Lfc*i#^6Bi^1bP 
>x V , yx-'S'*5<feO : -7'r-fe>X^jIiP C <b(C 

[031 o] ^^'Jtt-^matntc^^-ty 
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❖ 7-5 h Lfc5<*V7*Mlj7JT'*£l^d££^T 

Mtb Lfc t f b ^fUt 'J a -lU:Jt t x y 7 <( 
y (£3) T%£tT\ MtBLfc5-<-b>^<D<tWA\ 
MiU Lfc 7 -f b VX^S^E ->* a -MzMZ & r> lc & o T 
LfttfoT, WW%<Dma5.LTimtfT'Z%C 
£*fM-fc©?W:4<s -b+rL'J^-rU^u^g-F-rs 

[0 3 1 1 ] M£] E2 9fc<fctfEI3 0£#8? 

©a— ^'Jfc-Kl 00(07-^1 41 5 

v-yy (*tt) tatu □>7 1 >'y77'-<;us^ 

U 5^*V7gJl77'Y;b£IDtfiLTl^C<h*iiuiI 

[0 3 12] E2 9€#^LTs W£lMf4>lltt&£'E> 
g£S£3fc1 0 0©2-W58^/^H 108? 

^LTB^^S^SS^I ooic-oT'-y njrns 
Uf'>7S700) . ^-p-f^iu avhn— 51 1 
0 6H M'XBSSfcrt-LTiSliEx-T^Jfgn 5 00 
ft^lSUx-^ {KPp1//Cp1} KPa£§5iij 
U P^'Jrt- K-f >*7i-71 20 Ofcfi-LT*^ 
U*-K1 1 O^BEr— 2 {KPp1//Cp1} K 
Pa?ai^"r-5 (7x-y7S7 0 2) , 
[0 3 13] *5tZt. ^t'JA-Kl 1 0H BE 
x-7 {KPp1//Cp1} KPa^SS-TS (X=r 
y?S7 04) „ f-LT. **'J2?-K1 1 O©«^50. 
31351 4 0 811 ggLfcBEx-* {KPp1//C 
p1} KPa^s KPa«$951 4 1 4izUftitlk£ 
MlZmiUKP alc&?Tm^L (7x->7S7 0 6) . 
□ VhD-^1 4 2 0««#i!iag|J1 4 0 8££l*3fll 
TOWSIRtfS* BE»B*fifc5. r&fo-^ BEx 
-7 {KPp1//Cp1} K P a tWEBOBEx— 9 

708). M7*1t1tifro1t1*tts 7x-y ZfS 7 4 8^ 

&*tu w*Bm*B7T*. bht-* 

i§£, PVhP-51 420H ^fL/ciIB^8Cm1 
iMt'J 1 4 1 50DCRLII5E1 4 1 5 AfrSHSaiL/c 

g±7 5 x y x h c r uz-sznzfrm^mwiTz 

Uf7^S710) o C CDJi^s 757E9§SCp1 
fcttBSJS^tftt^* tlTfc y , □VhP-71420 

7EB«C p 1 tf*?it757'J7 t-x-SKSStlSi: 



[0 3 1 4] 7ry7S 7 1 OKfclXCv 757EB.ES 

c p i tfm±<77Z>)x r Lic^nr^s 

t^WK*ft*t, j^Ufc-Kl I0©by->3V* 
4 1 8H S3Et'y>3 VE©b-y->3V+ 
-K s 2£f££;M*£ U?7 7S7 1 2) . ^-LTx 
Bg^5aS2P1 4 1 OH •b-v->a>*-fl4Si51 4 1 8 

A^eo-b •> -> a Ks25, a^saasu 1 4 0 8 7 

it^ttfciiBflBg^SiK P p 1 ICtoTBg^bLft {K 
s2) Kp1?/\"XBS3^\!li^-r5 (7x'y7S7 1 
4) o *-5-f£<!^ aVhP-51 4 2 OH O77 
1-7.1 4 2 433cfctf« : f 1 4 2 6^LT> : Ey>j- 
K-T>^7i-71 2 0C\ {Ks 2} Kp 1 %&7JT 

£> Uf7^S7l 6) , B£fl£5fcl 0 0©nvhP- 

51 1 0 6H ^ : E'J*-K-fV'?7i-X1 2 0 0* 
7>LT {Ks2} Kpl *LT* K p US 

j^gu 1 5 0 2i*. ®&^mK p i sa^saasB 1 5 0 

4^ai7D-ri.o 

[0 3 15] £901391 5 0 4H Kp1«J#gP1 5 

0 2/)-eai7j*n/c, iinmttK p p 1 ttuzr^z 

l^S5ffi«#SKp 1 iCcfcoT {Ks2} Kp1*«^ 
U t'r>a>+-Ks 2*Bi^ftlSg|51 5 0 6^*73 
TZ (7x->7°S7 1 8) . ZoTZt. -b-y->3>* 
-fS^giSI 5 0 8lis S4t'r>3 Vffl<7)b->->3>* 
- K s 3 -b y -> 3 y*- K s 3 ^Bg^SaS 

951 5 0 6^^-3-5 Uf7/S7 2 0) „ Bg^SiLS 
gPI 5 0 611 -b7->3>*-^gP1 5 0 86^6Wb 
•y -> 3 V*- K s 3 *«#5!lSSI5 1 5 0 4 6<D* •> -> 
3V+-K s 2lCcfc^TBI^bL7 (Ks3) Ks2* 
dl^lU H>hP-51 1 0 611 /UBSSfccfclf^ 
: E i ;*-K'TV^7i-71 2 00*7>LT (Ks3) 
Ks2*y ; E';*-K1 1 O'sai^-r^ Ux77"S7 
2 2) o 

[0316] ?-5-ri>iv y*y*-Ki 1 oom^m 

SaS1 4 1 211 «S?1 426s 'TV'S'71-71 4 2 
4, 33,l;rj t /\"7BS4*^LT {K s 3} Ks2SA^] 
r§ (7x-y7°S7 2 4) o 

[0 3 17] EI3 0=&#PaLTs ffl^fflSSPI 4 1 2 
lis -b'y->3V*-^g51 4 1 8lc<t:oT«4Jn/: 
*7->3>*-K s 2lC<fcoT {Ks3} Ks2?lf 
LT. 1 0 0 ?'58£?tt*:b -y > 3 K s 

3*Sa-T5 (7x"y7°S7 2 6) . 

[0 3 18] 3£affi5fca>n>hP-51 1 0 6li, 
•;7J-K1 1 06^6«t5lc^f LfcSi'J7l7Kltt© 

5-r-b>7 , gS77"r;ufr6-7'r-b>70<sirt5-nT^ 

3l>MJS^£$tf#U jt^'Jt)— K-fV^7i-7> 

1 2 00*fl-LT**y/j-K1 1 O'MXtf LfcXVh 
'J»**lB*r* Ut : 7 7 p S7 2 7) o 

[0 3 19] i>h'JS^A77H:rSL;T. nvhP- 

71 42011 y7-b7MB11f$BACm*5iiS-r^ (7 
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[0 3 2 0] Xx'y7S7 2 8tCfc^Tli, tt'JOT 

KBMBMI*I»7 U 7 7 <>-bZ*iJ|5g1ffB<0S4l2]l)flc 
*iJHtf t S5^lctt7^-b^*Jpg^?BA C m<Tj|f£|s]& 
£M»r <13tt*«) Lft&K:*07.x-y7 , fc>tfc Ux 
•>7°S7 3 0) o ~7j> y^-feXSiJIHtfBACmOSi 

7r'y7"S7 3 0lJ:7+7 7'*n, T^-tzTJWKtiSBA 
C m®*£ls]f*liElfr$ tl£ C <t & < SQSS 5 ^©^^ » 
7"(Xr'y7"S7 3 2) (C^t? tl£„ 
[032 1] 2 8(cfc^T, SKStilfF 

y 1 4 1 soiv-t^yxmm 4 1 5 B(ciB^*nfcs 

ACptf/UBS4±tC|U7D*tl« Uf'y7°S7 3 
2) o 

[0 3 2 2] i§6tl/c7< -feVTJiK c fcH£Mffl1f« 
ACptt> WSSX'f'y^l 4 4 60jgjSPf £*>LTBg 

^tj&saj 1406 icjsen^o Bg^bJassu 1 4 o 6 

li> 4 4 2©j£iSPb^LTa^$tia 

g|51 4 1 2<£ygttfe-b-y->aV*-Ks3KJ:oTW 
ISX-f^l 4 4 6£ftLTStt/c ; 7-l'*V7JtKc<!: 

wsMWflraiACpt^wMbu (Kc//ACpi 

Ks3^/UBS4lcm73-r5 Ut7 7*S7 3 4) . 
[0 3 2 3] /UBS4lcaj733-tl/cBg^bT— 
-fV^i-Xl 4 2 4, 4ft? 1 4 2 6, tS&XSW) 
A-K-f>^7i-71 2 0 0^LTS4ffi*1 0 0 

[0 3 2 4] IS£t£*1 OOlcfcl^Tli, **'Jtj-K 
YV^7i-^1 2 0 0^LT/\'XBS3lceS5-n 
{Kc//ACp} Ks3«tt9ffl31fl! 
1 5 1 0lc«fcoT*^5aS^T^t\ c 

as* tmsBM wwb a c p sgg-r § Ut77"s7 3 

6) „ 5 1 Oli. 7<tV78Kcm 

nasi 5 1 6»ceau s£imw«iac pS/sxb 
s 3 ictbTj-r^o 

[0 3 2 5] 3>ha- ; 5 1 1 0 6(i, M'7.BS3£rt- 
LT> B^*JSPlt$8ACp^§SLTB4©pIS0SiiS 
Ury7"S740) o 

[0 3 2 6] Xx'yyS7 4 0lc*lNT^ ff£MWff 
«ACpfc*oTB£^£«»*n*«&fctt» W£ 

[0 3 2 7] Xxv7 , S7 4 0lc£l*TI*£Rrififc ! WR 
*ftfci»£> 3>hO-7l 1 0 6ti. /^'Jfc-K'f 
V$7i-7.1 2 0 0*^LT/*UA-K1 1 0lCB§ 

^kavrvyT-^ (Dc) kc»»9W*. f-^r 

*<b, ^^yjtJ-Kl 1 OcDHVhP-51 420tt\ 



*=E'J 1 4 1 SfrSBfWtUVxV'J'T-r * {Dc} K 
c£SM#U /\"XBS4s <>$7i-71 424, fc 
<fcV«?1 4 2 6*7>LT;>< : E'J7J-Kf V*7x-7. 
1 2 0 0^*731-5 (*t?7*S7 4 2) . 

[0 3 2 8] B£4ffi*1 00©3>hn-7l 1 0 6 
& K-f >*7i-X1 2 0 0*^LTBg^ 

ftpVxVU/x-* {Dc} KctMU /UBS 3 
^LTBHMfcaVxVyy-* {Dc} Kcmi 
USUI 5 1 6^5**. 

[0 3 2 9] 84*098 1 5 1 6ti, BWffca 

>7V'yf-9 {Dc} Kc*«#«HISin 5 1 OfrS 

yf- s» d c *«tfir* (xf-yys7 4 4) . 
[0 3 3 0] *i/c\ Sffnftavfvyf-jDc 

ti§^B4g|51 5 1 B^a^itU **S£01 5 1 8 
It, nV^yyx-'S'fcliaU DA2&gg15 19tt 
x-f 5?*ilHi#*7»^Py«^ica»LT*!lS?1 5 3 0 
^IbtlTZ, *LT» g^x-^(i4S?1 5 3 OfrStt 
»lB**fll*^LT^y K*-V1 3 O^Uttitvzn 
SEJtl* U7 : 'y7"S746) . CftlCfcoTWaaM* 

[03 3 1 ] JtfEte33l^T«, y*'J*-F1 1 oicie 
•fftfclg^fb^VxVyx— ££fS£4ffi3fc1 0 01CJ: 

tfa-^5 OlC, ^iCjjVraVxVyS^TVVrxl 
5 5 0*Pim?2>£tlz£r)T7'(ii>zmm : E-J3.- 
Jb5 1 1 as*lf5-f -feVXmix/W^S 2 0(C£?T 

[0 3 3 2] El3 1^#RSLTx /\°-V^;l/a>fcfa- 

* 5 ooT-rtv^Htyi-^s 1 1 sfdi^-r-t- 

2 Ofc«fcoTS***i75*HHb:JV 

5„ A-V7^H3Vfc?a— *5 0<DHDD5 3 Oli, 3 
V?V , y | JXh77^H5 0t, a>f>777-fJl/ 
1 5 3 1~1 5 3 5<b> ■7'f-b>X'iS7 7"r;H 5 2 
1~1 5 2 5<h£^t>. 

[0 3 3 3] a>fV7U7h77'fJH5 0li > P/rf 

&£) <fc, 3>7 i v , y77"ryui ; 7'r-b>xg3i77"r 

*oo> : ryviziiTzmmt&m#MmmiD c - 
i n f »6«m:ini«mLTaimtc« 

[0 3 3 4] □>7 1 V , >7 7'r;H 5 3 1 ~1 5 3 5 
tt, ^-T-bV^W^a-iUS 1 1Sfett7'ft>7 



(39) 



ttM2 0 0 2-1 648 7 9 



7f-$ (Del KchttflPtSSIDc- i n f £*K» 

r s 7 7 -ii^So y. □ vx >y e <t ictstt ens. 

[0 3 3 5] £fc» 7'f-feV;t.*S7 7"OI/1 5 2 1~ 

i 525«, *n-?n, a>xv , y77"f;n 53 1~ 
1 5 3 stettjfcLTEBsnTjsy, v-r-bvxggt 

-7a-;l/5 1 1 S/cli^-l'-feVXgSx/WTsS 2 0tC 

7x(iS8#!5ir3C«btfT*#JB:l^ 7-r-b>X8tKc 
**<«0!)1«l«:s 

tf7->3> I Ds 3>fV> I D-^s 3-{-kyXffiX& 
ft A C 6 §g icfJKT** « T 7 7 -b *MWMI ACmfc 
•fctfffSMMIHIA C p KTfclH* *lTV**ia<D¥L 
*¥*tf:TiaW*. ^myJMWrlUT, 
5 2 0lC7<*VXtfIBIMrftfc»£fcttxV h 'J« 

•<Hzvxico^Ttta§^(bU^;n*63fi5'r-b>7N (-5 

/H SMl^-f -bVXtes 5^-b>7v < ia : E-7a-/U5 1 
1 lcJ:«ltB«imbtflldrtiT^«. 34a^Bf^b«t: 
lis /t-vt/^yei- s« 5 (CP 
u ) tfmy lefco Wp/ t- y / ua > tTa - * Q&n 
7'P7*5Ik?»«B I OSWH ?aVtff«)/t-y 
*/i/:a>k:a-$ 5 0fr5f# Sn*/t-V*JU3>Ka 
-* 5 0*»*T**flMB»=IWiWttTBWfb*(5ft3 

-f-tvatt, /f-y^yi/avfcfa-* 5 oicSSfc^'T 

7'T-b>7^5 2 5 B«s Kf-b + ayx-f U^iU 
(U^;U2) T5'f-b>7.4fB®-r5B^V/\' : Ev > 'a- 

/u-p«rt*ftfcEawa?a&*. 5-f-bvx 

7SKCs *£MMMIACp« 77-b7ftJI®1i$BAC 
m, 7-f -b>7 I D) ZtmTZTc&lCNmOJLym 

[0 3 3 6] S3 1 £#HHLTs 7'T-b>X§S77'f 
11/1 5 2 1, 1 5 2 4 lis *n?*tts IVh'JifO, 

i*IMj. cft-lis =7^ J a.y7MWfiU7.S2dK^ 
oTSfltTfU 7-f-b>XtIf/\VX5 2 0©^ : E i ; 
5 2 1 SO^^-tyXW^LS 2 1 5 BlCfcl^TtgJtt 
55'T-b>7. (^-f-bVXI Ds 5^-bV7®KCs T 
7-b7«H$8ACmfccfctffi£ftJ®H$BACm) <0« 
a***»*r*»9?*y» U^;U25<-bV7lC« 
577"Ol/T-fc?>o 

[0 3 3 7] $fcs n 7x777 7-OU 5 3 i iztm 



ai o o *fcttws*ai* i 0 2icg**n/c^ : Ey*- 

K1 1 O'MMKr-gS&g, H>7 1 >777-f/H 5 3 
1~1 5 3 54^LT3VxV777-T;H 5 3 14 
ttiii-rtltfs Bg^b=1>7 i V7T r -'?4^f55'r-b 

7"f;n 5 3 1 ic»r&r57'r-b>7 l §S7 7"r^i 5 
2iic^$<a5xvhys^tt roj =17 

T>777"f;H 5 3 1 lCiBg?tlfc7 7"f;U«©Bg# 

fbavr-vyx— S'^sa-rST'T-bvxtts 5-f-bV 

7s < SS7 r /<-fX5 2 0t7)p< : ey52 1 5©7'f-bVX« 
2 1 5B©xvHJf»0lcj:-3T8£**lfc»« 
fciB»*ft7V£. Z?T%£, HDD5 3 0lCiB^* 
tlfc3>x>^y7h7 7"r;H 5 0<D5f -bV7s.<gg 
77-fJH 5 2 1fr6l>hy#^-04lssaiU ^-C7)R 
SbLfcXV h yS^04v-f-b>7^S7 r /\V7.5 2 0 

tcA73"r?.c:<ticj:-pTs y^y s 2 1 so^-f-trvx 
««5 2 1 5 B^e^-f -tvxssjiicuaiu y 

*-Kl 1 0^f$iJ)T$3o *LTs U-tyX*®® 
Ltcmt. *=E*J5 21 5<D^<<-byzmW5 2 1 5B 

*tl*<&T (02 OCDXxyT'S 3 5 4, S366# 
S3) » ; ?rtllcmLT ; 7'r-b>7 l SS77'-<;H 5 23 
(0<k5ic r^'f-tiyxmj tfiBSSftS (i2icxf 
y7S3 8 6#!S) . 

[0 3 3 8] 7-ftVXtl77-1'JM 5 2 3li, I? 
f-bV7s*lJ £^£>\ Ctllis 7-r-bV7^iir/\V7 

5 2on: t fcoT§<i*nfc7'r-bv7s6\ ^K*n/c^ 

HT£3>= fctffif^I! 7x777 7"OH 5 3 3liHD 
D 5 3 0 (Cf Bit* nfc $ $ (C^: o Tt^o P< ^ 'J * - K 
3b^7-r-b>7s4StJ : 5-<-b>7 , SSi ; E-7a-/U5 2 0 
'NfcBK ^^t^*s iBfltl— /\"1 Oft^StfEfl^SW 

SJi^iciis 5Y-b>7fcoc>T<D*Efi£g«-a;:<!: 

[0 3 3 9] 5'T-bV7sgS : E-7a-;l/5 1 1 1C 

<fc c TSftirn/cBg^ba >x > 7 r - * © 5 -r -b >x 

lis 7-f-b>Xga77'-f;H 5 2 2, 1 5 25lcJ;o 
T'iSS'n^. 7-<-b7XgS77-<yH 5 2 2. 1 5 
2 5l*s 7<-bV7 l »S ; E-7a-;l/5 1 HC^oTSfM 

L fc Bg^ b =i v 7- y 7 x - * 4 B£-T #> co 5 -f -b y 

74#t? (EI1 7<DX7 ; y7S2 7 8#SS) . CMi, 
±mLtz<HolC. 5'T-b77§S : Ev i 'a-;l/5 1 1 (4» 
v 7 h WlcBi^ba V7r — ? tS & If 5 << -b 77* 
Sflf50T\ 7'f-b>7x?7'f-bV7sil7/WX5 
2 0lcSiit?C<i:lc < l:oT l BS-r5cT)T'tt*<s 77-f 
/UiLTHDD 5 3 OtCiBa-r-SC^lcLfctOT^ 

[0 3 4 0] /ctitf, a>x7777'T 

/H 53 3lCfB^*n/c7 7'r;U%0Bg^b=l>7 1 77 

x-^*s^ffi^i 0 2ic^a*nfcp< : Ey7j-Ki 1 
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53 1~1 5 3 5^sSLT=l>7 1 > , y77"<;H 5 3 

3^aaiu Q>7 L > , y77"r/n 5 3 3tcw/j;-r57 

[0341] COJ;?^ *5IBfllcfcLNTtt. 7<-bV 

7.5 2 OtCcfcoTgff LfcFg^ba^xV^x-^fcct 

Vs a65t*2'Jf-fl/^l/ (l/^H> U^il/2) 
TSfi L/cBi#{kzi >x > -y x— 5» fcj; 0=5 -f -tr > 7* 
tt-Lfc7*-?-y hlc.fc-pT'BS-r^o CO^-pK-T 
Seizor, S)&5**a'j7 ; 'rUA:/| / 7Bg#iba 

{*s u £ # 6 b§#< b □ y t y v 9- z <n n g & 

[0 3 4 2] 03 2\t. /t'JA-Kl 1 OCQ/^g 1 

41 sictsifZT-tmm 41 sct^myx®®, 

1 4 1 5C£j*L/cfc«)TSSo r— 5»««1 4 1 5C 
KHU 5£'J7. l-7 7"OH 6 0t3>x> , >77"r/U 
161 1~161nL 5-f-t>7 , iS77"r/U1 6 2 
1~1 62 n<ttffg8i;*-ttT^3o =l>x> , y77"f;U 
16 1 1 ~1 6 1 nli> gflUfcBg^fbUVxVyx- 
$ {D c} K c <hf>ttDlt?6D e-lnf«1 OW77 
-f/1/.h LTia^-rSc 5f-b>7.'gg7 7'Ol/1 

62i~i62n«, ^n^n. a>x>'>77"<;n 

6 1 1 ~1 6 1 nfcfcfJSLTiS&StlTVS. 
[0 3 4 3] ^'J/j-KI 1 0H\ Efi-9— Ofr 

/<-ytji/avei-: Si 5 O^eeg^buvxv 

Bg^b^VxV'^x-' frfccfctf^f -trVT-fc^'J 1 4 

1 sicfEirrSo **ua-Ki 1 oii. -b* 

I'Jr-r l^/HcSUg«K0g*§4bn >7>77-«J; 

[0 3 4 4] Lftib^ K-VxVlOVfcfi-SSO 
ro5<*VX^gx/\V75 2 0KJ:oTgfl3-fV 

fciJHzyVaVlcJ^T^'Ja-Hl 1 Olc&fl 
JtlfcWiVr-f U^UWiS^Bg-^bUVxV^x- 

SO^-f-fcyT.^ ^-f-trvxta^^a-yUS 1 Olc 
dcoTSIli-ti. fr-3> f-nytTV a Vic J: 

oT^'JJj-Kl 1 Olc&ftJft/c-fe+ri'Jx-rU^ 
jUDffi^Bg^baVxVyx-^^Y-fcVXi:^ / 
^'Jl 41 5©7'T-bV7.ISiSEl 4 1 SBOXVMJS 
^iCcfcoTf^^ftfc^iSEKfBSiJtU J^'J 1 4 1 5 
©x-^tfflSl 4 1 5CtclB«gi-tl/cS£'J7.h7 7Y 



;H 6 0<n : 7'<*zy7MW7T'()\s*mtitf*:i l f. xv h 
3>ftsr57-r-bvx«7-r-bvx^i 41 5B#6R 

[0 3 4 5] $fc. 5-f-tr>XgS7 7"TyH 62 2 

a>7 1 v , y77-f;H 6 1 2l*££L7V 
Sri^'CH* V7*«<?l£T$£l^ <b£8 LT^5 
rA etui, /ci^lf, W4«l!3l5fl«f60«*«lSaW)^ 

wwba >f >7f-9 /cits s« Lfcii^tctii-r 

[0 3 4 6] 3>x> , y77"rjH 6 1 3(3\ £ 

«Tw*ftTl^*tf, otitis S£4S*tfiE 
ft+f-A*1 Oft^Bg^b^VxV'yx— SffcJcTiT-r-b 

>**sau ^(o^mLtcmmt^y^yy^— tti 

X^yt'; 1 4 1 SlCfcfc-r^tfBg^bSVrVyx- 
[0347] VJvgy?) /\-yt;l/3>ti-^5 

0 ©a— «f ttEflMc* o TBi^ba >f>7f-^t7 

V^*lt^a-;b5 1 His ^CDfrb^T-^ 

'J trv^t6SH^-r57n^5 At^A,^?), 
[0 3 4 8] jfi^W^CDlCli, ^x-'S'rt 

7*-- 7£P¥tfft5m j fjifrL£}?AL./i: 

[0 3 4 9] $/cs 'J^tfV^tt, g«CDfr6> it 
ft Wx-^SWItrSffiK* T'T-P^fi^.bLTA 
73* nfc^d^. TV-'^/KbLT^x-^ £ LT 

KEWWfb* n/c#l?lT- •? S A73<b r 5 c: i: t, Hftl 

AJ-Xil.©, Efiv/Tsx^tCTiBfiS-tl/cUVxVyx- 



(41) 



ftH2 0 02-1 648 7 9 



[0 3 5 0] E3 3fcJ:t;i2l3 4^#^LTx B£t- 

[035 1] E3 3&* E16JC^-r/\°-y^l/3>tfa 
-7 5 OK^Sn^C D- ROM K5'T75 4 0A x C D 
frSRtULfct*^-' S»£ 'J y tfV^r^ V7 K7X7 
©«tt*ij\r«IE7n y 7 EIT'fe*. * * 'J 7 

^7***77 H7X7WU 

54 0 0<b, $*-*-7-7«S#«540 1 'J 
7#85 4 0 2£s ?-<-b>X«4#«5 40 3 
ff*iV3-^5 4 0 44, B§##&5 4 0 5i:£ 

[0 3 5 2] 7*-7--?-7«tti#g;5 4 0 0M:, f 

tttULs E«SftT^*«Jl*IM!J*ttlHr*. 7*-7 
-7-7flS#S5 40 1(4» 7*-7-7-78tii# 

55 4ooo«ai^ rat>*» 7*- 7--?-7tf 
•uwrfc/rtw* seicfcihT^fcasfctt, 7*- 

7-7-7TiES*ftT^7c*yfa£Mltg^T, 'J y 
7*— $r-?-90Hffi*HUtf*l\ SfcUmc 

d icib^s* nfcssix- 7 omits d: tfl»»#»Rr*n 

81B'Jtf 7 *- * -V- 7 |C «fc o TIBSS* ftT Wc C <h t 
[0 3 5 3] 'J^-7#S5 4 0 2li, 7*-7-7- 

7«js#«5 4 o 1 ic&ti-«*j£&jii#'; y My*mm 

7-7-7 fc^&x- 7 OfSK&#*g5 Lfc 7 * — 5» 
itSfflS. fccfctffSOIBfli'XxAKTffifiJtlfcg 

siir-* *A*tr*«dic«s u y t:>7^rffiT*n 

W*Jffl«WJOrtW!:Hib6t , » &*\ 7*-7-7-7 

[0 3 5 4] 7-f-fc>X5££^l85 4 0 3H\ 7*-* 
-7-7¥U£?©5 4 0 1 ©*JS»JWC»-2H,^T5-r-b 
B*xva-<T5 4 0 4tt» y?- 
73MS5 4 0 2lc«fcoT7*-7-7-7tf y?-7if 

405li> §*X>a-^5 4 0 4^6©S*7 r -*« 

7-r-bv^f84^©5 4 o 3K*y»ft*nft5-f -fe> 



[0 3 5 5] 03 4£#SHLT\ /f-y^l/UVfcfa- 

7 5 0©3>hn-5 5 1 oicfctt^yyfcfVTKimc 
ot>TWWr«o yytfVfWW«Mi*ft*i:, 7* 

-7-v-7«im#iS5 4oott, gigcDfre^asL 

fc t - 7 fctf^T 7 * - 7 -T- 7 eftlBSBIHS&tf] 
f£ a777S8 0 0) . *LT\ 7*-7-7-7 
«6#«5 4 0 1tt» 7*-7-?-7fcffl#fa5 4 0 
0 05«tBe*i: 7 * - 7 -7- 7 LTf2»* tlTl^c 

y7S802) o 7*-*-T-7fl 5 ttttl**u njM 
rM6«:«^» yye>7^£1»JBi**U Xf*^S80 

4^\»ffr*. *fts 7*-7-?-76^ai*n. fy 

ry 7S 8 2 8^tLTU y evTHiTOiirrTS. 

7xy7S8 1 O'VgfrrS. 
[0 3 5 6] X7 1 y7S8 0 2lCj5tNT. 'JyfcfV7Rj 

■J7-7^S5 4 0 2lC«fcoTS*x-7U:££*l*7 
* _ £ >7 fi(4t«Uft#«SC L tc 7 * - 7 -7- 7 
KttU-H^Sti* (Xxy7S8 0 6) . TfcfoS, 7 
* - 7 -7-7 (Of iJS«mtf 3 «M«*?0MWI!*fRr L 
Tl**«&» «Ktt«52l2l(cL/j:7*-7-T-7lc 
Wrtlil*. "?"LTn 7-f-bVX«^#a5 4 0 3tt, 

5-r-feV^*fe#S5 4 0 3W:, «iaisliaA ,t 2 mf^T'^ 
%7'T-fe>^*4rtlf* (7xy7S8 0 6) . 
tt. 7«rt>X»tfS5 4 0 3(4, «rawj*fiML 
fcf-iy777 hprfla»*$tr^iy73 , 7 h1MI*£ 
IW* (7xy7S8 0 8) o ^iy777 hpI^Slc 
•Pt^Ttt* iB«tf£^ig£s T3j 
[0 3 5 7] -7a^ Xf'J 7S 8 0 2tC»L^T, 7*- 
7-7-76^dl?nSL^s 5'T-bVX«4#«5 
4 0 3tt, 5-r-tVX©aBHfiJ:t»«l*»±Lfc7-f 
•bV7.££j«-f5 (Xxy7S8 1 0) . 5< 
■b V X5?4#K 5 4 0 3 tOllHltf 3 T* *^ i y 7 
77h5Ifi6»*#tr? : iy777HSa*fe«-r* (7 
xy7S8 1 2) „ 

[0 3 5 8] 77 L y7'S8 0 83:/';:liS8 1 2©^. % 
^XVH-7"5 4 0 4li s 7*-7-7-7« { y7-7 
?tlfc^x- 7 * W*a>3JiCKflF^b LT =1 >x >7 
x-7 {Dc} «4«rS Ut»7"S8 1 4) . 
T» Bg^#©5 4 0 5«\ B*X>P-75 4 0 46^ 
(DBSl7 r -7g7l'-b>7f84#S5403lCct'J^ 

nHHb«ffftk\ Bg^b=I>x>77 r -7 {Dc} Kc 
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££fiK-f3 Ur?7S81 6) . *<D&, ££CDK 

S**i*11WSfci*/f-v*;u=i:/fcra-* 5 oo*- 

K5 6 06^6A^I?nfca— tfA73lllC<t:oT=IV 
t->Vt-* {Dc} <7>ttl]Dlf$8Dc - i n ffr£/££ 
ft* ary7S8 18).. 
[0 3 5 9] /<-V^/UaVlfa-*5 0 

©3VhP-75 10B, /ttBS2«ALTWfta 
>7>7?-? {Dc} Kcfc<«MilDllW8Dc- I n 
f*Bfl§U HDD 5 3 OtClB»f* (7,xy7S8 2 
2) o *LT, =l>hP-7 5 1 OB, £fi8*ftfc7-f 
d>7V^->3VI D, I D, 5-f 

*>X8tKc, 7*-te7*JIS1i$ACm, ffSMMIM 
ACp) <b*i^:T7h1i$B<tK»g©ltg^b£Jfcl, 
fcBHMtfHI? Y -b V X 5 (XT7 7S8 2 
2) . UVKP-55 1 OB, *Wbtt»5-r 

-feVXi:, ^©h^V+f^i/aV I DteJ:t/i]>x> 
7 I D5f*, fro, H DDtClEiiL/cBg^bPVxV 
7f-? (Dc) K c tmuffflD c - i n f IcWTS 
5<-fcVXW177-f;l/*aj58U HDD5 3 0Klfiti 
f£ (7,7^75 8 2 4) . B&lC, PVhP-7 5 1 
OB, HDD 5 SOKiagtftlTt^nVxVy'JXh 

Uf77S8 2 6) , 'J -y ¥y7mftim7TZ> (7, 
T7^S828) . 

[0360] Z.<D£o tf^sSs CDi)S'Jy O 
T t, B§#{ b u V t y V x — > i: 5 Y -b > X i: * Ml T 
U»*ftfc7-f-bV^I4» iEfI+f-/\*i ofreiEfi 

^nrcny^yytt^izum^nzmmiti^o 

[036 1] i]3 5~3 7£#!8LT, 03 4fc5Vr7 

p-f-v- hroxf'yys 8 oeizt^f^-f-kyxa) 

£.mzo^Tmmimwt%. 5f-b>x8£#K5 4 

0314. T'f-trVXiUaVTV^I D, h5V+f? 
->a>l D, ^Y-fcVXSi, y^-feXWHflWB (J^'J 

7J-K1 1 own-byzmothtiiciitzwR) , 
n^mmm ovxvvssetM'Txi ssot^s 

[0 3 6 2] E3 5£#!$LT, D IB, 

ll£^2<hgiIIIi3S3<bfr6j«5. 3VfV7 I D 
B, 1 6by t e sfr6>$y, *V>o%. Ibytefr 

mmmmizmv^zztis 1 5 b y t e sffwsmm 

3fcS>Jl>laTSft£. *LT, 3VfV 
7 I D 1 3 v 

fV7 i Dfri3fl+f-M"i o T*£fiBir ttfci§£i:M°- v 
i-l^y^D.— 95 0T-^fS.intci§^tTit. Ws.* 

avrvyi Dfr£jS?n/ci§£> P-2J/HC 
aVrV'y I D#£ja*ftfc*S» D£fiK2l£tt1 6 

it? rooj tf«ii$ti, /\°-v^/i/P>t:a-^5 0 
KWTovfvyi Dtf^ja*nfc«$, *mm<D{i 



[0 3 6 3] «a«l«3B, Sa>r>7r- $r«ttBJ 

[0 3 64] 03 6£#B8LT, h^V+f^a > I D 
4B, 0£flM5&fflflM6 h5>tf7 
i/3 y I DB, 1 2 by t esfrSf'A f-Od*, 1 
by t efra^feE5lcS"jyaT6n, 1 1 by t es 

B, 11^77^7,!: 'J^-7^iSE8tfrefiE5„ H£7 
577KB1 b i tJbWJMiTStl, 'JV-7SPS8K 

B7b i t sfrsjy^renSo e£77<7*7b, 

>*f?->a> I D4fr<t7v&g«T£j$£nfcfr£;jVr 

tcDT-sy, h^v-tf^i/av i ot\ mm<o<m<otc 

4blciBfl+r-/\*l 0T£f$fftfctllS£p-;^M£ffl<Z> 
T'B, S&SfilfrftiSttS. P-*J/l/teffl<0/c*!>K h 

7>w->av i Dfrtfig*nfcii#, a- v 

7^U3>tfa-v 5*5 07\ U-ytTV-T", fftlifi-^ 

-fyro/ctoicp-^/nct-^vf^-yav i DfrSfefig? 
nte«^» hj£*«6©hj675?71e roj 

msffi^6©ii^77^7ic r i j fr§ii$ns. 

h7Vf7V3>l DB, itao^lCcfc^TS^tl 

[0 3 6 5] 5-f-feVXSiB, 7-<-b>X^B$t::2 k 
eylcJ;?.Tr i p I e -D E STJiWcfctti.ttffiSiT- 
SU, PVx>7x— S'WBg^bfcJcya^lcffliv 3L 

[0 3 6 6] E3 7^#fiSLT, 7"?-bX*Jffll1f$BA C 
mil m^mmSLP I a y_c o u n t <b, »U • ffi 
ia*Jffli1S^Mo v e_c ount i:fr5fS5o 
0»P lay_count,ra- ^KftJWf$6M o v 
e_c ount, fc^tflSaU^/bS a f e_L eve 
I KB, ^-tVftu 1 b y t efrSJ'Ji-renSo 
[0 3 6 7] S£ertfc[H]$fcP I ay_coun t KB, 

Bg^bPVxvyx— SKDS^^ol^-r roj , Bg^ 
{b^vxvyr-^^s^pi^iHia^-r n ~2 5 
4j , fccfetfus^bav^vyr— 5<««R»JPBl;:«4T 

%%Z.t*m- T2 5 5J (TXvfnfrtfS^&^ttS. 
S^plBglslia Ti~254j frS^JiStlfc^*, Bg^ 

<bu yy-y^T— 9&n£*ixzmzn£.?im®mt i 

[0 3 6 8] ^»-^K»J^ttiiMove_count 

(cb, Bg^bPVxvyx— Jf^^-r-fevxro^ifi 

x > V t - i> £ J: ^ < -fe > X(D^iifr TpIT'a& »J , fr 

wiH«*7?iRr*n*ct*wr n~i sj , eg^b 
avrv*?-' ^is^v^-c-byxmthmmm^ 
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ffsjiti. fro, ng^b^Vxvyx— »**V?<(-k 
yxcommt^oJT^m t r 2 4 0 ~ 2 5 
3j » Bg*nba>x>y-x— t&juf^-myzmw) 
mifplitu fro. Bg^kriv^vyx-^fcctif^-f 
-trVX(D«iafr«±*n5J:i:^-r f2 5 4j sav 
Bg^fbn V x y 'V x— £ i: =? << -fe v 7. t J: tf« 

KfriiS'Jiisicffpjjn^c.h^-r r2 5 5j w^-rti 
frfrs$ii$ti^„ • mm^mmmM 0 v e _c o 

un t(c ri~i 5j frS*&£ti/c<!:*x Bg^bnv 
x v •> t — ? 33 <fc 0=5 -r- -tr > Xfr *gS« £ tt5 felcSfiifr 
io*oa£U5*i£. ^LTs Srtlfr roj ic&o/ci: 
*s Bg^bSVxVyx— ?3s&zf : 5<(-t>zo>®Mt$ 

&ummtfn±zti%o $tc. &ii-*tiasiijffl)iiigMo 

v e_c o u n tic T2 4 0~2 5 3j fr#$&$ftfc 
tZ. Bg^bUVxV'Vx— S»*5j:l>*5-<-bVXfr»» 
*ft3«Ki&ffifr1 O^fin^*,, ^ LT> gtffifr2 
5 4(CjtL/c<!:*x 8§^k3VfV77-' S'fcJctf^'T 
•fe>X©8ftfr!*nr;*-tts Bg^buVxVyx-SfcJ: 
tf^-f-feVXroJfiSfrg^n*, ri7~2 3 

9j li*«fflT*5o 

[0 3 6 9] ^SU^US a f e_L evellt 
yx-Zim?* -tr* a 'J x -< 3fflS& LfcH££ 

-fX 1 5 5 0(D<£ , 5(Cs /N-KOXT'tCtoT^+a'J 
x-f£fit«U U>x>^^«B-r^«5fr-b*i'Jx 

[0 3 7 0] H£iWWt$fiACp(i, IbyteOf I 
agt. f I aglC&^TttMtKZimommtfr 
5££. flag ( i ) tit. IbyteCf lag© 
i^vtmzmto *LT\ H4*J®1f«ACptt. f 
lag (OK flag (1 ) . flag (2) +P I 
ay_length, flag (3)+not_aft 
er, flag (4) not_bef ore, flag 
(5) +R e g i o n_c o d efrS/SS, 
[0 3 7 1 3 flag (0) It. Bg^b^Vx>7x- 
9<r>n l £&&Q>mkom z 5*7n?%» flag (1) 

it. (Wt3>f>y7-: SKDmmovjmzTTiTo f i 

ag (2) +P I a y_ I e n g t Mi. Bg^fb^Vx 

Z<D®ttm£<Dy'fXZinro flag (3) + 
no t_a f t e rti, Bi^baVxWx— 5»<0?Jffl 
fr^T-r^B^^-To flag (4) not_bef 
o r el*. Bg^bClVxV'yx— S»Of<Jffl^^7^* 
B^^fo flag (5) +Regio n_c ode 
it. Bg^bnVxV^x-^cOififeEa-K^^r,, ti 



35. flag (3) +not_afte ris^tf f I a 
g (4) n o t_b e f o r eltfc^5Bg^b3Vx> 
yx-SOfiJfflttt* Bf^bUVxVyx— 5f«DSS. 

[0 3 7 2] xiy-5'7^ hRlllISc h e c kou t_ 
counts fi797->l-5g±t5 roj 

•rnfrfrs*^fn5o xxyyyohHrfr&s* 

c h e c k o u t_c o u n t ic ri J-X±©&j fr*$ 

astifct** xi->^7"7h?n*stcis{ifrioo 
acsfu xi^-7'Tv*n5S(c»fiifriootifin? 

[0 3 7 3] 5>-f-feVXfi£#IS5 4 0 3«\ ±xBL/c 
flS03Vf>7 I Dx h5>¥-57->3 V I D, 
VX8I, 7-7-tX»1f«ACmfcJ:t;^»1f$SA 
CpfrS^'f-feVX.fc. xi'V77-7r-prSgUchec 
kout_coun t£*tJv¥y<fmiC%£T5o 

[0 3 7 4] ^ts. %mCDfr£>>)v¥y<flCii?TW. 

^bnvxv^x— ^fccfc^-f-byxii^Ucfc^icv . 

[0 3 7 5] lEKfil^a, M-VxVl/IlVb?:!-* 
5 Oti, #SICDfre , ;'ytf>'7Hcj;^TBg^b=i>x 
x- * fcitf^ -f -fe > x£3tff Lfcfr, *^lcfc 

iLfc3VT>77- S»fr6 'J y tV^CcfcoTBg^b 

A-vx/mvfcfi— s?5 0ii. Hi fcJ:O : 02tc^f 
<V^-*y h853 0£ffll>TK{i+J— OtcDF^T- 

%fr 6 BB^ba Vf > V x- ^ £ cfc f -t > 
t5tf> U •>^>-7"lC t fcyBi^bn>x> , yx-'S'*J: 
t/5-f-bVX*ISI#-r5<!:^tis C<DJ:3*4JIMM5J: 

[0 3 7 6] Lfcfr^T, /\-Vx/U3>ea— ? 5 0 
DfrbU •> tf>^tCj:-3TBg#<b3 VxV-yx- 

E^nSnVxV^x-^frS 'J y tfV^CfeoTBg 
^b^VxV'yx-^fccfclf^-f-feVX^iT^So 

o frei^ba >x>>y x— * fc Jcif^-r -tvx*«»r 

i^l*^<x CD-ROM K^-f^SrtKLTtvhtffi 
l\ *LT. , Jytf>y'i::J:oTBg^b3Vx> , yx- 
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WK5>a-/l/5 1 1^rt®LTl^g«%<, 03 
3 ICS Lfc*tt7o y 7 ®<D&¥mc <fc "3 TUff 3-^5 
V7 l"7l7 , *l«LTtMxtfai\ 
[0 3 7 7] t,^5A,, *SMBlC«fc*/<-V^ba>t; 
a— 5»tt, Uyev^KcfcoTBg^bPVxV'yr-* 

8x7^7 5 2 0-¥>5'T-bVX , ig : Ev''a-;l/5 1 1 (C 

.J; o TBg^fbP yfvy x— > ts&x}^ -r -b >7£g<i 

[0 3 7 8] ';ykfV7'l;: < £2.5'r-b>7H:, /\' 
-Vt/l/3>tf2- ?5 0lcJ:oT£l$*tl£/cAk * 

[0 3 7 9] *^©*S60)B»lcJ:W#. n-Vx/b 
PVfcfa-Sli, ggCDfreS/cli-f >7-*y hE 
flKcfcoTPVxVyx— 5*£fl5tffU ^3>f>7 

x-sicssns-'?*- : 7 (ffisiRrsimi^ti 

M-Po ) cortSKKSUTBi^bPVxVyx-- *fc<fcc>* 
£-T-7cDrtmci£CrcBg^bP>xvyx-733cfc 
[0 3 8 0] 4BllOT«ftfcJma)Eai** v <T«>dT 

[0 1 ] r-*M$/*xZ»*«ttfclMM-*« 
07353. 

[02] fltox-*fi«->;ix/»*^ttfcBWir* 

«wrfe«. 

[03] 01 3b\fctf02K^rx-7Efl->7xi*tf: 
[04] 01*5^^0 2 lOTT-rx— SiEflv^xAK 

So 

[05] 01 &j:t/02u:^rx-7Efi->7xz*K 

fctt*Ea?-/to*a*5*r*W:7~p y^H?*5. 
[06] 01fc\fctf02fc/Tvrx-7EfI->7xMc 
fctt*/ \- y x/l/P > ti - * ayma&mtmin y 

[07] H2tCSr5 r -*EfllS/Xri*lCj5lt*** 

vnmmmmmTimja y 70t*2dSo 
[08] 0i*»j:t;02»t^-rx-'S'Efi->x7 i Aic 

So 

[09] 06^f/<-v±;uavfcfa-*lcrtia* 
nfc? Y-tvxwix/ w x©«wi*^r«w^a y 7 



0T-£5o 

[010] 01fc,£tf02lC;rVrx-7E{Ii'7xL l 

fcttcDSgl C7P-ft- KT'SSo 
[011] 01fc<£tf02U:/TVrx-7E(I->7x^ 

[012] 01fc£im]2K^?x-7EfIi'7xZ» 

/c4f>CDSI3CD7P-x*- t>?fc*. 
[013] 01fc<fct>"02tC5Vrx-*Eflv'7x^ 

fci&CDg 4 ©7 V - h ?35So 
[014] B1fi«fclfH2»C5%r7 s -*Effl*>XxIk 

reborn i®7P-f+-h ?&So 

[015] 0l33J:tf02K;rVtx-- ?Ea->7xA 
2 CD7 P -f - h T'fcSo 

[016] 0ifcj:tf02U;rvtx-7E{r>7x/* 

KfcttS**:i 'Jx-r U-N/KDffi^EfiiftfF^^-rS 
fcA6<&a3<07P-x*- 
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(54) DATA TERMINAL DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a data terminal device capable of ripping 
contents data off in response to regularity in the usage rules of contents data. 
SOLUTION: A watermark detection means 5400 detects a watermark from music data, 
and a watermark decision means 5401 decides whether the usage rule of the detected 
watermark has any regularity. A license generation means 5403 generates a license 
according to the regularity in the usage rules for the watermark. A remark means 5402 
replaces the watermark with the one of which the copying condition for musical data is 
changed according to the regularity in the usage rules for the watermark. A music 
encoder 5404 encodes music data from the remark means 5402 to a prescribed method. 
A cipher means 5405 encrypts music data from the music encoder 5404 by the license 



key generated at the license generation means 5403. 



CLAIMS 



[Claim(s)] 

[Claim 1] Enciphered content data which acquired contents data of a plaintext and 
enciphered said contents data, It is a Data Terminal Equipment which generates a local 
license for decoding said enciphered content data and reproducing, Said local license is 
generated based on duplicate propriety information included in said contents data, An 
enciphered content creating means which enciphers said contents data and generates 
said enciphered content data with a license key contained in the generated local license, 
A cipher-processing means to generate an encryption local license which gave 
encryption original with said generated local license, A Data Terminal Equipment 
which it has a memory measure which memorizes said encryption local license and 
enciphered content data, and a control section, and said control section gives said 
acquired contents data to said enciphered content creating means, and gives said local 
license to said cipher-processing means. 

[Claim 2]Enciphered content data which enciphered contents data, and a license for 
decoding said enciphered content data and reproducing are received from a distributing 
server, And/or, it is a Data Terminal Equipment which generates a local license for 
acquiring said contents data, decoding said enciphered content data and said enciphered 
content data, and reproducing, A license management device which performs mutual 
recognition between said distributing servers, and receives said enciphered content data 
and said license from said distributing server, and holds said license, Said local license 
is generated based on duplicate propriety information included in said contents data, An 
enciphered content creating means which enciphers said contents data and generates 
said enciphered content data with a license key contained in the generated local license, 
Have a cipher-processing means to generate an encryption local license which gave 
encryption original with said generated local license, a memory measure which 
memorizes said license, said encryption local license, and said enciphered content data, 
and a control section, and said control section, A Data Terminal Equipment which gives 
said acquired contents data to said enciphered content creating means, and gives said 
local license to said cipher-processing means. 

[Claim 3]Enciphered content data which enciphered contents data, and a license for 
decoding said enciphered content data and reproducing are received from a distributing 
server, And/or, are a local license for acquiring said contents data, decoding said 
enciphered content data and said enciphered content data, and reproducing a Data 
Terminal Equipment to generate, and by software. A license management module which 
performs mutual recognition between said distributing servers, and receives said 
enciphered content data and said license from said distributing server, Said local license 
is generated based on duplicate propriety information included in said contents data, An 
enciphered content creating means which enciphers said contents data and generates 
said enciphered content data with a license key contained in the generated local license, 
A cipher-processing means to generate an encryption license which gave encryption 
original with an encryption local license which gave encryption original with said 
generated local license, or said received license, A memory measure which memorizes 
said encryption license, said encryption local license, and said enciphered content data, 
A Data Terminal Equipment which it has a control section, and said control section 
gives said acquired contents data to said enciphered content creating means, and gives 
said local license and said license to said cipher-processing means. 



[Claim 4] Enciphered content data which enciphered contents data, and a license for 
decoding said enciphered content data and reproducing are received from a distributing 
server, And/or, it is a Data Terminal Equipment which generates a local license for 
acquiring said contents data, decoding said enciphered content data and said enciphered 
content data, and reproducing, By a license management device which performs mutual 
recognition between said distributing servers, and receives said enciphered content data 
and said license from said distributing server, and holds said license, and software. A 
license management module which performs mutual recognition between said 
distributing servers, and receives said enciphered content data and said license from said 
distributing server, Said local license is generated based on duplicate propriety 
information included in said contents data, An enciphered content creating means which 
enciphers said contents data and generates said enciphered content data with a license 
key contained in the generated local license, and an encryption local license which gave 
encryption original with said generated local license, Or a cipher-processing means to 
generate an encryption license which gave encryption original with a license received 
with said license management module, Have a memory measure which memorizes said 
encryption license, said encryption local license, and said enciphered content data, and a 
control section, and said control section, A Data Terminal Equipment which gives said 
acquired contents data to said enciphered content creating means, and gives said license 
and said local license to said cipher-processing means. 

[Claim 5]Said enciphered content creating means generates further a number for lending 
out said generated enciphered content data and a local license to other devices which 
can be lent out, and said cipher-processing means, A Data Terminal Equipment given in 
any 1 paragraph of claim 1 to claim 4 which gives encryption original with said local 
license and said number which can be lent out, and generates said encryption local 
license. 

[Claim 6]Have further a file generating means to generate a license management file 
which includes said encryption local license at least, and said control section, A Data 
Terminal Equipment given in any 1 paragraph of claim 1 to claim 5 which gives said 
enciphered content data and said license management file to said memory measure. 
[Claim 7] A Data Terminal Equipment given in any 1 paragraph of claim 1 to claim 6 in 
which said enciphered content creating means generates a local license reflecting said 
duplicate permit information when said duplicate propriety information is the duplicate 
permit information to which a duplicate is permitted. 

[Claim 8] When said enciphered content creating means is duplicate permit information 
which said duplicate propriety information permits a duplicate, When a local license 
reflecting said duplicate permit information is generated and said contents data does not 
include said duplicate propriety information, A Data Terminal Equipment given in any 
1 paragraph of claim 1 to claim 6 which generates a local license which forbade a 
duplicate and movement of a license for decoding said enciphered content data and 
reproducing. 

[Claim 9]A Data Terminal Equipment given in any 1 paragraph of claim 1 to claim 8 
which is further equipped with a medium driving means which drives a recording 
medium which recorded said contents data, and said control section gives contents data 
which said medium driving means read from said recording medium to said enciphered 
content creating means. 

[Claim 10] A Data Terminal Equipment given in any 1 paragraph of claim 1 to claim 8 
which gives contents data which said control section received by the Internet to said 
enciphered content creating means. 

[Claim 1 1]A Data Terminal Equipment given in any 1 paragraph of claim 1 to claim 10 
characterized by comprising the following. 



A duplicate propriety information detection means in which said enciphered content 
creating means detects said duplicate propriety information from said contents data. 
A duplicate propriety information judging means which judges said detected duplicate 
propriety information. 

A license creating means which generates said local license based on a decision result of 
said duplicate propriety information judging means. 

Cryptographer stage which enciphers said contents data with said license key. 

[Claim 12] A Data Terminal Equipment given in any 1 paragraph of claim 1 to claim 10 
characterized by comprising the following. 

A duplicate propriety information detection means in which said enciphered content 
creating means detects said duplicate propriety information from said contents data. 
A duplicate propriety information judging means which judges said detected duplicate 
propriety information. 

A duplicate alteration-of-condition means which changes duplicate conditions based on 
a decision result of said duplicate propriety information judging means, and is written in 
said contents data. 

An encoding means which codes contents data from said duplicate 
alteration-of-condition means to a prescribed method, A license creating means which 
generates said local license based on a decision result of said duplicate propriety 
information judging means, and a cryptographer stage which enciphers contents data 
coded by said prescribed method with said license key. 

[Claim 13]The Data Terminal Equipment according to claim 12 which generates said 
local license, comprising: 

A content identifier as which said license creating means specifies said enciphered 
content data. 

A communication identifier which specifies communication when lending out said 
enciphered content data and said license to other devices. 
Said license key. 

A recorder access condition over a data recorder which records said enciphered content 
data and said local license, and a playback equipment access condition over a data 
reproduction apparatus which decodes said enciphered content data and is reproduced 
according to said license. 

[Claim 14] Said content identifier and said communication identifier, Comprise a fixed 
area and a management domain following said fixed area, and said license creating 
means, A local signal which shows that said content identifier or said communication 
identifier was generated in a Data Terminal Equipment is written in said fixed area, The 
Data Terminal Equipment according to claim 13 which writes an identification number 
corresponding to said enciphered content data in said management domain, and 
generates a content identifier and a communication identifier. 

[Claim 15]The Data Terminal Equipment according to claim 13 in which said license 
creating means generates said communication identifier and said license key by 
generating of a random number. 

[Claim 16]The Data Terminal Equipment comprising according to claim 13: 
The number of times of refreshable to which said recorder access condition expresses 
propriety and the number of times of possible of reproduction of said enciphered 
content data. 

Move copy control information which controls movement and a duplicate of said 
enciphered content data and a local license. 



Protecting level information showing a protecting level of said local license. 

[Claim 17]The Data Terminal Equipment comprising according to claim 16: 
The 1st number of times of refreshable that comprises a fixed value as which said 
number of times of refreshable expresses a reproduction failure of said enciphered 
content data. 

The 2nd number of times of refreshable that comprises a variation which carries out 
monotone decreasing whenever it permits reproduction of said enciphered content data. 
The 1st control information to which it changes from the 3rd number of times of 
refreshable that permits reproduction of said enciphered content data indefinitely and 
which said move copy control information forbids movement and a duplicate of said 
enciphered content data and said local license. 

The 2nd control information that forbids movement of said enciphered content data and 
said local license, and permits a duplicate of said enciphered content data and said local 
license conditionally, The 3rd control information that permits movement and a 
duplicate of said enciphered content data and said local license conditionally, The 4th 
control information that permits movement of said enciphered content data and said 
local license, and forbids a duplicate of said enciphered content data and said local 
license, The 5th control information that permits indefinitely movement and a duplicate 
of said enciphered content data and said local license. 

[Claim 18]Including a variation which carries out monotone decreasing of said 2nd 
control information for every duplicate of said enciphered content data and said local 
license, and expresses the number of times which can be reproduced, said 3rd control 
information, The Data Terminal Equipment according to claim 17 containing a variation 
which carries out a monotone increase for every movement and duplicate of said 
enciphered content data and said local license. 

[Claim 19]The Data Terminal Equipment comprising according to claim 13: 

The 1st signal with which said playback equipment access condition shows conversion 

propriety of reproduction speed of said enciphered content data. 

The 2nd signal that shows propriety of edit of said enciphered content data. 

The 3rd signal that shows size of refreshable enciphered content data. 

The 4th signal that shows the time of the final day of use of said enciphered content data, 

the 5th signal that shows the time of a use opening day of said enciphered content data, 

and an area code. 

[Claim 20]The Data Terminal Equipment comprising according to claim 13: 
Inhibition information which said lending information forbids a loan of said enciphered 
content data and said local license. 

Loan permit information which carries out monotone decreasing for every loan of said 
enciphered content data and said local license, and carries out a monotone increase for 
every return of said enciphered content data and said local license. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the Data Terminal Equipment used in 
the data distribution system which makes copyright protection to the copied information 



possible. 
[0002] 

[Description of the Prior Art] Each user is able to access network information easily in 
recent years with the terminal for the individuals [ progress / of 
information-and-telecommunications networks, such as the Internet, etc. ] using a 
portable telephone etc. 

[0003]In such an information-and-telecommunications network, information is 
transmitted by a digital signal. Therefore, it is possible to perform a copy of data, 
without producing most degradation of the tone quality by such a copy, or image quality, 
even when an individual user copies the music and picture image data which were 
transmitted, for example in the above information-and-telecommunications networks. 
[0004]Therefore, if the policy for suitable copyright protection is not taken when the 
creation thing in which the right of authors, such as music data and image data, exists in 
such an information-and-telecommunications screen oversize is transmitted, there is a 
possibility of infringing on right of an owner of a copyright remarkably. 
[0005]On the other hand, supposing it cannot give top priority to the purpose of 
copyright protection and cannot distribute work data via the digital information 
communications network to expand rapidly, it will become rather disadvantageous also 
for the owner of a copyright who can collect a fixed royalty when reproducing work 
data fundamentally. 

[0006]If it thinks and sees here not taking the case of distribution through the above 
digital information communications networks but taking the case of the recording 
medium which recorded digital data, Usually, about CD (compact disk) which recorded 
the music data currently sold, the copy of the music data from CD to magneto-optical 
discs (MD etc.) can be freely performed in principle, as long as the copied music 
concerned is stopped to individual use. However, the individual user who performs 
digital sound recording etc. is to pay an owner of a copyright indirectly the constant 
sum of the prices for media, such as digital-sound-recording apparatus itself and MD, as 
guarantee money. 

[0007] And when the music data which is a digital signal is copied to MD from CD, It 
has come to be unable to perform copying music information to MD of further others as 
digital data from recordable MD on the composition of apparatus in view of these 
information being the digital data which does not almost have copy degradation for 
copyright protection. 

[0008] Since distributing music data and image data to the public through a digital 
information communications network also from such a situation is an act from which 
itself receives restriction by rights of public transmission of an owner of a copyright, 
sufficient policy for copyright protection needs to be devised. 
[0009]In this case, it is necessary for the contents data received once to prevent being 
reproduced still more freely about the contents data of music data, image data, etc. 
which is works transmitted to the public through an 
information-and-telecommunications network. 

[0010]Then, the data distribution system with which the distributing server holding the 
enciphered content data which enciphered contents data distributes enciphered content 
data via a terminal unit to the memory card with which terminal units, such as a portable 
telephone, were equipped is proposed. In this data distribution system, the open 
encryption key and certificate of the memory card beforehand attested by the certificate 
authority are transmitted to a distributing server in the case of the distribution request of 
enciphered content data, After checking having received the certificate in which the 
distributing server was attested, the license key for decoding enciphered content data 
and enciphered content data to a memory card is transmitted. And when distributing 



enciphered content data and a license key, a distributing server and a memory card 
generate a different session key for every distribution, with the generated session key, 
encipher an open encryption key and exchange keys a distributing server and between 
memory cards. 

[001 l]Eventually, a distributing server transmits the license which it was enciphered 
with the open encryption key of memory card each, and was further enciphered with the 
session key, and enciphered content data to a memory card. And a memory card records 
the license key and enciphered content data which were received on a memory card. 
[001 2] And a cellular phone is equipped with a memory card when reproducing the 
enciphered content data recorded on the memory card. A cellular phone also has a 
dedicated communication circuit for decoding the enciphered content data from a 
memory card other than the usual telephone function, and reproducing, and outputting 
to the exterior. 

[0013]Thus, the user of a portable telephone can receive enciphered content data from a 
distributing server using a portable telephone, and can reproduce the enciphered content 
data. 

[00 14] On the other hand, distributing enciphered content data to a personal computer 
using the Internet is also performed. And in distribution of the enciphered content data 
to a personal computer, Distribution of enciphered content data is performed by the 
software installed in the personal computer, and the security to enciphered content data 
is lower than the case where enciphered content data is written in a memory card. If a 
personal computer is equipped with a device with the same security as the 
above-mentioned memory card, it is possible to perform the same distribution as the 
distribution of enciphered content data to the above-mentioned portable telephone to a 
personal computer. 

[0015]If it does so, a personal computer will receive enciphered content data with the 
installed software and the above-mentioned device. That is, a personal computer 
receives the enciphered content data in which security levels differ. 
[0016]It is also performed that the audio CD on which music data was recorded has 
spread widely, and acquires music data from this audio CD by ripping. And the license 
for decoding encrypted music data (enciphered content data) and its encrypted music 
data, and reproducing from music data, by this ripping, is generated. And in this ripping, 
the watermark which makes the use rule of contents data is detected from contents data, 
and enciphered content data and a license are generated according to the contents of that 
detected watermark. 
[0017] 

[Problem(s) to be Solved by the Invention] However, it has only specified that the 
present watermark generates the license which forbade movement and the duplicate of 
the license which completely forbid generation of enciphered content data and a license, 
or decode enciphered content data and are reproduced. Therefore, even if enciphered 
content data and a license are acquirable by ripping, can move the enciphered content 
data and license, or they cannot be reproduced. The appearance of the watermark which 
accepted the use regularity of contents data still more widely is also assumed, and 
ripping which suited such a watermark cannot be performed by the present ripping from 
now on. 

[0018]then, this invention is made in order to solve this problem, and it comes out. The 
purpose is to provide the Data Terminal Equipment which can carry out ripping of the 
contents data according to the use regularity of data. 

[0019] 

[The means for solving a technical problem and an effect of the invention] The 



enciphered content data which the Data Terminal Equipment by this invention acquired 
the contents data of the plaintext, and enciphered contents data, It is a Data Terminal 
Equipment which generates the local license for decoding enciphered content data and 
reproducing, A local license is generated based on the duplicate propriety information 
included in contents data, The enciphered content creating means which enciphers 
contents data and generates enciphered content data with the license key contained in 
the generated local license, A cipher-processing means to generate the encryption local 
license which gave encryption original with the generated local license, Having a 
memory measure which memorizes an encryption local license and enciphered content 
data, and a control section, a control section gives the acquired contents data to an 
enciphered content creating means, and gives a local license to a cipher-processing 
means. 

[0020] In a Data Terminal Equipment by this invention, duplicate propriety information 
included in contents data of a plaintext is detected, and a local license is generated 
according to the contents of that detected duplicate propriety information. A local 
license contains a license key for enciphering contents data. If a local license is 
generated, with a license key contained in a local license, contents data will be 
enciphered and enciphered content data will be generated. And original encryption is 
given and a generated local license is memorized by memory measure with enciphered 
content data as an encryption local license. 

[0021] Therefore, according to this invention, a local license which decodes enciphered 
content data and its enciphered content data, and is reproduced according to duplicate 
propriety information from contents data of a plaintext is generable. 
[0022]Enciphered content data in which a Data Terminal Equipment by this invention 
enciphered contents data, A license for decoding enciphered content data and 
reproducing is received from a distributing server, And/or, it is a Data Terminal 
Equipment which generates a local license for acquiring contents data, decoding 
enciphered content data and enciphered content data, and reproducing, A license 
management device which performs mutual recognition between distributing servers, 
and receives enciphered content data and a license from a distributing server, and holds 
a license, A local license is generated based on duplicate propriety information included 
in contents data, An enciphered content creating means which enciphers contents data 
and generates enciphered content data with a license key contained in the generated 
local license, A cipher-processing means to generate an encryption local license which 
gave encryption original with a generated local license, Have a memory measure which 
memorizes a license, an encryption local license, and enciphered content data, and a 
control section, and a control section gives acquired contents data to an enciphered 
content creating means, A local license is given to a cipher-processing means. 
[0023] While enciphered content data and a license are received from a distributing 
server and a license is held by hardware in a Data Terminal Equipment by this invention, 
Enciphered content data and a local license are generated from contents data of a 
plaintext, original encryption is given and a local license is held by software. 
[0024]Therefore, according to this invention, in a Data Terminal Equipment which can 
receive enciphered content data and a license from a distributing server, enciphered 
content data and a local license are generable from contents data of a plaintext 
according to duplicate propriety information. 

[0025]Enciphered content data in which a Data Terminal Equipment by this invention 
enciphered contents data, A license for decoding enciphered content data and 
reproducing is received from a distributing server, And/or, are a local license for 
acquiring contents data, decoding enciphered content data and enciphered content data, 
and reproducing a Data Terminal Equipment to generate, and by software. A license 



management module which performs mutual recognition between distributing servers, 
and receives enciphered content data and a license from a distributing server, A local 
license is generated based on duplicate propriety information included in contents data, 
An enciphered content creating means which enciphers contents data and generates said 
enciphered content data with a license key contained in the generated local license, A 
cipher-processing means to generate an encryption license which gave encryption 
original with a received license which gave encryption original with a generated local 
license, and to which it encryption-local-licensed, Have a memory measure which 
memorizes an encryption license, an encryption local license, and enciphered content 
data, and a control section, and a control section, Acquired contents data is given to an 
enciphered content creating means, and a local license and a license are given to a 
cipher-processing means. 

[0026]While enciphered content data and a license are received from a distributing 
server and a license is held by software in a Data Terminal Equipment by this invention, 
Enciphered content data and a local license are generated from contents data of a 
plaintext, original encryption is given and a local license is held by software. 
[0027]Therefore, according to this invention, in a Data Terminal Equipment which can 
receive enciphered content data and a license from a distributing server, enciphered 
content data and a local license are generable [ from contents data of a plaintext ] by 
software according to duplicate propriety information. 

[0028]Enciphered content data in which a Data Terminal Equipment by this invention 
enciphered contents data, A license for decoding enciphered content data and 
reproducing is received from a distributing server, And/or, it is a Data Terminal 
Equipment which generates a local license for acquiring contents data, decoding 
enciphered content data and enciphered content data, and reproducing, By a license 
management device which performs mutual recognition between distributing servers, 
and receives enciphered content data and a license from a distributing server, and holds 
a license, and software. A license management module which performs mutual 
recognition between distributing servers, and receives enciphered content data and a 
license from a distributing server, A local license is generated based on duplicate 
propriety information included in contents data, An enciphered content creating means 
which enciphers contents data and generates enciphered content data with a license key 
contained in the generated local license, and an encryption local license which gave 
encryption original with a generated local license, Or a cipher-processing means to 
generate an encryption license which gave encryption original with a license received 
with a license management module, Having a memory measure which memorizes an 
encryption license, an encryption local license, and enciphered content data, and a 
control section, a control section gives acquired contents data to an enciphered content 
creating means, and gives a license and a local license to a cipher-processing means. 
[0029] A Data Terminal Equipment by this invention acquires enciphered content data 
and a license by three methods. The 1st method is a method of receiving enciphered 
content data and a license from a distributing server, and holding a license by hardware. 
The 2nd method is methods of software receiving enciphered content data and a license, 
and holding a license. And the 3rd method is the methods of generating enciphered 
content data and a local license from contents data of a plaintext, giving encryption 
original with a local license, and holding by software. 

[0030]Therefore, in [ according to this invention ] a Data Terminal Equipment which 
can receive enciphered content data and a license by hardware and software from a 
distributing server, According to duplicate propriety information, enciphered content 
data and a local license are generable from contents data of a plaintext. 
[0031 ]Preferably an enciphered content creating means of a Data Terminal Equipment, 



Generating further a number for lending out enciphered content data and a local license 
which were generated to other devices which can be lent out, a cipher-processing means 
gives encryption original with a local license and a number which can be lent out, and 
generates an encryption local license. 

[0032]When generating enciphered content data and a local license from contents data 
of a plaintext in a Data Terminal Equipment, A number for lending out enciphered 
content data and a local license to other devices which can be lent out is generated, and 
the generated number which can be lent out is enciphered and managed with a local 
license. 

[0033]. Therefore, according to this invention, generate enciphered content data and a 
local license from contents data of a plaintext. Enciphered content data and a local 
license which were acquired by what is called ripping can be taken out from a Data 
Terminal Equipment with which enciphered content data and a local license were held. 
[0034]Having further a file generating means to generate preferably a license 
management file which includes an encryption local license at least, a control section 
gives enciphered content data and a license management file to a memory measure. 
[003 5] An encryption local license generated and enciphered in a Data Terminal 
Equipment is recorded on a license management file, and is held at a memory measure. 
[0036]Therefore, in this invention, a generated local license is put into a file and can be 
managed in soft. 

[0037]Preferably, an enciphered content creating means of a Data Terminal Equipment 
generates a local license reflecting duplicate permit information, when duplicate 
propriety information is the duplicate permit information to which a duplicate is 
permitted. 

[003 8] When duplicate propriety information included in contents data of a plaintext is 
the duplicate permit information of permitting a duplicate up to 10 times, for example, 
local licenses including the number of times of duplicate permission which permitted a 
duplicate up to 10 times are generated. 

[0039]Therefore, according to this invention, if contents data can be reproduced, based 
on duplicate permit information, enciphered content data and a local license which can 
be reproduced are generable. 

[0040]Preferably an enciphered content creating means of a Data Terminal Equipment, 
When duplicate propriety information is the duplicate permit information to which a 
duplicate is permitted, a local license reflecting duplicate permit information is 
generated and contents data does not include duplicate propriety information, A local 
license which forbade a duplicate and movement of a license for decoding enciphered 
content data and reproducing is generated. 

[0041] When duplicate propriety information included in contents data of a plaintext is 
what permits a duplicate of contents data, When a local license to which a duplicate of 
enciphered content data and a local license is permitted according to the contents of 
permission is generated and contents data does not include duplicate propriety 
information, A local license which forbids a duplicate and movement of enciphered 
content data and a license is generated. That is, when contents data is contents data of a 
kind which does not include duplicate propriety information, a Data Terminal 
Equipment, A local license which makes it the contents to forbid a duplicate and 
movement of enciphered content data and a local license which were generated by 
ripping although a local license is ungenerable according to duplicate propriety 
information is generated, Enciphered content data and a local license are acquired by 
ripping. 

[0042]Therefore, a local license which determined enciphered content data and the 
contents of a duplicate of a local license according to a kind of contents data inputted 



into a Data Terminal Equipment is generable. 

[0043]Preferably, a Data Terminal Equipment is further provided with a medium 
driving means which drives a recording medium which recorded contents data, and a 
control section gives contents data which a medium driving means read from a 
recording medium to an enciphered content creating means. 

[0044] If a Data Terminal Equipment is equipped with a recording medium with which 
contents data was recorded, a medium driving means will read contents data from a 
recording medium. And a control section gives contents data which a medium driving 
means read to an enciphered content creating means, and an enciphered content creating 
means, A local license is generated according to duplicate propriety information 
included in contents data, with a license key contained in the local license, contents data 
is enciphered and enciphered content data is generated. 

[0045]Therefore, according to this invention, enciphered content data and a local license 
are acquirable from contents data recorded and distributed to a medium. 
[0046]Preferably, a control section of a Data Terminal Equipment gives contents data 
received by the Internet to an enciphered content creating means. 

[0047] A control section of a Data Terminal Equipment gives contents data of a plaintext 
distributed by the Internet to an enciphered content creating means. And an enciphered 
content creating means generates a local license according to duplicate propriety 
information included in contents data, with a license key contained in the local license, 
enciphers contents data and generates enciphered content data. "Contents data received 
by the Internet 11 gives encryption by a public key etc., does not mean contents data 
which data gave, was performed and was received between distributing servers, and 
means contents data distributed by the usual Internet. 

[0048]Therefore, according to this invention, enciphered content data and a local license 
are generable from contents data distributed by the Internet which has spread widely. 
[0049]Preferably an enciphered content creating means of a Data Terminal Equipment, 
A duplicate propriety information detection means which detects duplicate propriety 
information from contents data, A duplicate propriety information judging means which 
judges detected duplicate propriety information, a license creating means which 
generates a local license based on a decision result of a duplicate propriety information 
judging means, and a cryptographer stage which enciphers contents data with a license 
key are included. 

[0050]Contents data inputted into a Data Terminal Equipment is inputted into an 
enciphered content creating means. And in an enciphered content creating means, 
duplicate propriety information is detected from contents data by a duplicate propriety 
information detection means, and the contents of duplicate propriety information are 
judged by a duplicate propriety information judging means. And a license creating 
means generates a local license according to a decision result by a duplicate propriety 
information judging means. That is, if the contents of duplicate propriety information 
permit a duplicate of contents data, Generate a local license which set up the number of 
times of a duplicate of a local license, and when the contents of duplicate propriety 
information are what forbids a duplicate of contents data, If a local license is not 
generated and duplicate propriety information is not included, a local license which 
forbade a duplicate and movement of enciphered content data and a local license is 
generated. With a license key contained in a generated local license, a cryptographer 
stage enciphers contents data and generates enciphered content data. 
[0051]Therefore, according to this invention, a local license is generated according to 
the contents of duplicate propriety information included in contents data, and 
enciphered content data and a local license can be acquired by ripping. 
[0052]Preferably an enciphered content creating means of a Data Terminal Equipment, 



A duplicate propriety information detection means which detects duplicate propriety 
information from contents data, A duplicate propriety information judging means which 
judges detected duplicate propriety information, and a duplicate alteration-of-condition 
means which changes duplicate conditions based on a decision result of a duplicate 
propriety information judging means, and is written in contents data, An encoding 
means which codes contents data from a duplicate alteration-of-condition means to a 
prescribed method, A license creating means which generates a local license based on a 
decision result of a duplicate propriety information judging means, and a cryptographer 
stage which enciphers contents data coded by prescribed method with a license key are 
included. 

[0053]Contents data inputted into a Data Terminal Equipment is inputted into an 
enciphered content creating means. And in an enciphered content creating means, 
duplicate propriety information is detected from contents data by a duplicate propriety 
information detection means, and the contents of duplicate propriety information are 
judged by a duplicate propriety information judging means. And a license creating 
means generates a local license according to a decision result by a duplicate propriety 
information judging means. That is, if the contents of duplicate propriety information 
permit a duplicate of contents data, Generate a local license which set up the number of 
times of a duplicate of a local license, and when the contents of duplicate propriety 
information are what forbids a duplicate of contents data, If a local license is not 
generated and duplicate propriety information is not included, a local license which 
forbade a duplicate and movement of enciphered content data and a local license is 
generated. A duplicate alteration-of-condition means changes duplicate conditions 
according to a decision result of a duplicate propriety information judging means, and 
rewrites duplicate propriety information included in contents data by the changed 
duplicate condition. And an encoding means codes contents data in which duplicate 
propriety information was rewritten to a prescribed method, and with a license key 
contained in a generated local license, a cryptographer stage enciphers contents data and 
generates enciphered content data. 

[0054]Therefore, according to this invention, contents data can be lawfully reproduced 
by writing a use rule of contents data in duplicate propriety information in inside. 
[0055]Preferably a license creating means of a Data Terminal Equipment, A content 
identifier which specifies enciphered content data, and a communication identifier 
which specifies communication when lending out enciphered content data and a license 
to other devices, A license key and a recorder access condition over a data recorder 
which records enciphered content data and a local license, A local license which 
comprises a playback equipment access condition over a data reproduction apparatus 
which decodes enciphered content data and is reproduced according to a license is 
generated. 

[0056] A license creating means generates a content identifier which constitutes a local 
license, a communication identifier, a license key, a recorder access condition, and a 
playback equipment access condition. 

[0057]Therefore, according to this invention, a local license for protecting 
communication to other devices of enciphered content data acquired by ripping and 
reproduction is generable. 

[0058]Preferably a content identifier and a communication identifier, Comprise a fixed 
area and a management domain following a fixed area, and a license creating means, A 
local signal which shows that a content identifier or a communication identifier was 
generated in a Data Terminal Equipment is written in a fixed area, an identification 
number corresponding to enciphered content data is written in a management domain, 
and a content identifier and a communication identifier are generated. 



[0059]A license creating means to a fixed area of a content identifier and a 
communication identifier. A local signal which shows that a content identifier and a 
communication identifier were generated in a Data Terminal Equipment is written in, 
and each identification number for specifying communication of contents or contents 
data as a management domain of a content identifier and a communication identifier is 
written in. 

[0060]Therefore, if a fixed area of a content identifier which constitutes a local license 
according to this invention, and a communication identifier is seen, it turns out easily 
that that license was generated with a Data Terminal Equipment. 
[0061] Preferably, a license creating means of a Data Terminal Equipment generates a 
communication identifier and a license key by generating of a random number. 
[0062] A license creating means generates a random number based on duplicate 
propriety information, and generates ********** and a license key. 
[0063]Therefore, according to this invention, a communication identifier and a license 
key which are hard to be detected from the exterior are generable. 
[0064]Preferably a recorder access condition which constitutes a local license, The 
number of times showing propriety and the number of times of possible of reproduction 
of enciphered content data of refreshable, move copy control information which 
controls movement and a duplicate of enciphered content data and a local license, and 
protecting level information showing a protecting level of a local license are comprised. 
[0065] As an access condition over a data recorder with which enciphered content data 
and a local license are recorded, The number of times of refreshable of enciphered 
content data, enciphered content data, move copy control information of a local license, 
and a protecting level of a local license are generated. 

[0066]Therefore, according to this invention, reproduction, movement, and a duplicate 
of enciphered content data are controllable by the number of times of refreshable, or 
move copy control information. According to a protecting level, a local license is 
manageable. 

[0067]The number of times of refreshable which constitutes a recorder access condition 
preferably, The 1st number of times of refreshable that comprises a fixed value showing 
a reproduction failure of enciphered content data, The 2nd number of times of 
refreshable that comprises a variation which carries out monotone decreasing whenever 
it permits reproduction of enciphered content data, Move copy control information 
which comprises the 3rd number of times of refreshable that permits reproduction of 
enciphered content data indefinitely, and constitutes a recorder access condition, The 1 st 
control information that forbids movement and a duplicate of enciphered content data 
and a local license, The 2nd control information that forbids movement of enciphered 
content data and a local license, and permits a duplicate of enciphered content data and 
a local license conditionally, The 3rd control information that permits movement and a 
duplicate of enciphered content data and a local license conditionally, Movement of 
enciphered content data and a local license is permitted, and the 4th control information 
that forbids a duplicate of enciphered content data and a local license, and the 5th 
control information that permits indefinitely movement and a duplicate of enciphered 
content data and a local license are comprised. 

[0068]Therefore, according to this invention, reproduction of enciphered content data, 
and movement and a duplicate of enciphered content data and a local license are 
controllable in detail. 

[0069]Preferably the 2nd control information on move copy control information, The 
3rd control information on move copy control information contains a variation which 
carries out a monotone increase for every movement and duplicate of enciphered 
content data and a local license including a variation which carries out monotone 



decreasing for every duplicate of enciphered content data and a local license, and 
expresses the number of times which can be reproduced. 

[0070]Therefore, according to this invention, movement and a duplicate of enciphered 
content data and a license are controllable by a method according to each contents of 
movement of enciphered content data and a license, and the duplicate. 
[0071 ]The 1st signal with which a playback equipment access condition shows 
conversion propriety of reproduction speed of enciphered content data preferably, The 
2nd signal that shows propriety of edit of enciphered content data, the 3rd signal that 
shows size of refreshable enciphered content data, the 4th signal that shows the time of 
the final day of use of enciphered content data, the 5th signal that shows the time of a 
use opening day of enciphered content data, and an area code are comprised. 
[0072]Therefore, according to this invention, reproduction of enciphered content data is 
controllable in detail. 

[0073] Inhibition information which lending information forbids a loan of enciphered 
content data and a local license preferably, Monotone decreasing is carried out for every 
loan of enciphered content data and a local license, and loan permit information which 
carries out a monotone increase for every return of enciphered content data and a local 
license is comprised. 

[0074]Therefore, according to this invention, a loan to enciphered content data acquired 

by ripping and other devices of a local license is correctly controllable. 

[0075] 

[Embodiment of the Invention] It explains in detail, referring to drawings for an 
embodiment of the invention. Identical codes are given to a portion same in the inside 
of a figure, or considerable, and the explanation is not repeated. 
[0076] Drawing 1 is a schematic diagram for explaining notionally the entire 
configuration of the data distribution system with which the Data Terminal Equipment 
(personal computer) by this invention acquires enciphered content data. 
[0077] Although explained taking the case of the composition of the data distribution 
system which distributes digital music data to each personal computer via the memory 
card 110 equipped with digital music data by the user's cellular phone via the portable 
telephone network, or the Internet below, When distributing the contents data as other 
works, for example, image data, dynamic image data, etc., this invention can be applied 
without being limited in such a case, so that it may become clear by the following 
explanation. 

[0078]With reference to drawing 1 , the distribution career 20 relays the distribution 
request (distribution request) from a user obtained through the self portable telephone 
network to the distributing server 10. The distributing server 10 which manages the 
music data in which copyright exists, . [ whether the memory card 110 with which the 
portable telephone user's portable telephone 100 accessed in quest of data distribution 
was equipped has just authentication data, and ] Namely, after performing 
authenticating processing of whether to be a regular memory card and enciphering 
music data (it is also called contents data below) with a predetermined cipher system to 
a just memory card, The license containing the license key for decoding enciphered 
content data as information required for the cellular phone company which is the 
distribution career 20 for distributing data in order to reproduce such enciphered content 
data and enciphered content data is given. 

[0079]The distribution career 20 distributes enciphered content data and a license via a 
portable telephone network and the portable telephone 100 to the memory card 1 10 with 
which the portable telephone 100 which transmitted the distribution request through the 
self portable telephone network was equipped. 

[0080]In drawing 1, it has the composition that a portable telephone user's portable 



telephone 100 is equipped with the removable memory card 110, for example. The 
memory card 1 10 receives the enciphered content data received by the portable 
telephone 100, and after it decodes the encryption performed in the above-mentioned 
distribution, it gives it to the music reproduction section (not shown) in the portable 
telephone 100. 

[0081] furthermore — a portable telephone user passes the head telephone 130 grade 
linked to the portable telephone 100, for example — such contents data - "— 
reproducing, 11 carrying out and hearing is possible. 

[0082]By having such composition, first, if the memory card 1 10 is not used, in 
response to distribution of contents data, it will become difficult composition from the 
distributing server 10 to play music. 

[0083]By and the thing for which the frequency is calculated in the distribution career 
20 whenever it distributes the contents data for one music. If the distribution career 20 
presupposes that the royalty generated whenever a portable telephone user receives 
contents data (download) is collected with the phonecall charges of a portable telephone, 
it will become easy for an owner of a copyright to secure a royalty. 
[0084]In drawing 1 , the distributing server 10 receives the distribution request from the 
user of a personal computer who got through the modem 40 and Internet network 30. So 
then. [ whether the distributing server 10 is accessed using the software provided with 
the license management module for which the personal computer 50 accessed in quest 
of data distribution has just authentication data, and ] Namely, after enciphering music 
data with a predetermined cipher system to the personal computer which performed 
authenticating processing of whether to be a regular license management module, and 
was provided with the just license management module, Such enciphered content data 
and a license are transmitted via Internet network 30 and the modem 40. The license 
management module of the personal computer 50 records the received enciphered 
content data on a hard disk (HDD) etc. as it is, and after enciphering and protecting the 
received license, it is recorded on HDD. 

[0085]It is having the license management device (hardware) provided with the function 
as the function in connection with the license management of the license management 
module of the memory card 1 10 the personal computer 50 being the same, It is a 
security level higher than the security level recorded on HDD, namely, distribution of 
the same security level as having received using the portable telephone 100 and the 
memory card 1 10 can be received. The distributing server 10 to enciphered content data 
and a license are received from the distributing server 10 via the modem 40 and Internet 
network 30. At this time, a license is directly received and recorded in a license 
management device using the encryption communication way according to a 
predetermined procedure between the distributing server 10 and a license management 
module. Enciphered content data is recorded on HDD as it is. This license management 
device has a high security level compared with the license management module which 
holds transmission and reception of a license, and the confidentiality of management in 
hard like the memory card 110, and holds confidentiality by software. The security level 
which maintains confidentiality by hardwares, such as the memory card 1 10 or a license 
management device, in order to distinguish a security level and a license is called the 
level 2, Suppose that the license which required the security of the level 2 and was 
distributed is called level 2 license. Suppose that similarly the security level which 
maintains confidentiality with software like a license management module is called 
level 1, and the license which required the security level of level 1 and was distributed 
is called a level 1 license. A license management device and a license management 
module are explained in detail later. 

[0086] In drawing 1 , the personal computer 50, The enciphered content data limited to 



local use from the music data acquired from the audio CD (Compact Disk) 60 which 
recorded music data using the license management module, and the license for 
reproducing enciphered content data are generated. This processing is called ripping and 
it is equivalent to the act which acquires enciphered content data and a license from an 
audio CD. On the character, since a security level is by no means high, the license of the 
local use by ripping shall be treated as a level 1 license, even if ripping is made by what 
kind of means. The details of ripping are mentioned later. 

[0087]The personal computer 50, It is possible to transmit and receive with the memory 
card 110 which it connected with the portable telephone 100 and was equipped with 
enciphered content data and a license by the portable telephone 100 with the USB 
(UniversalSerial Bus) cable 70. However, the treatment changes with security levels of 
a license. For details, it mentions later. 

[008 8] In drawing 1 , using a license management module, the personal computer 50 can 
be restricted to the enciphered content data in which a license management module has 
the level 1 license managed directly, and can be provided with the function to reproduce. 
Reproduction of enciphered content data with level 2 license will become possible if a 
personal computer is equipped with the contents playback circuit which has 
confidentiality by hardware. The detailed explanation about the reproduction in a 
personal computer is omitted in order to simplify the explanation in this application. 
[0089]Therefore, in the data distribution system shown in drawing 1 , The personal 
computer 50 acquires enciphered content data and a license from an audio CD while 
receiving enciphered content data and a license from the distributing server 10 via the 
modem 40 and Internet network 30. The memory card 110 with which the portable 
telephone 100 was equipped, While receiving enciphered content data and a license 
from the distributing server 10 via a portable telephone network, the enciphered content 
data and the license which the personal computer 50 acquired from the distributing 
server 10 or the audio CD 60 are received. The user of the portable telephone 100 
becomes possible [ acquiring enciphered content data and a license from an audio CD ] 
by passing the personal computer 50. 

[0090]The memory card 1 10 with which the portable telephone 100 was equipped 
becomes possible [ shunting the enciphered content data and the license which were 
received from the distributing server 10 via the portable telephone network in the 
personal computer 50 ]. 

[0091] Drawing 2 shows the data distribution system at the time of using the 
reproduction terminal 102 which does not have the function to receive enciphered 
content data and a license from the distributing server 10 via a portable telephone 
network. In the data distribution system shown in drawing 2 , the memory card 110 with 
which the reproduction terminal 102 was equipped receives the enciphered content data 
and the license which the personal computer 50 acquired from the distributing server 10 
or the audio CD 60. Thus, when the personal computer 50 acquires enciphered content 
data and a license, the user of the reproduction terminal 102 without a communication 
function can also receive enciphered content data. 

[0092]In composition as shown in drawing 1 and drawing 2 , Being needed on a system, 
in order to make refreshable the contents data enciphered and distributed at the user side 
of a cellular phone or a personal computer, Are a method for distributing the encryption 
key in communication to the 1st, and to the further 2nd. It is the method itself which 
enciphers contents data to distribute, and is the composition of realizing contents data 
protection for preventing further the unapproved copy of the contents data distributed to 
the 3rd in this way. 

[0093 ]In the time of distribution and generating of each reproductive session especially 
in an embodiment of the invention, The recorder and data reproduction terminal (the 



data reproduction terminal which can reproduce contents is also called the portable 
telephone or personal computer.) in which the attestation and the check function to the 
movement destination of these contents data were enriched, and un-attesting or a decode 
key was torn the following — it is the same — by preventing the output of the contents 
data to receive explains the composition which strengthens the copyright protection of 
contents data. 

[0094] Suppose that the processing which transmits contents data to each portable 
telephone, each personal computer, etc. is called "distribution" from the distributing 
server 1 0 in the following explanation. 

[0095]In the data distribution system shown in drawing 1 and drawing 2 , drawing 3 is a 
figure explaining the characteristics, such as data for the communication used, and 
information. 

[0096]First, the data distributed from the distributing server 10 is explained. Dc(s) are 
contents data of music data etc. Encryption which can decode the contents data Dc with 
the license key Kc is given. Enciphered content data {Dc} Kc to which encryption 
which can be decoded with the license key Kc was given is distributed to the user of a 
cellular phone or a personal computer from the distributing server 10 in this form. 
[0097]In the following, it shall be shown that the notation {Y} X gave encryption which 
can be decoded with the decode key X for the data Y. 

[0098]From the distributing server 10, additional information Dc-inf as plaintext 
information, including the copyright about contents data or server access relation, is 
distributed with enciphered content data. Transaction ID which is the management 
codes for specifying distribution of the license key from license key Kc and the 
distributing server 10, etc. as a license is exchanged between the distributing server 10 
and the portable telephone 100 or between the distributing server 10 and the personal 
computer 50. Transaction ID is used also in order to specify the license by distribution, 
i.e., a license aiming at use on a local. In order to distinguish what is depended on 
distribution, and the thing of local use, it is transaction ID of local use which starts in 
"0", and the head of transaction ID presupposes that it is a beginning [ from other than 
"0" ] thing transaction ID by distribution. The content ID which is a code for identifying 
the contents data Dc as a license, . Are generated based on the license terms of purchase 
AC included the information, including the number of licenses, functional limitation, 
etc., determined by the specification from the user side. The reproduction control 
information ACp etc. which are the access control information ACm which is 
information about the restriction to access of the license in a recorder (a memory card or 
a license management device), and the control information about the reproduction in a 
data reproduction terminal exist. The access control information ACm is specifically 
control information which is in charge of outputting the license or license key from a 
memory card, a license management module, and a license management device outside, 
There are limitation information about movement and the duplicate of the number of 
times (number which outputs a license key for reproduction) of refreshable, and a 
license, a security level of a license, etc. In order to reproduce the reproduction control 
information ACp, after a contents playback circuit receives a license key, it is the 
information which restricts reproduction and a reproduction term, reproduction speed 
change restrictions, reproduction range specification (partial license), etc. occur. 
[0099] Henceforth, suppose that transaction ID and content ID are combined, it is named 
license ID genetically, the license key Kc, license ID, the access control information 
ACm, and the reproduction control information ACp are combined, and it is named a 
license generically. 

[0100]the reproduction frequency (0:reproduction improper.) which is the control 
information to which the access control information ACm restricts reproduction 



frequency henceforth for simplification having the number of times of 1 - 
254:refreshable, and no 255:restrictions, and movement / duplicate flag (0:move 
duplication prohibition.) which restricts movement and the duplicate of a license 1 : 
Using only movement as good and a dyadic eye [ that 2:move duplicate is good ], the 
reproduction control information ACp shall restrict only the reproduction term 
(UTCtime code) which is the control information which specifies a refreshable term. 
[0101]In an embodiment of the invention, for every class of the portable telephone 
which reproduces a recorder (a memory card or a license management device) and 
contents data. The prohibition class lists CRL (Class Revocation List) are employed so 
that distribution of contents data and reproduction can be forbidden. Below, the sign 
CRL may express the data in prohibition class lists if needed. 
[0102]The prohibition class-lists data CRL which listed the portable telephone with 
which distribution of a license and reproduction are forbidden, the memory card, the 
license management module on a personal computer, and the class of the license 
management device is contained in prohibition class-lists pertinent information. All the 
apparatus and programs which perform the management, accumulation, and 
reproduction of a license in connection with contents data protection are the target of a 
listing. 

[01 03] While the prohibition class-lists data CRL is managed within the distributing 
server 10, record maintenance of it is carried out also into a memory card or a license 
management device. Although it is necessary to upgrade such prohibition class lists at 
any time, and to update data, About change of data, when distributing the license of 
enciphered content data, a license key, etc. fundamentally, The update date of the 
prohibition class lists received from the portable telephone or the personal computer (a 
license management device or a license management module) is judged, When it is 
judged that it is not updated as compared with the update date of the prohibition class 
lists CRL to own, the updated prohibition class lists are distributed to a portable 
telephone or a personal computer. About change of prohibition class lists, it is also 
possible to generate the difference CRL which is difference data only reflecting a 
changed part from the distributing server 10 side, and to have composition added to the 
prohibition class lists CRL in a memory card or a license management device according 
to this. The update date CRLdate shall be recorded on the prohibition class lists CRL 
managed within MEMOKADO or a license management device at the time of updating. 
[0104]Thus, by carrying out maintenance employment of the prohibition class lists CRL 
also not only in a distributing server but in the license managing device (the memory 
card or the license management device) or license management module which records 
and manages a license, peculiar to a class namely, on the occasion of reproduction, 
movement, a duplicate, check-out of a license, etc. . The decode key peculiar to the kind 
of a contents playback circuit (a portable telephone and a reproduction terminal), a 
license managing device, or license management module was torn. The license key to 
the license management module which is operating on a contents playback circuit (a 
portable telephone and a reproduction terminal), a license managing device, or a 
personal computer, or supply of a license is forbidden. For this reason, in a portable 
telephone or a personal computer, reproduction of contents data receives a license 
management device with a memory card or a personal computer, It becomes impossible 
to acquire a license via a license management module, and it becomes impossible or to 
receive new contents data. 

[0105]Thus, it is in a memory card or a license management device, or the prohibition 
class lists CRL which a license management module manages have composition which 
updates data one by one at the time of distribution. Management of the prohibition class 
lists CRL in a memory card or a license management device, With an upper level, it 



records on the Tampa-proof module (Tamper Resistant Module) of the high level which 
guarantees confidentiality in hard within a memory card or a license management 
device independently. Alteration prevention treatment is performed at least and 
management of the prohibition class lists CRL in a license management module is 
recorded on HDD of a personal computer, etc. by cipher processing. In other words, it is 
recorded with the Tampa-proof module of the low level the confidentiality was 
guaranteed to be by software. Therefore, it has composition which cannot alter the 
prohibition class-lists data CRL from upper levels, such as a file system and an 
application program. As a result, copyright protection about data can be made firmer. 
[0106] Drawing4 is a figure explaining the characteristics, such as data for the 
attestation used in the data distribution system shown in drawing 1 and drawing 2 , and 
information. 

[0107]The open encryption keys KPpy and KPmw peculiar to a contents playback 
circuit, a memory card, a license management device, and a license management 
module are formed, respectively, The open encryption keys KPpy and KPmw can be 
decoded, respectively with the secret decode key Kmw peculiar to the secret decode key 
Kpy and a memory card peculiar to a contents playback circuit, a license management 
device, and a license management module. These public presentation encryption key 
and a secret decode key have a different value for every kind of a contents playback 
device, a memory card, a license management device, and license management module. 
These open encryption keys and secret decode keys are named genetically, a class key 
is called, and the unit which shares a class public presentation encryption key for these 
open encryption keys, and shares a class secret decode key and a class key for a secret 
decode key is called a class. A class changes with the kind of a manufacturing company 
or product, lots at the time of manufacture, etc. 

[0108]Cpy is provided as a class certificate of a contents playback circuit (a portable 
telephone, a reproduction terminal), and Cmw is provided as a memory card, a license 
management device, and a class certificate of a license management module. These 
class certificates have different information for every class of a contents playback 
circuit, a memory card, a license management device, and a license management 
module. The Tampa-proof module is torn, or the code with a class key was broken, 
namely, to the class which the secret decode key revealed, it is listed by prohibition 
class lists and is the prohibition target of license acquisition. 
[0109]The class public presentation encryption key and class certificate of these 
contents playback circuits, Authentication data {KPpy//Cpy} In the form of KPa, the 
class public presentation encryption key and class certificate of a memory card and a 
license management device in the form of authentication data {KPmw//Cmw} KPa, The 
class public presentation encryption key and class certificate of a license management 
module are recorded [ in the form of authentication data {KPmw//Cmw} KPb ] on a 
data reproduction circuit, a memory card, a license management device, and a license 
management module, respectively at the time of shipment. Although it will explain to 
details later, when KPaKPb is an open authentication key common to the whole 
distribution system and the security level of KPa is the level 2, KPb is used when a 
security level is level 1 . 

[01 10] As a key for managing data processing in the memory card 1 10, a license 
management device, and a license management module, The secret decode key Kmcx 
peculiar to each which can decode the data enciphered with the open encryption key 
KPmcx set up for every medium called a memory card, a license management device, 
and a license management module or management software and the open encryption 
key KPmcx exists. An individual open encryption key and secret decode key are named 
generically for every memory card of this, an individual key is called, the open 



encryption key KPmcx is called an individual public presentation encryption key, and 
the secret decode key Kmcx is called an individual secret decode key. 
[0111 ]The data transfer between the outside of a memory card, and a memory card, or 
the data transfer between the outside of a license management device, and a license 
management device, Or as an encryption key for the maintenance of secret in the data 
transfer in a license management inter module, the outside of a license management 
module, Whenever distribution of contents data and reproduction are performed, the 
common keys Ksl-Ks3 generated in the distributing server 10, the portable telephone 
100, the memory card 1 10, a license management device, and a license management 
module are used. 

[01 12]here, the common keys Ksl-Ks3 are a unit of communication of a distributing 
server, a contents playback circuit, a memory card, a license management device, or a 
license management inter module, or a unit of access ~ "— it being a peculiar common 
key by which it is generated in every session", and, Suppose that these common keys 
Ksl-Ks3 are also called a "session key" to below. 

[01 13]These session keys Ksl-Ks3 are managed by having a peculiar value for every 
session with a distributing server, a contents playback circuit, a memory card, a license 
management device, and a license management module. Specifically, session key Ksl is 
generated for every distribution session by a distributing server. Session key Ks2 is 
generated for every distribution session and reproduction session with a memory card, a 
license management device, and a license management module, and session key Ks3 is 
generated for every reproduction session in a contents playback circuit. In each session, 
the security intensity in a session can be raised by delivering and receiving these session 
keys, and transmitting a license key etc. in response to the session key generated by 
other apparatus, after performing encryption by this session key. 
[01 14] Drawing 5 is a schematic block diagram showing the composition of the 
distributing server 10 shown in drawing 1 and drawing 2 . 
[01 15]The distributing server 10 is provided with the following. 
The information database 304 for holding delivery information which enciphered 
contents data according to the prescribed method, such as data and content ID. 
The charge database 302 for holding the accounting information which followed the 
access start to contents data for every user of a cellular phone or a personal computer. 
The CRL database 306 which manages the prohibition class lists CRL. 
The menu database 307 holding the menu of the contents data held at the information 
database 304, The distribution recording data base 308 holding the log about 
distribution of transaction ID etc. which specify distribution of contents data, a license 
key, etc. for every distribution of a license, The data from the information database 304, 
the charge database 302, the CRL database 306, the menu database 307, and the 
distribution recording data base 308 is received via bus BS1, The data processing part 
310 for performing predetermined processing, and the communication apparatus 350 for 
performing data transfer between the distribution career 20 and the data processing part 
310 via a communications network. 

[01 16]The data processing part 310 is provided with the following. 

The distribution control part 3 1 5 for controlling operation of the data processing part 

3 1 0 according to the data on bus BS 1 . 

The session key generating part 3 16 for being controlled by the distribution control part 
315 and generating session key Ksl at the time of a distribution session. 
The authentication key attaching part 313 holding two kinds of open authentication keys 
KPa and KPb for decoding authentication data {KPmw//Cmw} KPa or {KPmw//Cmw} 
KPb for the attestation sent from the memory card, the license management device, and 



the license management module. 

Authentication data {KPmw//Cmw} KPa or {KPmw//Cmw} KPb for the attestation 
sent from the memory card, the license management device, and the license 
management module is received via communication apparatus 350 and bus BS1, The 
decoding processing section 312 which performs decoding processing with the open 
authentication key KPa or KPb from the authentication key attaching part 313, Session 
key Ksl generated from the session key generating part 316 which generates session 
key Ksl, and the session key generating part 316 is enciphered using the class public 
presentation encryption key KPmw obtained by the decoding processing section 3 12 for 
every distribution session, The enciphering processing part 3 1 8 for outputting to bus 
BS1, and the decoding processing section 320 which performs decoding processing in 
response to the data transmitted after being enciphered by session key Ksl from bus 
BS1. 

[01 17]The data processing part 310 is provided with the following. 
The license key Kc and the access control information ACm which are given from the 
distribution control part 315, The enciphering processing part 326 for enciphering with 
the individual public presentation encryption key KPmcx for every memory card 
obtained by the decoding processing section 320, license management device, and 
license management module. 

The enciphering processing part 328 for enciphering further and outputting the output of 
the enciphering processing part 326 to bus BS1 by session key Ks2 to which it is given 
from the decoding processing section 320. 

[01 18]The operation in the distribution session of the distributing server 10 will be later 
explained in detail using a flow chart. 

[0119] Drawing 6 is a schematic block diagram for explaining the composition of the 
personal computer 50 shown in drawing 1 and drawing 2 . The personal computer 50 is 
provided with the following. 

Bus BS2 for performing data transfer of each part of the personal computer 50. 
The controller (CPU) 510 for controlling the inside of a personal computer and 
executing various kinds of programs. 
Data bus BS2. 

The hard disk (HDD) 530 and CD-ROM drive 540 which are the mass recorders for 
being connected to data bus BS2, recording a program and data, and accumulating, The 
keyboard 560 for inputting the directions from a user, and the display 570 for giving a 
user various kinds of information visually. 

[0120]The personal computer 50 is provided with the following. 
USB interface 550 for controlling transfer of data between the controller 510 and the 
terminal 580, when communicating enciphered content data and a license to portable 
telephone 100 grade. 

The terminal 580 for connecting USB cable 70. 

Serial interface 555 for controlling transfer of data between the controller 510 and the 
terminal 585, when communicating via the distributing server 10, Internet network 30, 
and the modem 40. 

The terminal 585 for connecting with the modem 40 by a cable. 

[0121]In order to receive enciphered content data etc. from the distributing server 10 to 
the license management device 520 or the license management module 511 via Internet 
network 40, the controller 510, While controlling transfer of data between the 



distributing servers 10, control at the time of acquiring enciphered content data and a 
license from an audio CD by ripping via CD-ROM drive 540 is performed. The 
personal computer 50 is provided with the following. 

The license management device 520 which manages the license for exchanging various 
kinds of keys between the distributing servers 10 when performing reception of the 
enciphered content data from the distributing server 10, and a license, and reproducing 
the distributed enciphered content data in hard. 

The contents managing module 511 which generates the exclusive license which is a 
program executed by the controller 510, received distribution of the enciphered content 
data from the distributing server 10, and a level 1 license, and gave encryption original 
with the received license. 

[0122]Since it is what the license management device 520 delivers and receives the data 
at the time of receiving enciphered content data and a license from the distributing 
server 10, and manages in hard the license received in hard, The license of the level 2 
which requires a high security level can be treated. On the other hand, the license 
management module 5 1 1 performs transfer of the data at the time of receiving 
enciphered content data and a license from the distributing server 10 in soft using the 
program executed by the controller 510, Ripping performs the enciphered content data 
of local use, and generation of a license from an audio CD, Cipher processing etc. are 
performed and protected against the acquired license, and it accumulates in HDD530, 
and manages, and only the level 1 license whose security level is lower than the license 
management device 520 is treated. When a high security level is the level 2, it cannot be 
overemphasized that a level 1 license can also be treated. 

[0123]Thus, the personal computer 50, The license management module 511 and the 

license management device 520 for receiving enciphered content data and a license via 

Internet network 30 from the distributing server 10, CD-ROM drive 540 for acquiring 

enciphered content data and a license from an audio CD by ripping is built in. 

[0124] Drawing 7 is a schematic block diagram for explaining the composition of the 

reproduction terminal 102 shown in drawing 2 . 

[0125]The reproduction terminal 102 is provided with the following. 

Bus BS3 for performing data transfer of each part of the reproduction terminal 102. 

The controller 1 106 for controlling operation of the reproduction terminal 102 via bus 

BS3. 

The navigational panel 1 108 for giving the directions from the outside to the 
reproduction terminal 102. 

The display panel 1 1 10 for giving a user the information outputted from controller 1 106 
grade as vision information. 

[0126]The reproduction terminal 102 is provided with the following. 

The removable memory card 1 10 for memorizing the contents data (music data) from 

the distributing server 10, and performing decoding processing. 

The memory interface 1200 for controlling transfer of the data between the memory 

card 110 and bus BS3. 

USB interface 1 1 12 for controlling the data transfer between bus BS3 and the terminal 
1114, when receiving enciphered content data and a license from the personal computer 
50. 

The terminal 1 1 14 for connecting USB cable 70. 

[0127]The reproduction terminal 102 contains the authentication data attaching part 
1500 holding authentication data {KPpl//Cpl } KPa enciphered in the state where the 



justification can be further attested by decoding class public presentation encryption key 
KPpl and class certificate Cpl with the open authentication key KPa. Here, the class y 
of the reproduction terminal 102 presupposes that it is y= 1 . 
[0128]The reproduction terminal 102 is provided with the following. 
The Kpl attaching part 1 502 holding Kpl which is a decode key peculiar to a class. 
The decoding processing section 1504 which obtains session key Ks2 which decoded 
the data which received from bus B S3 by Kpl , and was generated by the memory card 
110. 

[0129]The reproduction terminal 102 is provided with the following. 
The session key generating part 1508 which generates session key Ks3 for enciphering 
the data which sets and is carried out on bus BS3 between the memory cards 1 10 in the 
reproduction session which reproduces the contents data memorized by the memory 
card 1 1 0 with a random number etc. 

When receiving the license key Kc and the reproduction control information ACp from 
the memory card 1 10 in the reproduction session of enciphered content data, The 
enciphering processing part 1 506 which enciphers session key Ks3 generated by the 
session key generating part 1508 by session key Ks2 obtained by the decoding 
processing section 1504, and is outputted to bus BS3. 

[0130]The reproduction terminal 102 is provided with the following. 
The decoding processing section 1510 which decodes the data on bus BS3 by session 
key Ks3, and outputs the license key Kc and the reproduction control information ACp. 
The decoding processing section 1516 which decodes in response to enciphered content 
data {Dc} Kc with the license key Kc acquired from the decoding processing section 
1510, and outputs contents data from bus BS3. 

The music reproduction section 1518 for reproducing contents data in response to the 
output of the decoding processing section 1516. 

The terminal 1530 for outputting the output of DA converter 1519 which changes the 
output of the music reproduction section 1518 into an analog signal from a digital signal, 
and DA converter 1519 to external output devices (graphic display abbreviation), such 
as a head telephone. 

[0131]In drawing 7 , the field enclosed with a dotted line constitutes the contents 
playback device 1550 which decodes enciphered content data and reproduces music 
data. 

[0132]On the other hand, the portable telephone 100 shown in drawing 1 has the 
function to receive distribution of enciphered content data or a license from the 
distributing server 10 via a portable telephone network. Therefore, the composition of 
the portable telephone 1 00 shown in drawing 1, The antenna for receiving the signal by 
which wireless transfer is carried out with a portable telephone network in the 
composition shown in drawing 7 , The function with which portable telephones, such as 
a transmission and reception section for changing into a baseband signal in response to 
the signal from an antenna, or modulating the data from a portable telephone, and 
giving an antenna, a microphone, a loudspeaker, and voice codec, are originally 
provided is provided. 

[0133]The operation in each session of each component part of the portable telephone 
100 and the reproduction terminal 102 will be later explained in detail using a flow 
chart. 

[0134] Drawing 8 is a schematic block diagram for explaining the composition of the 
memory card 110 shown in drawing 1 and drawing 2 . 



[01 3 5] As already explained, as the class public presentation encryption key and class 
secret decode key of a memory card, KPmw and Kmw are provided and the class 
certificate Cmw of a memory card is formed, but it shall be expressed with the natural 
number w= 3 in the memory card 110. The natural number x which identifies a memory 
card shall be expressed with x= 4. 

[0136]Therefore, the memory card 1 10 is provided with the following. 
Authentication data {KPm3//Cm3}. Authentication data attaching part 1400 holding 
KPa 

The Kmc attaching part 1402 holding individual secret decode key Kmc4 which is a 

peculiar decode key set up for every memory card. 

The Km attaching part 1421 holding class secret decode key Km3. 

The KPmc attaching part 1416 holding open encryption key KPmc4 which can be 

decoded by individual secret decode key Kmc4. 

[0137]Thus, by forming the encryption key of a recorder called a memory card, it 
becomes possible to perform management of the distributed contents data or the 
enciphered license key per memory card so that it may become clear in the following 
explanation. 

[0138]The memory card 1 10 is provided with the following. 

The interface 1424 which delivers and receives a signal via the terminal 1426 between 
the memory interfaces 1200. 

Bus BS4 which exchanges a signal between the interfaces 1424. 
The decoding processing section 1422 which outputs session key Ksl which the 
distributing server 10 generated in the distribution session from the data given to bus 
BS4 from the interface 1424 from the Km attaching part 1421 in response to the fact 
that class secret decode key Km3 to contact Pa. 

Perform decoding processing by the open authentication key KPa from the data given to 
bus BS4 in response to the open authentication key KPa from the KPa attaching part 
1414, and a decoding result and the obtained class certificate for the controller 1420. 
The decoding processing section 1408 which outputs the obtained class public key to 
the enciphering processing part 1410, and the enciphering processing part 1406 which 
enciphers the data selectively given by the change-over switch 1446, and is outputted to 
bus BS4 with the key selectively given by the change-over switch 1442. 

[0139]The memory card 1 10 is provided with the following. 

Distribution and the session key generating part 1418 which generates session key Ks2 
in each reproductive session. 

The enciphering processing part 1410 which enciphers session key Ks2 which the 
session key generating part 1418 outputted with the class public presentation encryption 
keys KPpy and KPmw obtained by the decoding processing section 1408, and is sent 
out to bus BS4. 

The decoding processing section 1412 decoded by session key Ks2 obtained from the 
session key generating part 141 8 in response to the data enciphered by session key Ks2 
from bus BS4. 

The cipher-processing part 1417 which enciphers the license key Kc and the 
reproduction control information ACp which were read from the memory 1415 in the 
reproduction session of enciphered content data with the individual public presentation 
encryption key KPmcx of other memory cards 110 decoded by the decoding processing 
section 1412 (!=4). 

[0140]The decoding processing section 1404 for the memory card 1 10 to decode the 



data on bus BS4 further by individual public presentation encryption key KPmc4 and 
individual secret decode key Kmc4 of the memory card 110 which make a pair, The 
prohibition class-lists data CRL updated one by one by data CRL_dat for the renewal of 
a version of prohibition class lists, Enciphered content data {Dc} Kc and the license (Kc, 
ACp, ACm, license ID) for reproducing enciphered content data {Dc} Kc, The memory 
1415 for storing in response to additional information Data-inf, the regenerated list of 
enciphered content data, and the license management file for managing a license from 
bus BS4 is included. The memory 1415 is constituted by semiconductor memory, for 
example. The memory 1515 comprises the CRL field 1415A, the license area 1415B, 
and the data area 1415C. The CRL field 1415A is a field for recording the prohibition 
class lists CRL. The license area 1415B is a field for recording a license. The data area 
141 5C Pertinent information Dc-inf of the enciphered content data {Dc} Kc and 
enciphered content data, It is a field for recording the reproduction list file which 
records the fundamental information for accessing the license management file which 
records information required in order to manage a license for every enciphered content, 
and enciphered content data and the license which were recorded on the memory card. 
And the exterior to direct access is possible for the data area 141 5C. The details of a 
license management file and a reproduction list file are mentioned later. 
[0141]The license area 141 5B stores a license per record only for a license called an 
entry, in order to record a license (license key Kc, the reproduction control information 
ACp, access-restriction-information ACm, license ID). In accessing to a license, it has a 
license or the composition of it being stored or specifying an entry to record a license on 
with an entry number. 

[01 42] Further, the memory card 1 10 performs data transfer between the exteriors via 
bus BS4, and contains the controller 1420 for controlling operation of the memory card 
1 10 in response to reproduction information etc. between bus BS4. 
[0143] All the composition except the data area 141 5C is constituted by the 
Tampa-proof module field. 

[0144] Drawing 9 is a schematic block diagram showing the composition of the license 
management device 520 built in the personal computer 50. The point that the license 
management device 520 does not need the field equivalent to the data area 141 5C in 
MEMOKADO 1 10, Only by differing in that it has the interface 5224 and the terminal 
5226 which differ in the function of the interface 1424, and the shape of the terminal 
1426, the same composition as the memory card 1 10 is comprised fundamentally. The 
authentication data attaching part 5200 of the license management device 520, the Kmc 
attaching part 5202, the decoding processing section 5204, the cipher-processing part 
5206, the decoding processing section 5208, the cipher-processing part 5210, the 
decoding processing section 5212, the KPa attaching part 5214, the KPmc attaching part 
5216, The cipher-processing part 5217, the session key generating part 5218, the 
controller 5220, the Km attaching part 5221, the decoding processing section 5222, the 
interface 5224, the terminal 5226, and the change-over switch 5242-5246, Respectively, 
The authentication data attaching part 1400 of the memory card 110, the Kmc attaching 
part 1402, the decoding processing section 1404, the cipher-processing part 1406, the 
decoding processing section 1408, the cipher-processing part 1410, the decoding 
processing section 1412, the KPa attaching part 1414, the KPmc attaching part 1416, 
the cipher-processing part 1417, It is the same as the session key generating part 1418, 
the controller 1420, the Km attaching part 1421, the decoding processing section 1422, 
and the change-over switch 1442-1446. However, the authentication data attaching part 
5200 holds authentication data {KPm7//Cm7} KPa, and the KPmc attaching part 5216, 
Individual public presentation encryption key KPm8 is held, the Km attaching part 5202 
holds class secret decode key Km7, and the Kmc attaching part 5221 holds individual 



secret decode key Kmc8. The natural number w showing the class of the license 
management device 520 is w= 7, and the natural number x for identifying the license 
management device 520 presupposes that it is it x= 8. 

[0145]The memory 5215 which records the prohibition class lists CRL and a license 
(Kc, ACp 5 ACm, license ID) is replaced with the memory 1415 of the memory card 110, 
and the license management device 520 contains it. The memory 5215 comprises the 
CRL field 5215A which recorded the prohibition class lists CRL, and the license area 
5215B which recorded the license. 

[0146]Hereafter, operation of each session in the data distribution system shown in 
drawing 1 and drawing 2 is explained. 

[01 47] [Distribution 1] In the data distribution system shown in drawing 1 and drawing 2 , 
the operation which distributes enciphered content data and a license to the license 
management device 520 of the personal computer 50 from the distributing server 10 is 
explained first. This operation is called "distribution 1." 

[0148]The distribution operation to the license management device 520 built in the 
personal computer 50 which generates drawing 10 - drawing 13 at the time of the 
purchase of the enciphered content data in the data distribution system shown in 
drawing 1 and drawing 2 . They are the 1st for explaining (it is also hereafter called a 
distribution session) - the 4th flow chart. 

[0149]Before the processing in drawing 10 , the user of the personal computer 50 
connects via the modem 40 to the distributing server 10, and is premised on acquiring 
the content ID to the contents which wish to purchase. 

[01 50] With reference to drawing 1 0 , the distribution request by specification of content 
ID is made via the keyboard 560 from the user of the personal computer 50 (Step SI 00). 
And the terms of purchase AC for purchasing the license of enciphered content data via 
the keyboard 560 are inputted (Step SI 02). That is, in order to purchase the license key 
Kc which decodes selected enciphered content data, the access control information 
ACm of enciphered content data and the reproduction control information ACp are set 
up, and the terms of purchase AC are inputted. 

[0151]If the terms of purchase AC of enciphered content data are inputted, the 
controller 510 will give the output instruction of authentication data to the license 
management device 520 via bus BS2 (Step SI 04). The controller 5220 of the license 
management device 520 receives the output instruction of authentication data via the 
terminal 5226, the interface 5224, and bus BS5. And the controller 5220 reads 
authentication data {KPm7//Cm7} KPa from the authentication data attaching part 5200 
via bus BS5, and outputs {KPm7//Cm7} KPa via bus BS5, the interface 5224, and the 
terminal 5226 (Step S 1 06). 

[0152]The controller 510 of the personal computer 50, In addition to authentication data 
{KPm7//Cm7} KPa from the license management device 520, the data AC and the 
distribution request of content ID and license terms of purchase are transmitted to the 
distributing server 10 (Step S108). 

[0153]In the distributing server 10, from the personal computer 50 to a distribution 
request. The data AC of content ID, authentication data {KPm7//Cm7} KPa, and license 
terms of purchase is received (Step SI 10), Decoding processing is performed for the 
authentication data outputted from the license management device 520 in the decoding 
processing section 312 with the open authentication key KPa (Step SI 12). 
[01 54] Authenticating processing which judges whether the distribution control part 315 
received the authentication data enciphered for proving the justification in a regular 
organization from the decoding processing result in the decoding processing section 312 
is performed (Step SI 14). When it is judged that it is just authentication data, the 
distribution control part 315 recognizes and receives class public presentation 



encryption key KPm7 and class certificate Cm7. And it shifts to the next processing 
(Step SI 16). In not being just authentication data, it is considered as non approval, and 
it ends a distribution session without receiving class public presentation encryption key 
KPm7 and class certificate Cm7 (Step SI 98). 

[01 55] When class public presentation encryption key KPm7 and class certificate Cm7 
are received as a result of attestation, the distribution control part 315, Next, it refers for 
whether class certificate Cm7 of the license management device is listed by the 
prohibition class lists CRL to the CRL database 306, When these class certificates have 
been the targets of prohibition class lists, a distribution session is ended here (Step 
S198). 

[0156]On the other hand, when the class certificate of the license management device 
520 is outside the object of prohibition class lists, it shifts to the next processing (Step 
SI 16). 

[01 57] In [ if it is checked that it is access from the personal computer provided with a 
license management device with just authentication data as a result of attestation, and a 
class is outside the object of prohibition class lists ] the distributing server 10, The 
distribution control part 3 1 5 generates transaction ID which is the management codes 
for specifying distribution (Step SI 18). The session key generating part 316 generates 
session key Ksl for distribution (Step S120). Session key Ksl is enciphered by the 
enciphering processing part 318 by class public presentation encryption key KPm7 
corresponding to the license management device 520 obtained by the decoding 
processing section 312 (Step SI 22). 

[0158]Transaction ID and session key Ksl which were enciphered are outputted outside 
via bus BS1 and the communication apparatus 350 as transaction ID// {Ksl } Km7 (Step 
S124). 

[0159]If the personal computer 50 receives transaction ID//{Ksl } Km7 with reference 
to drawing 1 1 (Step SI 26), the controller 510 will input transaction ID// {Ksl } Km7 into 
the license management device 520 (Step SI 28). In [ if it does so ] the license 
management device 520, The received data given to bus BS5 via the terminal 5226 and 
the interface 5224, By carrying out decoding processing by class secret decode key 
Km7 [ peculiar to the license management device 520 held at the attaching part 5221 ], 
the decoding processing section 5222 decodes session key Ksl, and receives session 
key Ksl (Step S130). 

[0160]The controller 5220 directs generation of session key Ks2 generated in the license 
management device 520 to the session key generating part 5218 at the time of 
distribution operation, if acceptance of session key Ksl generated with the distributing 
server 10 is checked. And the session key generating part 5218 generates session key 
Ks2(StepS132). 

[0161]In a distribution session, the controller 5220 extracts the update date CRLdate 
from the prohibition class lists CRL currently recorded on the memory 5215 in the 
license management device 520, and outputs it to the change-over switch 5246 (Step 
SI 34). 

[0162]The enciphering processing part 5206 by session key Ksl given from the 
decoding processing section 5222 via contact Pa of the change-over switch 5242. The 
update date CRLdate of session key Ks2 given by switching the point of contact of the 
change-over switch 5246 one by one, individual public presentation encryption key 
KPmc8, and prohibition class lists is enciphered as one data row, 
{Ks2//KPmc8//CRLdate} Ksl is outputted to bus BS3 (Step SI 36). 
[0163]Ks2//KPmc8//encryption data {CRLdate} Ksl outputted to bus BS3, It is 
outputted to the personal computer 50 via the interface 5224 and the terminal 5226 from 
bus BS3, and is transmitted to the distributing server 10 from the personal computer 50 



(Step SI 38). 

[0164]The distributing server 10 receives transaction ID//{Ks2//KPmc8//CRLdate} Ksl, 
In the decoding processing section 320, decoding processing by session key Ksl is 
performed, The update date CRLdate of the prohibition class lists CRL in session key 
Ks2 generated with the license management device 520, open encryption key KPmc8 
[ peculiar to the license management device 520 ], and the license management device 
520 is received (Step SI 42). 

[0165]The distribution control part 315 generates the access control information ACm 
and the reproduction control information ACp according to the data AC of the content 
ID acquired at Step SI 10, and license terms of purchase (Step SI 44). The license key 
Kc for decoding enciphered content data is acquired from the information database 304 
(Step SI 46). 

[0166]The distribution control part 315 gives the generated license, i.e., transaction ID, 
content ID, license key Kc, the reproduction control information ACp, and the access 
control information ACm to the enciphering processing part 326. The enciphering 
processing part 326, By open encryption key KPmc8 [ peculiar to the license 
management device 520 obtained by the decoding processing section 320 ], a license is 
enciphered and encryption data {transaction ID// content ID//Kc//ACm//ACp} Kmc8 is 
generated (Step SI 48). 

[01 67] With reference to drawing 12 , the update date CRLdate of the prohibition class 
lists transmitted from the license management device 520 in the distributing server 10. 
It is judged whether the prohibition class lists CRL which the license management 
device 520 holds by being compared with the update date of the prohibition class lists 
CRL of the distributing server 10 held at the CRL database 306 are the newest, When 
the prohibition class lists CRL which the license management device 520 holds are 
judged to be the newest, it shifts to Step SI 52. When the prohibition class lists CRL 
which the license management device 520 holds are not the newest, it shifts to Step 
S160(StepS150). 

[01 68] When judged as the newest, the enciphering processing part 328, Encryption data 
{transaction ID// content ID//Kc//ACm//ACp} Kmc8 outputted from the enciphering 
processing part 326 is enciphered by session key Ks2 generated in the license 
management device 520, Encryption data {{transaction ID// content 
ID//Kc//ACm//ACp} Kmc8} Ks2 is outputted to bus BS1. And the distribution control 
part 315 transmits encryption data {{transaction ID// content ID//Kc//ACm//ACp} 
Kmc8} Ks2 on bus BS1 to the personal computer 50 via the communication apparatus 
350 (Step SI 52). 

[01 69] And the controller 510 of the personal computer 50 receives encryption data 
{{transaction ID// content ID//Kc//ACm//ACp} Kmc8} Ks2 (Step SI 54), and inputs it 
into the license management device 520 via bus BS5. The decoding processing section 
5212 of the license management device 520, Encryption data {{transaction ID// content 
ID//Kc//ACm//ACp} Kmc8} Ks2 is received via the terminal 5226 and the interface 
5224, It decodes by session key Ks2 generated by the session key generating part 5218, 
and {transaction ID// content ID//Kc//ACm//ACp} Kmc8 is received (Step SI 58). Then, 
it shifts to Step SI 72. 

[0170]When the prohibition class lists CRL which the license management device 520 
holds are judged not to be the newest, on the other hand in the distributing server 10, the 
distribution control part 315, The newest prohibition class lists CRL are acquired from 
the CRL database 306 via bus BS1, and the difference CRL which is difference data is 
generated (Step SI 60). 

[0171]The enciphering processing part 328 is enciphered by session key Ks2 generated 
in the license management device 520 in response to the output of the enciphering 



processing part 326, and the difference CRL of the prohibition class lists which the 
distribution control part 315 supplies via bus BS1. Difference CRL/encryption data 
{/{transaction ID// content ID//Kc//ACm//ACp} Kmc8} Ks2 outputted from the 
enciphering processing part 328 is transmitted to the personal computer 50 via bus BS1 
and the communication apparatus 350 (Step SI 62). 
[0172]The personal computer 50 receives difference CRL/encryption data 
{/{transaction ID// content ID//Kc//ACm//ACp} Kmc8} Ks2 transmitted (Step S164), It 
inputs into the license management device 520 via bus BS5 (Step SI 66). In the license 
management device 520, the received data given to bus BS5 are decoded by the 
decoding processing section 5212 via the terminal 5226 and the interface 5224. The 
decoding processing section 5212 decodes the received data of bus BS5 using session 
key Ks2 given from the session key generating part 5218, and outputs them to bus BS5 
(Step SI 68). 

[0173]In this stage, encryption license {transaction ID// content ID//Kc//ACm//ACp} 
Kmc8} which can be decoded by secret decode key Kmc8 held at the Kmc attaching 
part 5221, and the difference CRL are outputted to bus BS5 (Step SI 68). The CRL field 
5215A in the memory 5215 is updated based on the difference CRL by the difference 
CRL received with directions of the controller 5220 (Step SI 70). 
[0174]Step S152, S154, S156, and S158, It is distribution operation to the license 
management device 520 of a license in case the prohibition class lists CRL of the 
license management device 520 are the newest, Step SI 60, SI 62, SI 64, SI 66, SI 68, 
and SI 70 are distribution operations to the license management device 520 of a license 
in case the prohibition class lists CRL of the license management device 520 are not the 
newest. By thus, the update date CRLdate of the prohibition class lists sent from the 
license management device 520. When it checks in detail whether the prohibition class 
lists CRL of the license management device 520 which has asked for distribution are the 
newest and is not the newest, Distribution of the license to the license management 
device with which the license was broken can be prevented by acquiring the newest 
prohibition class lists CRL from the CRL database 306, and distributing the difference 
CRL to the license management device 520. 

[01 75] With directions of the controller 5220 after Step SI 58 or Step SI 70. Encryption 
license {transaction ID// content ID//Kc//ACm//ACp} Kmc8, In the decoding 
processing section 5204, it is decoded by individual secret decode key Kmc8, and a 
license (license key Kc, transaction ID, content ID, the access control information ACm, 
and reproduction control information ACp) is received (Step SI 72). 
[01 76] With reference to drawing 13 , the controller 510 inputs into the license 
management device 520 the entry number for directing the entry which stores the 
license which the license management device 520 received (Step SI 74). So then, the 
controller 5220 of the license management device 520, An entry number is received via 
the terminal 5226 and the interface 5224, To the license area 521 5B of the memory 
5215 specified with the received entry number. The license (license key Kc, transaction 
ID, content ID, the access control information ACm, and reproduction control 
information ACp) acquired in Step SI 72 is stored (Step SI 76). 
[0177]The controller 510 of the personal computer 50 transmits transaction ID sent 
from the distributing server 10, and the distribution request of enciphered content data 
to the distributing server 10 (Step SI 78). 

[0178]The distributing server 10 receives the distribution request of transaction ID and 
enciphered content data (Step SI 80), From the information database 304, enciphered 
content data {Dc} Kc and additional information Dc-inf are acquired, and these data is 
outputted via bus BS1 and the communication apparatus 350 (Step SI 82). 
[0179]The personal computer 50 receives {Dc} Kc//Dc-inf, and receives enciphered 



content data {Dc} Kc and additional information Dc-inf (Step SI 84). If it does so, the 
controller 510 will record enciphered content data {Dc} Kc and additional information 
Dc-inf on the hard disk (HDD) 530 via bus BS2 as one contents file (Step SI 86). The 
entry number of the license with which the controller 510 was stored in the license 
management device 520, The license management file to enciphered content data {Dc} 
Kc and additional information Dc-inf containing transaction ID and content ID of a 
plaintext is generated, and it records on HDD530 via bus BS2 (Step SI 88). The 
controller 510 as information on the contents received to the contents list file currently 
recorded on HDD530, The name of the recorded contents file and a license management 
file, The information (a track name, an artist name) about the enciphered content data 
extracted from additional information Dc-inf, etc. are added (Step SI 90), and 
transaction ID and distribution acceptance are transmitted to the distributing server 10 
(Step SI 92). 

[0180]If transaction ID// distribution acceptance is received (Step SI 94), the 
distributing server 10, Record to storing of the billing data to the charge database 302 
and the distribution recording data base 308 of transaction ID is performed, processing 
of the end of distribution is performed (Step SI 96), and the whole processing is 
completed (Step SI 98). 

[0181]Thus, the license management device 50 built in the personal computer 50 is 
apparatus holding regular authentication data, After checking that open encryption key 
KPm7 which has enciphered and transmitted with class certificate Cm7 is effective 
simultaneously, Class certificate Cm7 can distribute contents data only to the 
distribution request from the license management device which is not written in 
prohibition class lists, i.e., the class certificate list in which encryption by open 
encryption key KPm7 was broken, The distribution using the class key to the inaccurate 
license management device distributed and decoded can be forbidden. 
[01 82]By exchanging the encryption key generated by the distributing server and a 
license management module, respectively, performing encryption using the encryption 
key which each received, and transmitting the encryption data to the other party, De 
facto mutual recognition can be performed also in transmission and reception of each 
encryption data, and the security of a data distribution system can be raised. 
[01 83] When the license management device 520 receives enciphered content data and a 
license from the distributing server 1 0, Since the license for exchanging data in hard 
between the distributing servers 10, and reproducing enciphered content data is stored in 
hard, the security level is high. Therefore, if the license management device 520 is used, 
while the personal computer 50 can receive enciphered content data and a license by 
high distribution of a security level, management of the level 2 license with a high 
security level is possible for it. 

[0184]It is also possible to distribute enciphered content data and a license to the 
memory card 110 with which the portable telephone 100 shown in drawing 1 was 
equipped according to the flow chart shown in drawing 10 - 13 via a portable telephone 
network. Namely, what is necessary is to replace the personal computer 50 with the 
portable telephone 100, and just to replace the license management device 520 with the 
memory card 1 10 in the above-mentioned explanation. In this case, in Step SI 86 shown 
in drawing 13 , SI 88, and SI 90, A contents file (enciphered content data {Dc} Kc and 
additional information Dc-inf), a license management file, and the reproduction list file 
replaced with a contents list file are recorded on the data area 1415C of the memory 
1415 of the memory card 110. Others are the same as having mentioned above. 
[01 85] Since it receives in hard and enciphered content data and a license are stored also 
in the enciphered content data to the memory card 110, and distribution of a license, 
Management of the level 2 license with a high security level is possible for the 



enciphered content data to the memory card 110, and distribution of a license like the 
enciphered content data to the license management device 520, and distribution of a 
license. 

[01 86] [Distribution 2] Next, in the data distribution system shown in drawing 1 and 
drawing 2 , the operation which distributes enciphered content data and a license to the 
license management module 51 1 of the personal computer 50 from the distributing 
server 10 is explained. This operation is called "distribution 2." 
[0187]Before the processing in drawing 14 . the user of the personal computer 50 
connects via the modem 40 to the distributing server 10, and is premised on acquiring 
the content ID to the contents which wish to purchase. 

[0188] Drawing 14 - drawing 1 7 are the 1st for explaining the distribution operation to 
the license management module 511 built in the personal computer 50 by which it is 
generated at the time of the purchase of the enciphered content data in the data 
distribution system shown in drawing 1 and drawing 2 - the 4th flow chart. The license 
management module 511 performs reception from enciphered content data and the 
distributing server 10 of a license by a program. Although it is the same as that of "the 
distribution 1 " about the form of the data exchanged with the channel (between the 
distributing server 10 and the personal computer 50) in "the distribution 2", and the 
composition of security, the two open authentication keys KPa and KPb are used for a 
distributing server. KPa is an open authentication key which checks the authentication 
data of MEMOKADO 110 whose security level is the level 2, and the license 
management device 520, and KPb is an open authentication key which checks the 
authentication data of the license management module 511 whose security level is level 
1 . The license management module 51 1 is a software module with the almost same 
composition as the license management device 520. The natural number w showing the 
class of the license management module 51 1 is w== 5, and the natural number x for 
identifying the license management module 51 1 presupposes that it is it x= 6. Therefore, 
the license management module 51 1 holds authentication data {KPm5//Cm5} KPb and 
individual public presentation encryption key KPm6, class secret decode key Km5, and 
individual secret decode key Kmc6. 

[01 89] With reference to drawing 14 , the distribution request by specification of content 
ID is made via the keyboard 560 from the user of the personal computer 50 (Step S200). 
And the terms of purchase AC for purchasing the license of enciphered content data via 
the keyboard 560 are inputted (Step S202). That is, in order to purchase the license key 
Kc which decodes selected enciphered content data, the access control information 
ACm of enciphered content data and the reproduction control information ACp are set 
up, and the terms of purchase AC are inputted. 

[01 90] When the terms of purchase AC of enciphered content data are inputted, the 
controller 510, Authentication data {KPm5//Cm5} from the license management 
module 51 1 KPb is read, The read authentication data {KPm5//Cm5} In addition to 
KPb, the data AC and the distribution request of content ID and license terms of 
purchase are transmitted to the distributing server 10 (Step S204). 
[0191]In the distributing server 10, the data AC of a distribution request, content ID, 
authentication data {KPm5//Cm5} KPb, and license terms of purchase is received from 
the personal computer 50 (Step S206). And the distribution control part 315 
distinguishes whether it is requiring whether to demand distribution of level 1 based on 
class certificate Cm5 of authentication data {KPm5//Cm5} KPb for distribution of the 
level 2. Authentication data {KPm5//Cm5} Since KPb is authentication data from the 
license management module 511 which requires distribution of level 1, it recognizes 
that the distribution control part 315 is a distribution request of level 1. Received 
authentication data {KPm5//Cm5} KPb is decoded with the level 1 -oriented open 



authentication key KPb in the decoding processing section 312 (Step S208). 
[0192]The distribution control part 315 the distribution control part 315 from the 
decoding processing result in the decoding processing section 312. Authentication data 
{KPm5//Cm5} Authenticating processing which judges whether the authentication data 
which gave the code for KPb to prove the justification in an organization regular as 
level 1 correspondence was received is performed (Step S210). When it is judged that it 
is just level 1 authentication data, the distribution control part 315 recognizes and 
receives open encryption key KPm5 and certificate Cm5. And it shifts to Step S212. 
When it is judged that the distribution control part 315 is not just authentication data for 
level 1 , it is considered as non approval, and processing is ended without receiving open 
encryption key KPm5 and certificate Cm5 (Step S288). 

[0193]Here, as for the distributing server 10, although explanation is not given in details 
any more, it is also possible for a security level to transmit a level 1 license to the 
license management device 520 which is the level 2, or the memory card 110 directly 
via the personal computer 50. 

[01 94] When open encryption key KPm5 and certificate Cm5 are received as a result of 
attestation, the distribution control part 315, Next, it refers for whether class certificate 
Cm5 of the license management module 51 1 is listed by the prohibition class lists CRL 
to the CRL database 306, When these class certificates have been the targets of 
prohibition class lists, a distribution session is ended here (Step S288). 
[0195]On the other hand, when the class certificate of the license management module 
51 1 is outside the object of prohibition class lists, it shifts to the next processing (Step 
S214). 

[0196]In [ if open encryption key KPm5 and certificate Cm5 are received and it is 
checked as a result of attestation that a class certificate is outside the object of 
prohibition class lists ] the distributing server 10, The distribution control part 315 
generates transaction ID which is the management codes for specifying distribution 
(Step S214). The session key generating part 316 generates session key Ksl for 
distribution (Step S216). Session key Ksl is enciphered by the enciphering processing 
part 3 1 8 by class public presentation encryption key KPm5 corresponding to the license 
management module 5 1 1 obtained by the decoding processing section 3 1 2 (Step S2 1 8). 
[0197]Transaction ID and session key Ksl which were enciphered are outputted outside 
via bus BS1 and the communication apparatus 350 as transaction ID//{Ksl } Km5 (Step 
S220). 

[01 98] With reference to drawing 15 , the controller 510 of the personal computer 50, 
When transaction ID//{Ksl} Km5 are received (Step S222), the license management 
module 51 1, In response to the fact that {Ksl } Km5, by class secret decode key Km5 
[ peculiar to the license management module 511], decoding processing is performed 
and session key Ksl is received (Step S224). 

[0199]The license management module 51 1 will generate session key Ks2, if 
acceptance of session key Ksl generated with the distributing server 10 is checked (Step 
S226). And the controller 510 reads the encryption CRL memorized by HDD530 via 
bus BS2, and the license management module 51 1, The update date CRLdate of the 
prohibition class lists CRL to the prohibition class lists which decoded the encryption 
CRL, and acquired and decoded the prohibition class lists CRL is acquired (Step S228). 
Further the license management module 51 1 by session key Ksl generated in the 
distributing server 1 0. The update date CRLdate of session key Ks2 which made it 
generate by the license management module 511, individual public presentation 
encryption key KPmc6, and prohibition class lists is enciphered as one data row, and 
{Ks2//KPmc6//CRLdate} Ksl is outputted (Step S230). 

[0200]The controller 510 transmits transaction ID//{Ks2//KPmc6//CRLdate} Ksl which 



added transaction ID to Ks2//KPmc6//encryption data {CRLdate} Ksl to the 
distributing server 10 (Step S232). 

[0201 ]The distributing server 10 receives transaction ID//{Ks2//KPmc6//CRLdate} Ksl 
(Step S234), In the decoding processing section 320, decoding processing by session 
key Ksl is performed, The update date CRLdate of the prohibition class lists in session 
key Ks2 generated by the license management module 511, individual public 
presentation encryption key KPrnc6 [ peculiar to the license management module 511], 
and the license management module 51 1 is received (Step S236). 
[0202]The distribution control part 315 generates the access control information ACm 
and the reproduction control information ACp according to the data AC of the content 
ID acquired at Step S206, and license terms of purchase (Step S238). The license key 
Kc for decoding enciphered content data {Dc} Kc is acquired from the information 
database 304 (Step S240). 

[0203]The distribution control part 315 gives the generated license, i.e., transaction ID, 
content ID, license key Kc, the reproduction control information ACp, and the access 
control information ACm to the enciphering processing part 326. The enciphering 
processing part 326, By open encryption key KPmc6 [ peculiar to the license 
management module 511 obtained by the decoding processing section 320 ], a license is 
enciphered and encryption data {transaction ID// content ID//Kc//ACm//ACp} Kmc6 is 
generated (Step S242). 

[0204]With reference to drawing 16 , the update date CRLdate of the prohibition class 
lists transmitted from the license management module 51 1 in the distributing server 10. 
It is judged whether the prohibition class lists CRL which the license management 
module 511 holds by comparing with the update date of the prohibition class lists CRL 
of the distributing server 10 held at the CRL database 306 are the newest, When the 
prohibition class lists CRL which the license management module 51 1 holds are judged 
to be the newest, it shifts to Step S246. When the prohibition class lists CRL which the 
license management module 511 holds are not the newest, it shifts to Step S252 (Step 
S244). 

[0205] When judged as the newest, the enciphering processing part 328, Encryption data 
{transaction ID// content ID//Kc//ACm//ACp} Kmc6 outputted from the enciphering 
processing part 326 is enciphered by session key Ks2 generated in the license 
management module 511, Encryption data {{transaction ID// content 
ID//Kc//ACm//ACp} Kmc6} Ks2 is outputted to bus BS1. And the distribution control 
part 315 transmits encryption data {{transaction ID// content ID//Kc//ACm//ACp} 
Kmc6} Ks2 on bus BS1 to the personal computer 50 via the communication apparatus 
350 (Step S246). 

[0206] And the controller 510 of the personal computer 50, Encryption data 
{{transaction ID// content ID//Kc//ACm//ACp} Kmc6} Ks2 is received (Step S248), 
The license management module 511 decodes encryption data { {transaction ID// 
content ID//Kc//ACm//ACp} Kmc6} Ks2 by session key Ks2, {Transaction ID// content 
ID//Kc//ACm//ACp} Kmc6 is received (Step S250). Then, it shifts to Step SI 62. 
[0207] When the prohibition class lists CRL which the license management module 511 
holds are judged not to be the newest, on the other hand in the distributing server 10, the 
distribution control part 315, The newest prohibition class lists CRL are acquired from 
the CRL database 306 via bus BS1, and the difference CRL which is difference data is 
generated (Step S252). 

[0208]The enciphering processing part 328 is enciphered by session key Ks2 generated 
in the license management module 51 1 in response to the output of the enciphering 
processing part 326, and the difference CRL of the prohibition class lists which the 
distribution control part 3 1 5 supplies via bus BS 1 . Difference CRL/encryption data 



{/{transaction ID// content ID//Kc//ACm//ACp} Kmc6} Ks2 outputted from the 
enciphering processing part 328 is transmitted to the personal computer 50 via bus BS1 
and the communication apparatus 350 (Step S254). 
[0209]The personal computer 50 receives difference CRL/encryption data 
{/{transaction ID// content ID//Kc//ACm//ACp} Kmc6} Ks2 transmitted (Step S256), 
The license management module 51 1 decodes received data using session key Ks2, and 
receives the difference CRL and encryption data {transaction ID// content 
ID//Kc//ACm//ACp} Kmc6 (Step S258). 

[0210]The controller 510 adds the difference CRL received to the prohibition class lists 
CRL recorded on HDD530, performs original cipher processing, and rewrites the 
prohibition class lists CRL in HDD530 (Step S260). 

[021 l]Step S246, S248, and S250 are distribution operations to the license management 
modules 511, such as the license key Kc in case the prohibition class lists CRL of the 
license management module 511 are the newest, Step S252, S254, S256, S258, and 
S260 are distribution operations to the license management modules 511, such as the 
license key Kc in case the prohibition class lists CRL of the license management 
module 511 are not the newest. Thus, when checking in detail and not updating whether 
the prohibition class lists CRLdate sent from the license management module 511 are 
updated, Distribution of enciphered content data {Dc} Kc to the license management 
module in which the license was broken can be prevented by acquiring the newest 
prohibition class lists CRLdate from the CRL database 306, and distributing the 
difference CRL to the license management module 511. 

[0212]Encryption license {transaction ID// content ID//Kc//ACm//ACp} Kmc6 after 
Step S250 or Step S260, It is decoded by secret decode key Kmc6 and a license (license 
key Kc, transaction ID, content ID, the access control information ACm, and 
reproduction control information ACp) is received (Step S262). 

[0213]With reference to drawing 17 , the license management module 511 generates the 
check-out information containing the number for lending out the enciphered content 
data and the license which were received from the distributing server 10 to other devices 
which can be checked out (Step S264). In this case, the initial value of check-out is set 
as "3." So then, the license management module 511, The encryption level 1 extension 
license which performed cipher processing original with the received license 
(transaction ID, content ID, license key Kc, the access control information ACm, and 
reproduction control information ACp) and the generated check-out information is 
generated (Step S266). In this case, the license management module 511 enciphers 
based on the identification number of the controller (CPU) 510 of the personal computer 
50, etc. Therefore, if the encryption level extension 1 generated license turns into a 
license original with the personal computer 50 and does not use the check-out 
mentioned later, it cannot communicate enciphered content data and a license to other 
devices. Since a security hole exists clearly, movement of a license of an in 
[ management of level 1 ] in a security level is because movement of the license is not 
allowed. 

[0214]The controller 510 of the personal computer 50 transmits transaction ID sent 
from the distributing server 10, and the distribution request of enciphered content data 
to the distributing server 10 (Step S268). 

[0215]The distributing server 10 receives the distribution request of transaction ID and 
enciphered content data (Step S270), From the information database 304, enciphered 
content data {Dc} Kc and additional information Dc-inf are acquired, and these data is 
outputted via bus BS1 and the communication apparatus 350 (Step S272). 
[0216]The personal computer 50 receives {Dc} Kc//Dc-inf, and receives enciphered 
content data {Dc} Kc and additional information Dc-inf (Step S274). If it does so, the 



controller 5 1 0 will record enciphered content data {Dc} Kc and additional information 
Dc-inf on the hard disk (HDD) 530 via bus BS2 as one contents file (Step S276). The 
encryption level 1 extension license by which the controller 5 1 0 was generated with the 
license management module 511, The license management file to enciphered content 
data {Dc} Kc and additional information Dc-inf containing transaction ID and content 
ID of a plaintext is generated, and it records on HDD530 via bus BS2 (Step S278). The 
controller 5 1 0 as information on the contents received to the contents list file currently 
recorded on HDD530, The name of the recorded contents file and a license management 
file, The information (a track name, an artist name) about the enciphered content data 
extracted from additional information Dc-inf is added (Step S280), and transaction ID 
and distribution acceptance are transmitted to the distributing server 10 (Step S282). 
[0217]If transaction ID// distribution acceptance is received (Step S284), the 
distributing server 10, Record to storing of the billing data to the charge database 302 
and the distribution recording data base 308 of transaction ID is performed, processing 
of the end of distribution is performed (Step S286), and the whole processing is 
completed (Step S288). 

[0218]Thus, by exchanging the encryption key generated by the distributing server and 
a license management module, respectively, performing encryption using the encryption 
key which each received, and transmitting the encryption data to the other party, De 
facto mutual recognition can be performed also in transmission and reception of each 
encryption data, and the security of a data distribution system can be raised, And it is 
the same as that of the case where a license is directly distributed to the license 
management device 520 and the memory card 1 10 in the point of employing the 
prohibition class lists CRL. 

[0219]However, in the personal computer 50 the license management module 511, 
Exchange data by software, receive a license from the distributing server 10, and 
distribution of the license by the license management module 51 1 in the point to 
manage, A security level is lower than distributing a license to the license management 
device 520 and the memory card 110 directly. 

[0220] [Movement] In the data distribution system shown in drawing 1 and drawing 2 , 
The operation which transmits the enciphered content data and the license which were 
distributed to the license management device 520 of the personal computer 50 from the 
distributing server 10 to the memory card 110 equipped by the portable telephone 100 
or the reproduction terminal 102 is explained. This operation is called "movement" and 
a security level is the processing performed only between the levels 2. 
[0221]In the data distribution system which shows drawing 1 and drawing 2 drawing 1 8 
- drawing 2 1 , They are the 1st for explaining the moving operation by which the license 
management device 520 moves the enciphered content data and the license which were 
received from the distributing server 10 to the memory card 110 equipped by the 
portable telephone 100 or the reproduction terminal 102 - the 4th flow chart. In 
movement, since the portable telephone 100 or the reproduction terminal 102 is 
apparatus of only relaying data, it has been omitted from the flow chart. In explaining 
movement, explain the case where it moves to the memory card 1 10 with which the 
reproduction terminal 102 of drawing 2 was equipped, but. The same may be said of the 
case where it moves to the memory card 1 10 with which the portable telephone 100 of 
drawing 1 was equipped, and reading ****** is good for the portable telephone 100 in 
the reproduction terminal 102. 

[0222]Before the processing in drawing 18 , the user of the personal computer 50 
determines the contents which move according to a contents list file, and explains as a 
premise that the contents file and the license management file can be specified. 
[0223]When a move request is inputted from the keyboard 560 of the personal computer 



50 with reference to drawing 1 8 (Step S300), the controller 5 1 0, The Request to Send of 
authentication data is transmitted to the reproduction terminal 102 via USB interface 
550, the terminal 580, and USB cable 70 (Step S302). So then, the controller 1 106 of 
the reproduction terminal 102, The Request to Send of authentication data is received 
via terminal 1114, USB interface 1112, and bus BS3, and the Request to Send of 
authentication data is transmitted to the memory card 1 10 via bus BS3 and the memory 
card interface 1200. And the controller 1420 of the memory card 1 10 receives the 
Request to Send of authentication data via the terminal 1426, the interface 1424, and 
bus BS4 (Step S304). 

[0224]The controller 1420 will read authentication data {KPm3//Cm3} KPa from the 
authentication data attaching part 1400 via bus BS4, if the Request to Send of 
authentication data is received, The read authentication data {KPm3//Cm3} KPa is 
outputted to the reproduction terminal 102 via bus BS4, the interface 1424, and the 
terminal 1426. And the controller 1 106 of the reproduction terminal 102, Authentication 
data {KPm3//Cm3} KPa is received via the memory card interface 1200 and bus BS3, 
Authentication data {KPm3//Cm3} KPa is transmitted to the personal computer 50 via 
bus BS3, USB interface 1112, the terminal 1114, and USB cable 70 (Step S306). 
[0225] So then, the controller 510 of the personal computer 50, Authentication data 
{KPm3//Cm3} KPa is received via the terminal 580 and USB interface 550 (Step S308), 
and the authentication data {KPm3//Cm3} KPa which received is transmitted to the 
license management device 520 via bus BS2. The controller 5220 of the license 
management device 520 receives authentication data {KPm3//Cm3} KPa via the 
terminal 5226, the interface 5224, and bus BS5, and gives the authentication data 
{KPm3//Cm3} KPa which received to the decoding processing section 5208. The 
authentication processing part 5208 performs decoding processing of authentication 
data {KPm3//Cm3} KPa with the authentication key KPa from the KPa attaching part 
5214 (Step S3 10). The controller 5220 from the decoding processing result in the 
decoding processing section 5208. In order that whether processing having been 
performed normally and the memory card 1 10 may attest holding class public 
presentation encryption key KPm3 from a regular memory card, and class certificate 
Cm3, Authenticating processing which judges whether the authentication data which 
gave the code for proving the justification in a regular organization was received is 
performed (Step S3 12). When it is judged that it is just authentication data, the 
controller 5220 recognizes and receives class public presentation encryption key KPm3 
and class certificate Cm3. And it shifts to the next processing (Step S3 14). In not being 
just authentication data, it is considered as non approval, and it ends processing without 
receiving class public presentation encryption key KPm3 and class certificate Cm3 
(StepS404). 

[0226]In order that the license management device 520 may hold only the open 
authentication key KPa of level 2 correspondence here, Since attestation goes wrong 
and processing is temporarily ended when a security level is the demand from the 
license management module 511 which is level 1, movement to level 1 from the level 2 
cannot be performed. 

[0227]When it is recognized as a result of attestation that it is a regular memory card, 
the controller 5220, Next, it refers for whether class certificate Cm3 of the memory card 
1 10 is listed by the prohibition class lists CRL to the CRL field 5215A of the memory 
5215, When these class certificates have been the targets of prohibition class lists, 
moving operation is ended here (Step S404). 

[0228]On the other hand, when the class certificate of the memory card 1 10 is outside 
the object of prohibition class lists, it shifts to the next processing (Step S3 14). 
[0229]In [ if it is checked that it is access from the reproduction terminal provided with 



a memory card with just authentication data as a result of attestation, and a class is 
outside the object of prohibition class lists ] the license management device 520, The 
controller 5220 acquires transaction ID which is management codes from the license 
area 5215B of the memory 5215 (Step S3 16). And the session key generating part 5218 
generates session key Ks22 for movement (Step S3 18). Session key Ks22 is enciphered 
by the enciphering processing part 5210 by class public presentation encryption key 
KPm3 corresponding to the memory card 110 obtained by the decoding processing 
section 5208 (Step S320). The controller 5220 acquires encryption data {Ks22} Km3 
via bus BS5, Transaction ID//{Ks22} Km3 which added transaction ID acquired from 
the memory 5215 to encryption data {Ks22} Km3 are outputted via bus BS5, the 
interface 5224, and the terminal 5226 (Step S322). 

[0230] With reference to drawing 19 , the controller 510 of the personal computer 50, 
Transaction ID//{Ks22} Km3 are received via bus BS2 (Step S324), Transaction 
ID//{Ks22} Km3 are transmitted to the reproduction terminal 102 via USB interface 
550, the terminal 580, and USB cable 70 (Step S324). So then, the controller 1 106 of 
the reproduction terminal 102, Transaction ID//{Ks22} Km3 are received via terminal 
1 114, USB interface 1 1 12, and bus BS3, and its transaction ID// {Ks22} Km3 which 
received are transmitted to the memory card 1 10 via the memory card interface 1200. 
And the controller 1420 of the memory card 110 receives transaction ID//{Ks22} Km3 
via the terminal 1426, the interface 1424, and bus BS4 (Step S326). The decoding 
processing section 1422 receives {Ks22} Km3 from the controller 1420 via bus BS4, by 
class secret decode key Km3 from the Km attaching part 1421, decodes {Ks22} Km3 
and receives session key Ks22 (Step S328). And the session key generating part 1418 
generates session key Ks2 (Step S3 30), and the controller 1420, The update date 
CRLdate of prohibition class lists is acquired from the CRL field 141 5 A of the memory 
1415 via bus BS4, and the acquired update date CRLdate is given to the change-over 
switch 1446 (Step S332). 

[0231] So then, the update date CRLdate of session key Ks2 acquired when the 
enciphering processing part 1406 switched the terminal of the change-over switch 1446 
one by one, individual public presentation encryption key KPmc4, and prohibition class 
lists. It enciphers by session key Ks22 decoded by the decoding processing section 1404, 
and Ks2//KPmc4//encryption data {CRLdate} Ks22 are generated. The controller 1420 
outputs Ks2//KPmc4//encryption data {CRLdate} Ks22 to the reproduction terminal 
102 via bus BS4, the interface 1424, and the terminal 1426, The controller 1 106 of the 
reproduction terminal 102 receives Ks2//KPmc4//encryption data {CRLdate} Ks22 via 
the memory card interface 1200. And the controller 1 106 transmits to the personal 
computer 50 via USB interface 1112, the terminal 1 1 14, and USB cable 70 (Step S3 34). 
[0232]The controller 510 of the personal computer 50, Ks2//KPmc4//encryption data 
{CRLdate} Ks22 are received via the terminal 580 and USB interface 550 (Step S336), 
Ks2//KPmc4//encryption data {CRLdate} Ks22 are inputted into the license 
management device 520 via bus BS2 (Step S338). The controller 5220 of the license 
management device 520, Ks2//KPmc4//encryption data {CRLdate} Ks22 are received 
via the terminal 5226, the interface 5224, and bus BS5, and its Ks2//KPmc4// 
encryption data {CRLdate} Ks22 which received are given to the decoding processing 
section 5212. The decoding processing section 5212 decodes Ks2//KPmc4//encryption 
data {CRLdate} Ks22 by session key Ks22 from the session key generating part 5218, 
The update date CRLdate of session key Ks2, open encryption key KPmc4, and 
prohibition class lists is received (Step S340). 

[0233]If it does so, the controller 510 of the personal computer 50 will read the entry 
number of the license included in the license management file recorded on HDD530 in 
Step S324 from HDD530. And the controller 510 inputs the read entry number into the 



license management device 520 via bus BS2 (Step S342). The controller 5220 of the 
license management device 520, An entry number is received via the terminal 5226, the 
interface 5224, and bus BS5, A license (transaction ID, content ID, license key Kc, 
access-control-information ACm, reproduction control information ACp) is read from 
the entry of the license area 5215B of the memory 5215 specified with an entry number 
(StepS344). 

[0234]The controller 5220 ranks second and checks the access control information 
ACm (Step S346). That is, based on the access control information ACm which 
acquired the controller 5220, It is checked whether the license which first is going to 
move to the memory card 110 with which the reproduction terminal 102 was equipped 
is the license which cannot perform reproduction of enciphered content data by 
reproduction frequency. It is because there is no meaning which moves to the memory 
card 1 10 which could not reproduce enciphered content data according to a license, but 
was equipped with the enciphered content data and license by the reproduction terminal 
102 when reproduction frequency does not remain (reproduction frequency =0). When 
it cannot reproduce and can reproduce, the duplicate of a license and the propriety of 
movement are judged with movement / duplicate flags. 

[0235]In Step S346, reproduction frequency of enciphered content data is not made 
(reproduction frequency =0), or when movement / duplicate flags are move duplication 
prohibition (=0), by the access control information ACm, it judges that duplicate 
movement is impossible, and shifts to Step S404, and moving operation is ended. 
Reproduction of enciphered content data can be performed in Step S346 (reproduction 
frequency !=0), And movement / duplicate flags are judged that only movement is 
movement of a license in the case of C "=1", and the controller 510 deletes the license 
in the entry number specified in the license area 521 5B of the memory 521 5 (Step 
S348), and shifts to Step S3 50. Reproduction of enciphered content data can be 
performed, and when "reproduction frequency !=0" and movement / duplicate flags are 
move duplicate C ' -3", it is judged that it is a duplicate of a license and it shifts to Step 
S350, without performing Step S348. 

[0236] With reference to drawing 20 , the enciphering processing part 5217, By open 
encryption key KPmc4 [ peculiar to the license management device 520 obtained by the 
decoding processing section 5212 ], a license is enciphered and encryption data 
{transaction ID// content ID//Kc//ACm//ACp} Kmc4 is generated (Step S350). And the 
update date CRLdate of the prohibition class lists transmitted from the memory card 
110. When the license management device 520 is compared with the update date of the 
prohibition class lists currently held to the CRL field 52 15 A, it is judged whether which 
prohibition class lists are new and the direction of MEMOKADO 100 is judged to be 
new, it shifts to Step S3 50. When the direction of the license management device 520 is 
judged to be new, it shifts to Step S362 (Step S352). 

[023 7] When the direction of the memory card 110 is judged to be new, the enciphering 
processing part 5206, Encryption data {transaction ID// content ID//Kc//ACm//ACp} 
Kmc4 outputted from the enciphering processing part 5217 is enciphered by session key 
Ks2 generated in the session key generating part 521 8, Encryption data { {transaction 
ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 is outputted to bus BS5. And the 
controller 5220, Encryption data {{transaction ID// content ID//Kc//ACm//ACp} 
Kmc4} Ks2 on bus BS5 is transmitted to the personal computer 50 via the interface 
5224 and the terminal 5226 (Step S3 54). 

[0238]The controller 510 of the personal computer 50, Encryption data {{transaction 
ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 is received, and it transmits to the 
reproduction terminal 102 via USB interface 550, the terminal 580, and USB cable 70 
(Step S356). 



[0239]The controller 1 106 of the reproduction terminal 102 receives encryption data 
{{transaction ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 via terminal 1 1 14, USB 
interface 1112, and bus BS3, The encryption data {{transaction ID// content 
ID//Kc//ACm//ACp} Kmc4} Ks2 which received is transmitted to the memory card 110 
via bus BS3 and the memory card interface 1200. And the controller 1420 of the 
memory card 1 10 receives encryption data {{transaction ID// content 
ID//Kc//ACm//ACp} Kmc4} Ks2 via the terminal 1426, the interface 1424, and bus 
BS4 (Step S358). 

[0240]The decoding processing section 1412 of the memory card 110, Encryption data 
{{transaction ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 is received via bus BS4, It 
decodes by session key Ks2 generated by the session key generating part 1418, and 
{transaction ID// content ID//Kc//ACm//ACp} Kmc4 is received (Step S360). Then, it 
shifts to Step S374 shown in drawing 2 1 . 

[0241] When the direction of the license management device 520 is judged to be new, on 
the other hand in Step S3 50, the controller 5220 of the license management device 520, 
The data CRL of the newest prohibition class lists is acquired from the CRL field 
5215A of the memory 5215 via bus BS5 (Step S362). 

[0242]The enciphering processing part 5206 the output of the enciphering processing 
part 5217, and the data CRL of the prohibition class lists which the controller 5220 
acquired from the memory 5215 via bus BS5, Respectively, it receives via the 
change-over switches 5242 and 5246, and enciphers by session key Ks2 generated in 
the session key generating part 5218. Encryption data {CRL// {transaction ID// content 
ID//Kc//ACm//ACp} Kmc4} Ks2 outputted from the enciphering processing part 5206, 
It is outputted to the personal computer 50 via bus BS5, the interface 5224, and the 
terminal 5226 (Step S364). 

[0243]The controller 510 of the personal computer 50, Encryption data 
{CRL// {transaction ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 outputted is received, 
Encryption data {CRL// {transaction ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 is 
transmitted to the reproduction terminal 102 via USB interface 550, the terminal 580, 
and USB cable 70 (Step S366). The controller 1 106 of the reproduction terminal 102 
receives encryption data {CRL// {transaction ID// content ID//Kc//ACm//ACp} Kmc4} 
Ks2 via terminal 1114, USB interface 1112, and bus BS3, Encryption data 
{CRL// {transaction ID// content ID//Kc//ACm//ACp} Kmc4} Ks2 is transmitted to the 
memory card 110 via bus BS3 and the memory card interface 1200. And the controller 
1420 of the memory card 110, Encryption data {CRL// {transaction ID// content 
ID//Kc//ACm//ACp} Kmc4} Ks2 is received via the terminal 1426, the interface 1424, 
and bus BS4 (Step S368). 

[0244] In the memory card 1 10, the decoding processing section 1412, The received data 
on bus BS4 are decoded using session key Ks2 given from the session key generating 
part 1418, and CRL and {transaction ID// content ID//Kc//ACm//ACp} Kmc4 are 
received (Step 370). The controller 1420 receives the data CRL received by the 
decoding processing section 1412 via bus BS4, and rewrites the CRL field 1415A of the 
memory 1415 with the received data CRL (Step S3 72). 

[0245]Step S354, S356, S358, and S360, From the prohibition class lists CRL of the 
license management device 520 of the transmitting side. It is the moving operation to 
the memory cards 1 10, such as the license key Kc when the prohibition class lists CRL 
of the memory card 1 10 of a receiver are new, Step S362, S364, S366, S368, S370, and 
S3 72, It is the moving operation to the memory cards 1 10, such as the license key Kc 
when the prohibition class lists CRL of the license management device 520 of the 
transmitting side are newer than the prohibition class lists CRL of the memory card 1 10 
of a receiver. By thus, the update date CRLdate spent from the memory card 110. The 



outflow of the license to the apparatus by which the license was broken can be 
prevented by checking and making the newest prohibition class lists CRL store in the 
CRL field 1514A as the prohibition class lists CRL of the memory card 1 10 as much as 
possible in detail. 

[0246] With reference to drawing 2L with directions of the controller 1420 after Step 
S360 or Step S372. Encryption license {transaction ID// content ID//Kc//ACm//ACp} 
Kmc4, In the decoding processing section 1404, it is decoded by secret decode key 
Kmc4 and a license (license key Kc, transaction ID, content ID, the access control 
information ACm, and reproduction control information ACp) is received (Step S3 74). 
[0247]The controller 510 of the personal computer 50 transmits the entry number for 
storing the license which moved to the memory card 1 10 to the reproduction terminal 
102 via USB interface 550, the terminal 580, and USB cable 70. So then, the controller 
1 106 of the reproduction terminal 102, An entry number is received via terminal 1114, 
USB interface 1 1 12, and bus BS3, Transmit to the memory card 1 10 via bus BS3 and 
the memory card interface 1200, and the controller 1420 of the memory card 1 10, An 
entry number is received via the terminal 1426 and the interface 1424, To the license 
area 1415B of the memory 1415 specified with the received entry number. The license 
(license key Kc, transaction ID, content ID, the access control information ACm, and 
reproduction control information ACp) acquired in Step S374 is stored (Step S378). 
[0248]The controller 510 of the personal computer 50, The entry number of the license 
stored in the memory 141 5 of the memory card 1 10, The license management file to 
enciphered content data {Dc} Kc and additional information Dc-inf which are going to 
move to the memory card 110 containing transaction ID and content ID of a plaintext is 
generated, and it transmits to the memory card 110 (Step S3 80). 
[0249]The controller 1420 of the memory card 110 records the license management file 
which received the license management file via the reproduction terminal 102, and 
received to the data area 1415C of the memory 1415 (Step S382). 
[0250] And the controller 510 of the personal computer 50, The inside of the license 
recorded on HDD530 according to judgment of Step S346 (Step S348) when it was 
movement, The license entry number of the license management file to the license 
which moved to the memory card 1 10 is eliminated, and it updates to nothing [ license ] 
(Step S3 86). Then, the controller 510 acquires from HDD530 enciphered content data 
{Dc} Kc and additional information Dc-inf which are going to move to the memory 
card 1 10, and transmits {Dc} Kc//Dc-inf to the memory card 1 10 (Step S390). The 
controller 1420 of the memory card 1 10, It records on the data area 1415C of the 
memory 1415 by making into a contents file {Dc} Kc//Dc-inf which received {Dc} 
Kc//Dc-inf via the reproduction terminal 102 (Step S392), and received via bus BS4 
(Step S394). 

[0251]If it does so, the controller 510 of the personal computer 50 will create the 
regenerated list which added the musical piece which moved to the memory card 110 
(Step S3 96), and will transmit a regenerated list and rewriting directions of a 
regenerated list to the memory card 110 (Step S398). The controller 1420 of the 
memory card 1 1 0, A reproduction list file and rewriting directions are received via the 
reproduction terminal 102 (Step S400), It rewrites to the reproduction list file which 
received the reproduction list file recorded on the data area 1415C of the memory 1415 
via bus BS4 (Step S402), and moving operation is completed (Step S404). 
[0252]Thus, after checking that the memory card 110 with which the reproduction 
terminal 102 was equipped is regular apparatus, and that open encryption key KPm3 
which has enciphered and transmitted with class certificate Cm3 is effective 
simultaneously, Class certificate Cm3 can move contents data only to the move demand 
to the memory card which is not written in prohibition class lists, i.e., the class 



certificate list in which encryption by open encryption key KPm3 was broken, 
Movement using the class key to the inaccurate memory card moved and decoded can 
be forbidden. 

[0253]By exchanging the encryption key generated with a license management device 
and a memory card, respectively, performing encryption using the encryption key which 
each received, and transmitting the encryption data to the other party, De facto mutual 
recognition can be performed also in transmission and reception of each encryption data, 
and enciphered content data and the security in the moving operation of a license can be 
raised. 

[0254] Although it explained as moving processing that it was clear from explanation, 
when the duplicate of the license is permitted by the contents supplier, he performs as 
duplicate processing and a license is held as it is at the license management device 520 
of the transmitting side. The duplicate in this case is an act permitted only when a 
contents supplier, i.e., a copyright person, permits a duplicate and he sets up movement 
/ duplicate flags of the access control information ACm good [ a move duplicate ] at the 
time of distribution, and is not the act which checked the copyright person's right. 
Access control information is a part of license, and since the confidentiality is 
guaranteed, copyright is protected. 

[0255]By using this moving operation, the user of the reproduction terminal 102 who 
does not have a communication function with the distributing server 10 can also receive 
enciphered content data and a license to a memory card via the personal computer 50, 
and his convenience of a user improves. 

[0256]In the above, although movement of the license to the memory card 1 10 from the 
license management device 520 of the personal computer 50 was explained, Movement 
of a license to the license management device 520 from the memory card 1 10 is also 
performed according to the flow chart shown in drawing 1 8 - drawing 21 . That is, in 
drawing L the portable telephone 100 will receive distribution and the enciphered 
content data and the license which were stored in the memory card 1 10 can be 
evacuated to the personal computer 50. 

[0257]That the personal computer 50 can move the license received from the 
distributing server 10 to the memory card 110, The license management device 520 is 
only the license received in hard from the distributing server 10, The license 
management module 5 1 1 cannot transmit the enciphered content data and the license 
which were received in soft from the distributing server 10 to a memory card by the 
) concept of "movement." The license management module 511 exchanges authentication 
data, an encryption key, etc. between the distributing servers 10 in soft with a security 
level lower than the license management device 520, Since enciphered content data and 
a license are received, a possibility that encryption will be broken in the receiving 
operation is higher than the case where the license management device 520 receives 
enciphered content data and a license. Therefore, the enciphered content data and the 
license which received with the low security level and were managed, Supposing it is 
freely movable to the memory card 1 10 which receives and manages enciphered content 
data and a license with the same security level as the license management device 520 by 
the concept of "movement", Since the security level in the memory card 1 10 falls, in 
order to prevent this, by the concept of "movement", it cannot transmit to the memory 
card 110 and the enciphered content data and the license which were received with the 
license management module 51 1 are carried out. 

[0258]However, entirely, supposing the enciphered content data and the license with a 
low security level which were received with the license management module 51 1 are 
immovable to the memory card 1 10, It is contrary to the meaning of a data distribution 
system of permitting the free copy of contents data, protecting copyright, and a user's 



convenience does not improve, either. Then, it enabled it to transmit the enciphered 
content data and the license which were received with the license management module 
5 1 1 to the memory card 1 10 by the concept of the check-out explained below and 
check-in. 

[0259] [Check-out] In the data distribution system shown in drawing 1 and drawing 2 , 
The operation which transmits the enciphered content data and the license which were 
distributed to the license management module 51 1 of the personal computer 50 from the 
distributing server 10 to the memory card 110 equipped by the reproduction terminal 
102 is explained. This operation is called "check-out." 

[0260] In the data distribution system which shows drawing 1 and drawing 2 drawing 22 
- drawing 25 , The license management module 511 the enciphered content data and the 
license which were received from the distributing server 10, They are the 1st for 
explaining the check-out operation which lends out enciphered content data and a 
license to the memory card 110 with which the reproduction terminal 102 was equipped 
on condition of return - the 4th flow chart. Since the portable telephone 100 or the 
reproduction terminal 102 is apparatus of only relaying data also in check-out, it has 
been omitted from the flow chart. In explaining, the case where it moves to the memory 
card 110 with which the reproduction terminal 102 of drawing 2 was equipped is 
explained, but the same may be said of the case where it moves to the memory card 1 10 
with which the portable telephone 100 of drawing 1 was equipped, and reading ****** 
is good for the portable telephone 100 in the reproduction terminal 102. 
[0261]Before the processing in drawing 20 , the user of the personal computer 50 
determines the contents to check out according to a contents list file, and explains as a 
premise that the contents file and the license management file can be specified. 
[0262]If a check-out request is inputted from the keyboard 560 of the personal computer 
50 with reference to drawing 22 (Step S500), the controller 510 will acquire encryption 
license data from the license management file recorded on HDD530. In this case, a 
license management file receives enciphered content data and a license with the license 
management module 511, and stores the encryption level 1 extension license which 
gave original encryption (step S266 reference of drawing 17 ). The license management 
module 511 acquires the encryption level 1 extension license of encryption license data 
to check out from a license management file, It decodes and a license (transaction ID, 
content ID, license key Kc, access-control-information ACm, reproduction control 
information ACp) and check-out information are acquired (Step S502). 
[0263]The license management module 51 1 checks the access control information ACm 
(Step S504). That is, the license management module 511, Based on the acquired access 
control information ACm, the license which he is going to check out to the memory 
card 1 10 with which the reproduction terminal 102 was equipped by the access control 
information ACm. [ whether there is any specification of the reproduction frequency of 
enciphered content data, and ] It is checked whether it is the license whose reproduction 
is impossible. It is because there is no meaning which he checks out to the memory card 
110 which it could not reproduce according to the license which checked out enciphered 
content data, but was equipped with the enciphered content data and license by the 
reproduction terminal 102 when reproduction has restriction. 
[0264]In Step S504, when reproduction has restriction, it shifts to Step S588 and 
check-out operation is ended. In Step S504, when there is no restriction to reproduction, 
it shifts to Step S506. And it is checked whether the license management module 511 
has a number larger than "0" which is contained in the acquired check-out information 
and which can be checked out (Step S506). In Step S506, since there will be no license 
which can already be checked out if the number which can be checked out is below "0", 
it shifts to Step S588 and check-out operation is ended. In Step S506, when the number 



which can be checked out is larger than "0", the license management module 511 
transmits the Request to Send of authentication data via USB interface 550, the terminal 
580, and USB cable 70 (Step S508). The controller 1 106 of the reproduction terminal 
102 receives the Request to Send of authentication data via terminal 1114, USB 
interface 1112, and bus BS3, The Request to Send of authentication data which received 
is transmitted to the memory card 1 10 via bus BS3 and the memory card interface 1200. 
And the controller 1420 of the memory card 1 10 receives the Request to Send of 
authentication data via the terminal 1426, the interface 1424, and bus BS4 (Step S510). 
[0265]The controller 1420 will read authentication data {KPm3//Cm3} KPa from the 
authentication data attaching part 1400 via bus BS4, if the Request to Send of 
authentication data is received, The read authentication data {KPm3//Cm3} KPa is 
outputted to the reproduction terminal 102 via bus BS4, the interface 1424, and the 
terminal 1426. And the controller 1 106 of the reproduction terminal 102, Authentication 
data {KPm3//Cm3} KPa is received via the memory card interface 1200 and bus BS3, 
Authentication data {KPm3//Cm3} KPa is transmitted to the personal computer 50 via 
bus BS3, USB interface 1112, the terminal 1 1 14, and USB cable 70 (Step S512). 
[0266] So then, the license management module 51 1 of the personal computer 50, 
Authentication data {KPm3//Cm3} KPa is received via the terminal 580 and USB 
interface 550 (Step S514), and the authentication data {KPm3//Cm3} KPa which 
received is decoded with the authentication key KPa (Step S516). The license 
management module 51 1 from a decoding processing result. [ whether processing was 
performed normally and ] Namely, in order that the memory card 1 10 may attest 
holding class public presentation encryption key KPm3 from a regular memory card, 
and class certificate Cm3, Authenticating processing which judges whether the 
authentication data which gave the code for proving the justification in a regular 
organization was received is performed (Step S5 1 8). When it is judged that it is just 
authentication data, the license management module 5 1 1 recognizes and receives class 
public presentation encryption key KPm3 and class certificate Cm3. And it shifts to the 
next processing (Step S520). In not being just authentication data, it is considered as 
non approval, and it ends processing without receiving class public presentation 
encryption key KPm3 and class certificate Cm3 (Step S588). 
[0267]Here, since the license management module 511 holds only the open 
authentication key KPb corresponding to level 1 , a security level can perform only the 
check-out to level 1 . 

[0268]When it is recognized as a result of attestation that it is a regular memory card, 
the license management module 511, Next, when it refers for whether class certificate 
Cm3 of the memory card 1 10 is listed by the prohibition class lists CRL to HDD530 
and these class certificates have been the targets of prohibition class lists about it, 
check-out operation is ended here (Step S588). On the other hand, when the class 
certificate of the memory card 1 10 is outside the object of prohibition class lists, it shifts 
to the next processing (Step S520). 

[0269] If it is checked with reference to drawing 23 that it is access from the 
reproduction terminal provided with a memory card with just authentication data as a 
result of attestation, and a class is outside the object of prohibition class lists, The 
license management module 51 1 generates transaction ID for check-out which is the 
management codes for specifying check-out (Step S522). Transaction ID for check-out 
takes a certainly different value from all the transaction ID stored in the memory card 
1 10, and generates it as transaction ID of local use. And the license management 
module 511 generates session key Ks22 for check-out (Step S524), and session key 
Ks22 generated is enciphered by class public presentation encryption key KPm3 
transmitted from the memory card 110 (Step S526). And the license management 



module 511, Transaction IDfor check-out// {Ks22} Km3 which added transaction ID for 
check-out to encryption data {Ks22} Km3 via USB interface 550, the terminal 580, and 
USB cable 70. It transmits to the reproduction terminal 102 (Step S528). So then, the 
controller 1 106 of the reproduction terminal 102, Transaction IDfor check-out// {Ks22} 
Km3 are received via terminal 1 1 14, USB interface 1 112, and bus BS3, Its transaction 
IDfor check-out// {Ks22} Km3 which received are transmitted to the memory card 1 10 
via the memory card interface 1200. And the controller 1420 of the memory card 110 
receives transaction IDfor check-out// {Ks22} Km3 via the terminal 1426, the interface 
1424, and bus BS4 (Step S530). The decoding processing section 1422 receives {Ks22} 
Km3 from the controller 1420 via bus BS4, by class secret decode key Km3 from the 
Km attaching part 1421, decodes {Ks22} Km3 and receives session key Ks22 (Step 
S532). And the session key generating part 1418 generates session key Ks2 (Step S534), 
and the controller 1420, The update date CRLdate of prohibition class lists is acquired 
from the CRL field 141 5 A of the memory 1415 via bus BS4, and the acquired update 
date CRLdate is given to the change-over switch 1446 (Step S536). 
[0270] So then, session key Ks2 acquired when the enciphering processing part 1406 
switched the terminal of the change-over switch 1446 one by one, individual public 
presentation encryption key KPmc4, and the update date CRLdate. It enciphers by 
session key Ks22 decoded by the decoding processing section 1404, and 
Ks2//KPmc4//encryption data {CRLdate} Ks22 are generated. The controller 1420 
outputs Ks2//KPmc4//encryption data {CRLdate} Ks22 to the reproduction terminal 
102 via bus BS4, the interface 1424, and the terminal 1426, The controller 1 106 of the 
reproduction terminal 102 receives Ks2//KPmc4//encryption data {CRLdate} Ks22 via 
the memory card interface 1200. And the controller 1 106 transmits to the personal 
computer 50 via USB interface 1112, the terminal 1 1 14, and USB cable 70 (Step S538). 
[0271]The license management module 511 of the personal computer 50, 
Ks2//KPmc4//encryption data {CRLdate} Ks22 are received via the terminal 580 and 
USB interface 550 (Step S540), Its Ks2//KPmc4// encryption data {CRLdate} Ks22 
which received are decoded by session key Ks22, and session key Ks2, individual 
public presentation encryption key KPmc4, and the update date CRLdate are received 
(Step S542). And the license management module 511 generates the access control 
information ACm for check-out by which a license is not moved / reproduced to other 
memory cards from the memory card with which the reproduction terminal 102 was 
equipped. That is, the access control information ACm which made move reproduction 
of movement / duplicate flags of reproduction frequency indefinitely (=255) and 
improper (=3) is generated (Step S544), 

[0272] With reference to drawing 24 , the license management module 51 1, By open 
encryption key KPmc4 [ peculiar to the license management module 511 received in 
Step S542 ]. A license is enciphered and encryption data [ ACm / transaction ID/for 
check-out / content ID//Kc// / for check-out// ] {ACp} Kmc4 is generated (Step S546). 
And the update date CRLdate of the prohibition class lists transmitted from the memory 
card 110. When it is compared with the update date of the prohibition class lists held 
HDD530 which the license management module 5 1 1 manages, it is judged whether 
which prohibition class lists are new and the direction of the memory card 1 10 is judged 
to be new, it shifts to Step S550. Conversely, when the license management module 511 
is newer, it shifts to Step S556 (Step S548). 

[0273]When the direction of the memory card 1 1 0 is judged to be new, the license 
management module 511, Encryption data [ ACm / transaction ID/for check-out / 
content ID//Kc// / for check-out// ] {ACp} Kmc4 is enciphered by session key Ks2, 
Transaction ID// content ID//Kc//encryption data { { ACm//ACpfor check-out for 
check-out} Kmc4} Ks2 via USB interface 550, the terminal 580, and USB cable 70. It 



transmits to the reproduction terminal 102 (Step S550). 

[0274]The controller 1 106 of the reproduction terminal 102, Transaction ID// content 
ID//Kc//encryption data { { ACm//ACpfor check-out for check-out} Kmc4} Ks2 are 
received via terminal 1114, USB interface 1112, and bus BS3, Its transaction ID// 
content ID//Kc// encryption data { { ACm//ACpfor check-out for check-out} Kmc4} Ks2 
which received are transmitted to the memory card 1 10 via bus BS3 and the memory 
card interface 1200. And the controller 1420 of the memory card 110, Transaction ID// 
content ID//Kc//encryption data { { ACm//ACpfor check-out for check-out} Kmc4} Ks2 
are received via terminal 1426, terminal 1424, and bus BS4 (Step S552). 
[0275]The decoding processing section 1412 of the memory card 110, Transaction ID// 
content ID//Kc//encryption data { { ACm//ACpfor check-out for check-out} Kmc4} Ks2 
are received via bus BS4, It decodes by session key Ks2 generated by the session key 
generating part 1418, and transaction ID// content ID//Kc//{ACm//ACpfor check-out for 
check-out} Kmc4 are received (Step S554). Then, it shifts to Step S566 shown in 
drawing 25 . 

[0276]On the other hand, in Step S548, the prohibition class lists CRL with the newer 
prohibition class lists of the license management module 511 whose license 
management module 511a license management module will manage from HDD530 if 
judged are acquired (Step S556). 

[0277] And the license management module 511, Transaction ID// content 
ID//Kc//{ACm//ACpfor check-out for check-out} Kmc4, The data CRL of the 
prohibition class lists acquired from HDD530 is enciphered by session key Ks2, Its 
transaction ID// content ID//Kc// encryption data {CRL//{ACm//ACpfor check-out for 
check-out} Kmc4} Ks2 via USB interface 550, the terminal 580, and USB cable 70. It 
transmits to the reproduction terminal 102 (Step S558). The controller 1 106 of the 
reproduction terminal 102, Transaction ID// content ID//Kc//encryption data 
{CRL//{ACm//ACpfor check-out for check-out} Kmc4} Ks2 are received via terminal 
1114, USB interface 1 1 12, and bus BS3, Its transaction ID// content ID//Kc// encryption 
data {CRL//{ACm//ACpfor check-out for check-out} Kmc4} Ks2 which received are 
outputted to the memory card 1 10 via bus BS3 and the memory card interface 1200. So 
then, the controller 1420 of the memory card 110, Transaction ID// content 
ID//Kc//encryption data {CRL//{ACm//ACpfor check-out for check-out} Kmc4} Ks2 
are received via the terminal 1426, the interface 1424, and bus BS4 (Step S560). 
[0278]In the memory card 110, the decoding processing section 1412, The received data 
on bus BS4 are decoded using session key Ks2 given from the session key generating 
part 1418, CRL, and transaction ID// content ID//Kc//{ACm//ACpfor check-out for 
check-out} Kmc4 are received (Step 560). The controller 1420 receives the data CRL 
received by the decoding processing section 1412 via bus BS4, and rewrites the CRL 
field 1415A of the memory 1415 with the received data CRL (Step S564). 
[0279]Step S550, S552, and S554 from the prohibition class lists CRL of the license 
management module 51 1 of the transmitting side. It is check-out operation to the 
memory cards 110, such as the license key Kc when the prohibition class lists CRL of 
the memory card 1 10 of a receiver are new, Step S556, S558, S560, S562, and S564, It 
is check-out operation to the memory cards 110, such as the license key Kc when the 
prohibition class lists CRL of the license management module 51 1 of the transmitting 
side are newer than the prohibition class lists CRL of the memory card 1 10 of a receiver. 
By thus, the update date CRLdate of the prohibition class lists sent from the memory 
card 1 10. The outflow of the license to apparatus can be prevented by checking, 
acquiring the newest prohibition class lists CRL from HDD530 as much as possible in 
detail, and making it store in the CRL field 1514A as the prohibition class lists CRL of 
the memory card 110. 



[0280] With reference to drawing 25 , with directions of the controller 1420 after Step 
S554 or Step S564. Encryption license [ ACm / transaction ID/for check-out / content 
ID//Kc// / for check-out// ] {ACp} Kmc4, In the decoding processing section 1404, it is 
decoded by secret decode key Kmc4 and a license (license key Kc, transaction ID for 
check-out, content ID, ACm for check-out, and reproduction control information ACp) 
is received (Step S556). 

[0281] Via USB interface 550, the terminal 580, and USB cable 70, the controller 510 of 
the personal computer 50 transmits to the reproduction terminal 102, and carries out the 
entry number for storing the license which moved to the memory card 110 (Step S567). 
So then, the controller 1 106 of the reproduction terminal 102, An entry number is 
received via terminal 1114, USB interface 1112, and bus BS3, To the license area 
1415B of the memory 1415 specified with the received entry number. The license 
(license key Kc, transaction ID for check-out, content ID, ACm for check-out, and 
reproduction control information ACp) acquired in Step S566 is stored (Step S568). 
[0282]The controller 510 of the personal computer 50, The entry number of the license 
stored in the memory 141 5 of the memory card 110, The license management file to 
enciphered content data {Dc} Kc and additional information Dc-inf which are going to 
move to the memory card 110 containing transaction ID for check-out and content ID of 
a plaintext is generated, It transmits to the memory card 110 (Step S569). 
[0283]The controller 1420 of the memory card 110 receives a license management file 
via the reproduction terminal 102, and records the license management file which 
received on the data area 141 5C of the memory 1415 (Step S570). 
[0284]The license management module 51 1 of the personal computer 50, Subtract the 
number which can be checked out one time (Step S571), and Transaction ID, Content 
ID, check-out information which license-key-Kc(ed), 

access-control-information- ACm(ed), and it reproduction-control-information- ACp(ed), 
and was updated (with the number which can be checked out.) The new encryption level 
1 extension license which gave the code original with what added individual public 
presentation encryption key KPmc4 of transaction ID for check-out and the memory 
card 1 10 of a check-out place is generated, Renewal record of the license data of the 
license management file recorded on HDD530 with the generated encryption license 
data is carried out (Step S572). Since individual public key KPmc4 of a check-out place 
is stored in the Tampa-proof module of a memory card, and it can be obtained by the 
high means of communication of the security using the code by attestation and has a 
characteristic value for every memory card, it is suitable as identification information 
which specifies a memory card. 

[0285]The license management module 51 1 acquires from HDD530 enciphered content 
data {Dc} Kc and additional information Dc-inf which he is going to check out to the 
memory card 110, and transmits {Dc} Kc//Dc-inf to the memory card 110 (Step S574). 
The controller 1420 of the memory card 1 10, It records on the data area 1415C of the 
memory 1415 by making into a contents file {Dc} Kc//Dc-inf which received {Dc} 
Kc//Dc-inf via the reproduction terminal 102 (Step S576), and received via bus BS4 
(Step S578). 

[0286]So then, the license management module 51 1 of the personal computer 50, The 
regenerated list which added the musical piece checked out to the memory card 1 10 is 
created (Step S580), and a regenerated list and rewriting directions of a regenerated list 
are transmitted to the memory card 1 10 (Step S582). The controller 1420 of the memory 
card 1 10, A regenerated list and rewriting directions are received via the reproduction 
terminal 102 (Step S584), It rewrites to the reproduction list file which received the 
reproduction list file currently recorded on the data area 141 5C of the memory 1415 via 
bus BS4 (Step S586), and check-out operation is completed (Step S588). 



[0287]Thus, after checking that the memory card 110 with which the reproduction 
terminal 102 was equipped is regular apparatus, and that open encryption key KPm3 
which has enciphered and transmitted with class certificate Cm3 is effective 
simultaneously, Class certificate Cm3 can check out contents data only to the check-out 
demand to the memory card which is not written in prohibition class lists, i.e., the class 
certificate list in which encryption by open encryption key KPm3 was broken, The 
check-out using the class key to the inaccurate memory card checked out and decoded 
can be forbidden. 

[0288]By exchanging the encryption key generated with a license management module 
and a memory card, respectively, performing encryption using the encryption key which 
each received, and transmitting the encryption data to the other party, De facto mutual 
recognition can be performed also in transmission and reception of each encryption data, 
and enciphered content data and the security in check-out operation of a license can be 
raised. 

[0289]The user of the reproduction terminal 102 who does not have a communication 
function with the distributing server 10 by using this check-out operation, The personal 
computer 50 can receive the enciphered content data and the license which were 
received in soft to a memory card, and convenience's of a user improves. 
[0290] [Check-in] Next, in the data distribution system shown in drawing 1 and drawing 
2, The operation which returns the enciphered content data and the license by which he 
was checked out from the license management module 51 1 of the personal computer 50 
to the memory card 1 10 to the license management module 5 1 1 is explained. This 
operation is called "check-in." 

[0291] Drawing 26 - 28 are the 1st for explaining the check-in operation which returns 
and gets the enciphered content data and the license which were lent out to the memory 
card 1 10 by check-out operation explained with reference to drawing 22 - 25 - the 3rd 
flow chart. Since the portable telephone 100 or the reproduction terminal 102 is 
apparatus of only relaying data also in check-in, it has been omitted from the flow chart. 
The same may be said of the case where it moves from the memory card 1 1 0 with 
which the portable telephone 100 of drawing 1 was equipped, and what is necessary is 
to explain the case where it moves from the memory card 110 with which the 
reproduction terminal 102 of drawing 2 was equipped in explaining, but just to read the 
reproduction terminal 102 as the portable telephone 100. 

[0292]Before the processing in drawing 26 , the user of the personal computer 50 
determines the contents at which he checks in according to a contents list file, and 
explains as a premise that the contents file and the license management file can be 
specified. 

[0293]When a check-in request is inputted from the keyboard 560 of the personal 
computer 50 with reference to drawing 26 (Step S600), the license management module 
511, Encryption level 1 extension license data are acquired from the license 
management file recorded on HDD530, decoding - a license (transaction ID and 
content ID — it license-key-Kc(ing) and) Access-control-information ACm, the 
reproduction control information ACp, and check-out information (individual public 
presentation encryption key KPmcx of the memory card of the number which can be 
checked out, transaction ID for check-out, and a check-out place) are acquired (Step 
S602). And the license management module 511 transmits the Request to Send of 
authentication data to the reproduction terminal 102 via USB interface 550, the terminal 
580, and USB cable 70 (Step S604). So then, the controller 1 106 of the reproduction 
terminal 102, The Request to Send of authentication data is received via terminal 1114, 
USB interface 1112, and bus BS3, and the Request to Send of authentication data is 
transmitted to the memory card 1 10 via bus BS3 and the memory card interface 1200. 



And the controller 1420 of the memory card 1 10 receives the Request to Send of 
authentication data via the terminal 1426, the interface 1424, and bus BS4 (Step S606). 
[0294]The controller 1420 will read authentication data {KPm3//Cm3} KPa from the 
authentication data attaching part 1400 via bus BS4, if the Request to Send of 
authentication data is received, The read authentication data {KPm3//Cm3} KPa is 
outputted to the reproduction terminal 102 via bus BS4, the interface 1424, and the 
terminal 1426. And the controller 1 106 of the reproduction terminal 102, Authentication 
data {KPm3//Cm3} KPa is received via the memory card interface 1200 and bus BS3, 
Authentication data {KPm3//Cm3} KPa is transmitted to the personal computer 50 via 
bus BS3, USB interface 1 1 12, the terminal 1 1 14, and USB cable 70 (Step S608). 
[0295]So then, the license management module 51 1 of the personal computer 50, 
Authentication data {KPm3//Cm3} KPa is received via the terminal 580 and USB 
interface 550 (Step S610), and the authentication data {KPm3//Cm3} KPa which 
received is decoded with the authentication key KPa (Step S612). And the license 
management module 5 1 1 , In order that whether processing having been performed 
normally and the memory card 110 may attest holding class public presentation 
encryption key KPm3 from a regular memory card, and class certificate Cm3 from a 
decoding processing result, Authenticating processing which judges whether the 
authentication data which gave the code for proving the justification in a regular 
organization was received is performed (Step S614). When it is judged that it is just 
authentication data, the license management module 511 recognizes and receives class 
public presentation encryption key KPm3 and class certificate Cm3. And it shifts to the 
next processing (Step S616). In not being just authentication data, it is considered as 
non approval, and it ends processing without receiving class public presentation 
encryption key KPm3 and class certificate Cm3 (Step S670). 

[0296] If it is recognized as a result of attestation that it is a regular memory card, the 
license management module 511 will generate straw-man transaction ID (Step S616). 
Transaction ID for straw men takes a certainly different value from all the transaction 
ID stored in the memory card 110, and is generated as transaction ID of local use. And 
the license management module 511, Session key Ks22 for check-in is generated (Step 
S61 8), Encipher by class public presentation encryption key KPm3 which received 
session key Ks22 generated from the memory card 110, and encryption data {Ks22} 
Km3 is generated (Step S620), Straw-man transaction ID//{Ks22} Km3 which added 
straw-man transaction ID to encryption data {Ks22} Km3 are transmitted to the 
reproduction terminal 102 via USB interface 550, the terminal 580, and USB cable 70 
(Step S622). 

[0297] With reference to drawing 27 , the controller 1 106 of the reproduction terminal 
102, Straw-man transaction ID//{Ks22} Km3 are received via terminal 1114, USB 
interface 1112, and bus BS3, Its straw-man transaction ID// {Ks22} Km3 which 
received are transmitted to the memory card 1 10 via the memory card interface 1200. 
And the controller 1420 of the memory card 110 receives straw-man transaction 
ID//{Ks22} Km3 via the terminal 1426, the interface 1424, and bus BS4 (Step S624). 
The decoding processing section 1422 receives {Ks22} Km3 from the controller 1420 
via bus BS4, by class secret decode key Km3 from the Km attaching part 1421, decodes 
{Ks22} Km3 and receives session key Ks22 (Step S626). And the session key 
generating part 1418 generates session key Ks2 (Step S628), and the controller 1420, 
The update date date of the prohibition class lists CRL is acquired from the CRL field 
141 5 A of the memory 1415 via bus BS4, and the acquired update date CRLdate is given 
to the change-over switch 1446 (Step S630). 

[0298]So then, session key Ks2 acquired when the enciphering processing part 1406 
switched the terminal of the change-over switch 1446 one by one, individual public 



presentation encryption key KPmc4, and the update date CRLdate. It enciphers by 
session key Ks22 which was decoded by the decoding processing section 1422 and 
acquired via terminal Pa of the change-over switch 1442, and Ks2//KPmc4//encryption 
data {CRLdate} Ks22 are generated. The controller 1420 outputs 
Ks2//KPmc4//encryption data {CRLdate} Ks22 to the reproduction terminal 102 via bus 
BS4, the interface 1424, and the terminal 1426, The controller 1 106 of the reproduction 
terminal 102 receives Ks2//KPmc4//encryption data {CRLdate} Ks22 via the memory 
card interface 1200. And the controller 1 106 transmits to the personal computer 50 via 
USB interface 1112, the terminal 1114, and USB cable 70 (Step S632). 
[0299]The license management module 51 1 of the personal computer 50, 
Ks2//KPmc4//encryption data {CRLdate} Ks22 are received via the terminal 580 and 
USB interface 550 (Step S634), Its Ks2//KPmc4// encryption data {CRLdate} Ks22 
which received are decoded by session key Ks22, and session key Ks2, individual 
public presentation encryption key KPmc4, and the update date CRLdate are received 
(Step S636). 

[0300]So then, the license management module 511, Whether it is the no contained in 
the check-out information which individual public presentation encryption key KPmc4 
received acquired from the license management file recorded on HDD530, That is, it is 
checked whether it is in agreement with the individual public presentation encryption 
key KPmcx stored corresponding to transaction ID for check-out of the license which he 
is going to check out (Step S638). This individual public presentation encryption key 
KPmc4 is contained in the check-out information updated on the occasion of check-out 
of enciphered content data and a license (see Step S572 of drawing 25 ). Therefore, the 
check-out place checked out on the occasion of check-in can be easily specified by 
including individual public presentation encryption key KPmc4 corresponding to 
check-out places, such as enciphered content data, in check-out information. 
[0301 ]In Step S638, when individual public presentation encryption key KPmc4 is not 
contained in check-out information, check-in operation is ended (Step S670). When 
individual public presentation encryption key KPmc4 is contained in check-out 
information, in Step S638 the license management module 51 1, the straw-man license 
(straw-man transaction ID.) containing straw-man transaction ID Straw-man content ID, 
the straw man Kc, the straw man ACm, and the straw man ACp are enciphered by 
individual public presentation encryption key KPmc4, Straw-man transaction ID// 
straw-man content ID// straw-man Kc//straw-man ACm/encryption data {/straw-man 
ACp} Kmc4 is generated (Step S640). 

[0302]The license management module 511 enciphers straw-man transaction ID// 
straw-man content ID// straw-man Kc//straw-man ACm/encryption data {/straw-man 
ACp} Kmc4 by session key Ks2, Straw-man transaction ID// straw-man content ID// 
dummy-keys Kc//straw-man ACm/encryption data {{/straw-man ACp} Kmc4} Ks2 is 
generated, The straw-man transaction ID// straw-man content ID// straw-man 
Kc//straw-man ACm/encryption data {{/straw-man ACp} Kmc4} Ks2 generated via 
USB interface 550, the terminal 580, and USB cable 70. It transmits to the reproduction 
terminal 102 (Step S642). 

[0303]The controller 1 106 of the reproduction terminal 102, Straw-man transaction ID// 
straw-man content ID// straw-man license key Kc//straw-man ACm/encryption data 
{ {/straw-man ACp} Kmc4} Ks2 is received via terminal 1 1 14, USB interface 1112, and 
bus BS3. The controller 1 106, Straw-man transaction ID// straw-man content ID// 
straw-man Kc//straw-man ACm/encryption data {{/straw-man ACp} Kmc4} Ks2 which 
received is transmitted to the memory card 1 1 0 via bus BS3 and the memory card 
interface 1200. And the controller 1420 of the memory card 110, Straw-man transaction 
ID// straw-man content ID// straw-man Kc//straw-man ACm/ {{/straw-man ACp} 



Kmc4} Ks2 is received via the terminal 1426, the interface 1424, and bus BS4 (Step 
S644). 

[03 04] With reference to drawing 28 , the decoding processing section 1412 of the 
memory card 110, Straw-man transaction ID// straw-man content ID// straw-man 
Kc//straw-man ACm/{ {/straw-man ACp} Kmc4} Ks2 is received via bus BS4, It 
decodes by session key Ks2 generated by the session key generating part 1418, and 
straw-man transaction ID// straw-man content ID//Kc// straw-man ACm/ {/straw-man 
ACp} Kmc4 is received (Step S646). And the decoding processing section 1404 
receives straw-man transaction ID// straw-man content ID// straw-man Kc//straw-man 
ACm/encryption data {/straw-man ACp} Kmc4 from the decoding processing section 
1412, The straw-man transaction ID// straw-man content ID// straw-man Kc//straw-man 
ACm/encryption data {/straw-man ACp} Kmc4 received is decoded by individual 
secret decode key Kmc4 from the Kmc attaching part 1402, A straw-man license 
(straw-man transaction ID, straw-man content ID, the straw man Kc, the straw man 
ACm, and straw man ACp) is received (Step S648). 

[0305]The controller 510 of the personal computer 50, An entry number is acquired 
from the license management file corresponding to the checked-out license which is 
recorded on the data area 141 5C of the memory card 1 10, As an entry number for 
storing a straw-man license, it transmits to the reproduction terminal 102 via USB 
interface 550, the terminal 580, and USB cable 70 (Step S649). So then, the controller 
1 106 of the reproduction terminal 102, An entry number is received via terminal 1114, 
USB interface 1112, and bus BS3, To the license area 1415B of the memory 1415 
specified with the received entry number. The straw-man license (straw-man transaction 
ID, straw-man content ID, the straw man Kc, the straw man ACm, and straw man ACp) 
acquired in Step S648 is stored in the entry as which the license area 1415B of the 
memory 1415 was specified (Step S650). Thus, the license checked out to the memory 
card 1 10 is eliminable by overwriting to the license which wants to check in at a 
straw-man license. 

[0306]Then, the license management module 51 1 of the personal computer 50, Only 1 
increases the number within check-out information which can be checked out, 
individual public key KPmc4 of the memory card of transaction ID for check-out and a 
check-out place is deleted, and check-out information is updated (Step S652). And the 
license management module 511, Transaction ID, content ID, license key Kc, the access 
control information ACm, And encryption original with the reproduction control 
information ACp and the updated check-out information is given, encryption license 
data are created, and renewal record of the license data of the license management file 
recorded on HDD530 is carried out (Step S654). 

[0307]So then, the license management module 511, The contents file (enciphered 
content data {Dc} Kc and additional information Dc-inf) and license management file 
to the checked-out license which is recorded on the data area 141 5C of the memory 
1415 of the memory card 100. The deletion instruction to delete is transmitted to the 
reproduction terminal 102 via USB interface 550, the terminal 580, and USB cable 70 
(Step S656). The controller 1 106 of the reproduction terminal 102 receives the deletion 
instruction of a contents file (enciphered content data {Dc} Kc and additional 
information Dc-inf) and a license management file via terminal 1114, USB interface 
1 1 12, and bus BS3, The deletion instruction of the contents file (enciphered content data 
{Dc} Kc and additional information Dc-inf) which received via bus BS3 and the 
memory card interface 1200, and a license management file is outputted to the memory 
card 1 10. So then, the controller 1420 of the memory card 110, The deletion instruction 
of a contents file (enciphered content data {Dc} Kc and additional information Dc-inf) 
and a license management file is received via the terminal 1426, the interface 1424, and 



bus BS4 (Step S658). And the controller 1420 deletes the contents file (enciphered 
content data {Dc} Kc and additional information Dc-inf) and license management file 
which were recorded on the data area 141 5C of the memory 1415 via bus BS4 (Step 
S660). 

[0308]The license management module 51 1 of the personal computer 50 creates the 
regenerated list which deleted the musical piece at which he checked in (Step S662), 
and transmits a regenerated list and rewriting directions of a regenerated list to the 
memory card 1 10 (Step S664). The controller 1420 of the memory card 1 10, A 
reproduction list file and rewriting directions are received via the reproduction terminal 
102 (Step S666), It rewrites to the reproduction list file which received the reproduction 
list file of the data area 141 5C of the memory 1415 via bus BS4 (Step S668), and 
check-in operation is completed (Step S670). 

[0309]Thus, by returning and getting enciphered content data and a license from the 
partner point which checked out enciphered content data and a license, A license from 
the license management module with a low security level in which movement is 
forbidden, Since the license which it was lent out to the memory card with a high 
security level, and was acquired by the license management module with a low security 
level in the memory card is receivable, Enciphered content data can be reproduced and 
enjoyed according to the license acquired by the license management module with a low 
security level in the reproduction terminal 

[0310]The license lent out to the memory card, Since it is specified that it cannot output 
the license which checked out the memory card to other recording devices (a memory 
card, a license management device, and a license management module) by the access 
control information ACm, the lent-out license does not flow out. By checking in to the 
lent-out license management module (return), the right of the lent-out license returns to 
the lent-out license management module. Therefore, a duplicate is not allowed to be 
made against an author's will, it is not the processing to which a security level falls, and 
copyright is also protected. 

[031 1] [Reproduction] Next, the reproduction motion in the reproduction terminal 100 
(it is [ the following called contents playback device ] the same) of the contents data in 
which he was checked out by the memory card 1 10 with reference to drawing 29 and 
drawing 30 is explained. Before the processing in drawing 29 , the user of the 
reproduction terminal 102, The contents (musical piece) to reproduce are determined 
according to the regenerated list currently recorded on the data area 141 5C of the 
memory card 100, a contents file is specified, and it explains acquiring the license 
management file as a premise. 

[03 12] With reference to drawing 29 , reproduction instruction is inputted to the 
reproduction terminal 100 via the navigational panel 1 108 with the start of reproduction 
motion from the user of the reproduction terminal 100 (Step S700). If it does so, the 
controller 1 106 will read authentication data {KPpl//Cpl } KPa from the authentication 
data attaching part 1500 via bus BS3, Authentication data {KPpl//Cpl } KPa is 
outputted to the memory card 1 10 via the memory card interface 1200 (Step S702). 
[0313]If it does so, the memory card 110 will receive authentication data {KPpl//Cpl } 
KPa (Step S704). And the decoding processing section 1408 of the memory card 1 10, 
Received authentication data {KPpl//Cpl } Decoding KPa with the open authentication 
key KPa held at the KPa attaching part 1414 (Step S706) the controller 1420 performs 
authenticating processing from the decoding processing result in the decoding 
processing section 1408. That is, authentication data {KPpl//Cpl } KPa performs 
authenticating processing which judges whether it is regular authentication data (Step 
S708). When it is not able to decode, it shifts to Step S748 and reproduction motion is 
ended. When authentication data is able to be decoded, it is judged whether the 



controller 1420 is contained in the prohibition class lists CRL which certificate Cml 
acquired read from the CRL field 1415A of the memory 1415 (Step S710). In this case, 
the identification number is given to class certificate Cpl and the controller 1420 
distinguishes whether the identification number of received class certificate Cpl exists 
in prohibition class-lists data. If it is judged that class certificate Cpl is contained in 
prohibition class-lists data, it will shift to Step S748 and reproduction motion will be 
ended. 

[0314]In Step S710, if it is judged that class certificate Cpl is not contained in the 
prohibition class-lists data CRL, the session key generating part 141 8 of the memory 
card 1 10 will generate session key Ks2 for reproduction sessions (Step S712). And the 
cipher-processing part 1410 outputs {Ks2} Kpl which enciphered session key Ks2 from 
the session key generating part 1418 by open encryption key KPpl decoded by the 
decoding processing section 1408 to bus BS3 (Step S714). If it does so, the controller 
1420 will output {Ks2} Kpl to the memory card interface 1200 via the interface 1424 
and the terminal 1426 (Step S716). The controller 1 106 of the reproduction terminal 
100 acquires {Ks2} Kpl via the memory card interface 1200. And the Kpl attaching 
part 1502 outputs secret decode key Kpl to the decoding processing section 1504. 
[0315]By secret decode key Kpl which was outputted from the Kpl attaching part 1502 
and which is open encryption key KPpl and a pair, the decoding processing section 
1504 decodes {Ks2} Kpl, and outputs session key Ks2 to the cipher-processing part 
1506 (Step S718). If it does so, the session key generating part 1508 will generate 
session key Ks3 for reproduction sessions, and will output session key Ks3 to the 
cipher-processing part 1506 (Step S720). The cipher-processing part 1506 enciphers 
session key Ks3 from the session key generating part 1508 by session key Ks2 from the 
decoding processing section 1504, and outputs {Ks3} Ks2, The controller 1 106 outputs 
{Ks3} Ks2 to the memory card 1 10 via bus BS3 and the memory card interface 1200 
(Step S722). 

[0316]If it does so, the decoding processing section 1412 of the memory card 1 10 will 
input {Ks3} Ks2 via the terminal 1426, the interface 1424, and bus BS4 (Step S724). 
[03 17] With reference to drawing 30 , the decoding processing section 1412 decodes 
{Ks3} Ks2 by session key Ks2 generated by the session key generating part 1418, and 
receives session key Ks3 generated with the reproduction terminal 100 (Step S726). 
[0318]The controller 1 106 of a reproduction terminal acquires the entry number in 
which the license is stored from the license management file of the reproduction request 
song beforehand acquired from the memory card 110, The entry number acquired to the 
memory card 1 10 via the memory card interface 1200 is outputted (Step S727). 
[0319]In the controller 1420, an entry number checks the access restriction information 
ACm according to an input (Step S728). 

[0320]In Step S728, by checking the access restriction information ACm which is 
information about the restriction to access of a memory, specifically, By checking 
reproduction frequency, it ends reproduction motion, in being in a state [ that it is 
already unreproducible ], and when the reproduction frequency of access restriction 
information has restriction, it progresses to the following step, after [ which reduces the 
reproduction frequency of the access restriction information ACm updating <1 ] 
carrying out (Step S730). On the other hand, when reproduction is not restricted by the 
reproduction frequency of the access restriction information ACm, Step S730 is skipped, 
and processing advances to the following step (Step S732), without updating the 
reproduction frequency of the access restriction information ACm. 
[0321 ]In Step S728, when it is judged that it is renewable in the reproduction motion 
concerned, the license key Kc and the reproduction control information ACp of a 
reproduction request song which were recorded on the license area 1415B of the 



memory 1415 are outputted on bus BS4 (Step S732). 

[0322]The license key Kc and the reproduction control information ACp which were 
acquired are sent to the enciphering processing part 1406 via the point of contact Pf of 
the change-over switch 1446. The enciphering processing part 1406 enciphers the 
license key Kc and the reproduction control information ACp which were received via 
the change-over switch 1446 by session key Ks3 received from the decoding processing 
section 1412 via the point of contact Pb of the change-over switch 1442, {Kc//ACp} 
Ks3 is outputted to bus BS4 (Step S734). 

[0323]The encryption data outputted to bus BS4 is sent out to the reproduction terminal 
100 via the interface 1424, the terminal 1426, and the memory card interface 1200. 
[0324]In the reproduction terminal 100, the decoding processing section 1510 performs 
decoding processing for encryption data [ Kc// ] {ACp} Ks3 transmitted to bus BS3 via 
the memory card interface 1200, and the license key Kc and the reproduction control 
information ACp are received (Step S736). The decoding processing section 1510 
transmits the license key Kc to the decoding processing section 1516, and outputs the 
reproduction control information ACp to bus BS3. 

[0325]Via bus BS3, the controller 1 106 receives the reproduction control information 
ACp, and checks reproductive propriety (Step S740). 

[0326]In Step S740, when it is judged by the reproduction control information ACp that 
reproduction is impossible, reproduction motion is ended. 

[0327] When it is judged in Step S740 that it is refreshable, the controller 1 106 requires 
enciphered content data {Dc} Kc of the memory card 1 10 via the memory card interface 
1200. If it does so, the controller 1420 of the memory card 1 10 will acquire enciphered 
content data {Dc} Kc from the memory 1415, and will output it to the memory card 
interface 1200 via bus BS4, the interface 1424, and the terminal 1426 (Step S742). 
[0328]The controller 1 106 of the reproduction terminal 100 acquires enciphered content 
data {Dc} Kc via the memory card interface 1200, and gives enciphered content data 
{Dc} Kc to the decoding processing section 1516 via bus BS3. 

[0329] And the decoding processing section 1516 decodes enciphered content data {Dc} 
Kc with the license key Kc outputted from the decoding processing section 1510, and 
acquires the contents data Dc (Step S744). 

[0330]And the decoded contents data Dc is outputted to the music reproduction section 
1518, the music reproduction section 1 5 1 8 reproduces contents data, and DA converter 
1519 changes a digital signal into an analog signal, and it outputs it to the terminal 1530. 
And from the terminal 1530, via an external output device, music data is outputted to 
the head telephone 130, and is reproduced (Step S746). Reproduction motion is 
completed by this. 

[0331] Although the case where the enciphered content data recorded on the memory 
card 110 was reproduced with the reproduction terminal 100 in the above was explained, 
It is possible to reproduce the enciphered content data received by the license 
management module 51 1 and the license management device 520 by building the 
contents playback device 1550 shown in drawing 7 in the personal computer 50. 
[0332]With reference to drawing 31 , management of the enciphered content data 
received by the license management module 51 1 or the license management device 520 
of the personal computer 50 and a license is explained. HDD530 of the personal 
computer 50 is provided with the following. 
Contents list file 150. 
Contents files 1531-1535. 
License management files 1521-1525. 

[0333]The contents list file 150 is a data file of the list form of contents to own, and the 



information (file name) etc. which show each information over contents, including a 
musical piece name, an artist name, etc., and a contents file and a license management 
file are included. The information over each contents acquires required information 
from additional information Dc-inf at the time of reception, and is automatically 
indicated by a user's directions. Only a contents file can be managed in a list also about 
the contents which cannot reproduce only a license management file. 
[0334]The contents files 1531-1535 are files which record enciphered content data {Dc} 
Kc received by the license management module 51 1 or the license management device 
520, and additional information Dc-inf, and are provided for every contents. 
[0335]The license management files 1521-1525 are files for managing the license which 
is recorded corresponding to the contents files 1531-1535, and was received by the 
license management module 51 1 or the license management device 520, respectively. A 
license cannot usually be referred to so that clearly [ old explanation ], but if other 
information except the license key Kc cannot even perform that a user rewrites, it is 
satisfactory in respect of copyright protection. However, since it leads to the fall of 
security, it is not preferred to separate from the license key Kc and to manage in 
employment. Then, when receiving license distribution, the copy of the matter restricted 
by transaction ID and content ID which can be referred to in a plaintext, and the access 
control information ACm and the reproduction control information ACp which can be 
easily judged from the license terms of purchase AC is recorded in a plaintext. When a 
license is recorded on the license management device 520, about the license which is 
under management of the license management module 5 1 1 about an entry number, an 
encryption level 1 extension license (a license and tic out information) is recorded. 
Original encryption according [ an encryption level 1 extension license ] to the license 
management module 51 1 is given. With original encryption. The personal computer 50 
obtained from the personal computers 50, such as a version number etc. of BIOS which 
is a boot program of the number which the controller (CPU) of the personal computer 
50 has individually, or a personal computer. It enciphers by relating with the 
information which can be specified. Therefore, the encryption level 1 generated license 
turns into a license original with the personal computer 50, and even if reproduced, it 
does not have a meaning with other devices. The license area 525B of the memory 5215 
of the license management device 520 is a record section which comprised a 
Tampa-proof module which records a license with a high security level (level 2). It has 
N entries, in order to record a license (license key Kc, the reproduction control 
information ACp, access-restriction-information ACm, license ID). 
[0336] With reference to drawing 31 , the license management file 1521-1524 contains 
the entry numbers 0 and 1 , respectively, the license (license ID.) which this is received 
by the license management device 520 and managed in the license area 521 5B of the 
memory 5215 of the license management device 520 It is a number which specifies the 
management domain of license key Kc, the access control information ACm, and the 
reproduction control information ACm, and is a file concerning level 2 license. 
[03 3 7] When moving the enciphered content data of the file name recorded on the 
contents file 1531 to the memory card 110 equipped by the portable telephone 100 or 
the reproduction terminal 102, It is a solution or ** where if the contents files 
1531-1535 are searched and the contents file 1531 is extracted, the license which 
reproduces enciphered content data is managed. Since the entry number contained in the 
license management file 1521 corresponding to the contents file 1531 is n 0", The license 
which reproduces the enciphered content data of the file name recorded on the contents 
file 1531 is recorded on the field specified with the entry number 0 of the license area 
5215B of the memory 5215 of the license management device 520. If it does so, the 
entry number 0 will be read from the license management file 1521 of the contents list 



file 150 recorded on HDD530, By inputting the read entry number 0 into the license 
management device 520, a license is easily taken out from the license area 5215B of the 
memory 5215, and it can move to the memory card 110. And since the license in the 
entry number specified in the license area 521 5B of the memory 5215 is deleted after 
moving a license (Step S3 54 of drawing 20 , S3 66 reference), Corresponding to it, 
"nothing [ license ]" is recorded like the license management file 1523 (step S386 
reference of drawing 2\ ). 

[0338]The license management file 1523 contains "nothing [ license ]." This is the 
result of moving the license received by the license management device 520. The 
corresponding contents file 1533 remains recorded on HDD530. It is possible to receive 
distribution from a memory card only about a license, when distribution is again 
licensed from movement or the distributing server 10 to the license management 
module 520. 

[0339]The license of the enciphered content data received with the license management 
module 51 1 is managed by the license management file 1522-1525. The license 
management file 1522-1525 includes the license for reproducing the enciphered content 
data received with the license management module 51 1 (step S278 reference of drawing 
17 ). As mentioned above, this the license management module 511, Since enciphered 
content data and a license are received in soft, it does not manage by writing a license in 
the license management device 520, but will record on HDDS 30 as a file. 
[0340] When making it check out to the memory card 110 equipped with the enciphered 
content data of the file name recorded on the contents file 1533 by the reproduction 
terminal 102 so, then, for example, The contents files 1531-1535 can be searched, the 
contents file 1533 can be extracted, and check-out information, a license, etc. can be 
read from the license management file 1523 corresponding to the contents file 1533. 
[0341]Thus, in this invention, the enciphered content data and the license which were 
received with the license management module 511, and the enciphered content data and 
the license which were received with the license management device 520 are managed 
in the same format. That is, it manages by the format which unified the enciphered 
content data and the license which were received with a different security level (level 1, 
level 2). Enciphered content data can be reproduced freely, protecting copyright, 
without reducing each security level, even when enciphered content data and a license 
are received with a different security level by doing in this way. 
[0342] Drawing 32 shows the data area 1415C and the license area 1415C in the 
memory 1415 of the memory card 110. The reproduction list file 160, the contents files 
161 l-161n, and the license management files 1621-162n are recorded on the data area 
1415C. The contents files 161 l-161n record enciphered content data {Dc} Kc and 
additional information Dc-inf which received as one file. The license management files 
1621-162n are recorded corresponding to the contents files 161 l-161n, respectively. 
[0343]When the memory card 110 receives enciphered content data and a license from 
the distributing server 10, When a "move session" or a "check-out session" receives 
enciphered content data and a license from the personal computer 50, enciphered 
content data and a license are recorded on the memory 1415. That is, the memory card 
1 10 manages enciphered content data and a license on a hard target (a high security 
level is meant) regardless of a security level. 

[0344]Therefore, it is received by the license management device 520 of the personal 
computer 50, And the license of the enciphered content data with a high security level 
transmitted to the memory card 1 1 0 by the move session, With the license of the 
enciphered content data with a low security level which was received by the license 
management module 510 and transmitted to the memory card 1 10 by the check-out 
session. If the license management file of the reproduction list file 160 which was 



recorded on the field specified with the entry number of the license area 1415B of the 
memory 1415, and was recorded on the data area 1415C of the memory 1415 is read, 
An entry number can be acquired and a license corresponding with the acquired entry 
number can be read from the license area 1415B. 

[0345] Although the license management file 1622 is shown by the dotted line, it shows 
what is not recorded actually. Although it means that there is no license and it cannot be 
reproduced although the contents file 1612 exists, this corresponds, for example, when a 
reproduction terminal receives only enciphered content data from other portable 
telephones. 

[0346] Although the contents file 1613 is shown by the dotted line, As for this, a 
reproduction terminal receives enciphered content data and a license from the 
distributing server 10, for example, Although it corresponds when only the received 
enciphered content data is transmitted to other portable telephones, and a license exists 
in the memory 1415, it means that enciphered content data does not exist. 
[0347] [Ripping] The user of the personal computer 50 can acquire and use music data 
from the audio CD which enciphered content data and a license are acquired by 
distribution, and also is owned. Although digital reproduction of an audio CD may not 
be freely performed from the position of an owner's of a copyright right protection, he is 
allowed for an individual to reproduce using a tool provided with a copyright protection 
function for the self purpose of use, and to enjoy music. Then, the license management 
module 51 1 acquires music data from an audio CD, and also includes the program 
which realizes the ripping function which generates enciphered content data manageable 
by the license management module 511, and a license. 

[0348]There are some which inserted digital watermarking called a watermark in music 
data in an audio CD in recent years. The range of the use in a user is written in this 
watermark by the owner of a copyright as a use rule. It is necessary to certainly follow 
this use rule from a point of copyright protection in ripping from the music data in 
which the use rule is written in. Henceforth, it is assumed that the reproduction 
frequency restrictions and available time over duplicate conditions duplication 
prohibition, and the generation and duplicate which can be reproduced are possible>, 
the shelf-lives of a duplicate, the number of the maximum check-out, edit, reproduction 
speed, the code of a refreshable area, and a duplicate are indicated as a use rule. When a 
watermark is not detected, there is also the conventional audio CD in which the use rule 
is not written. 

[0349]Ripping may digitize the music signal which music data was acquired directly 
and also was inputted as an analog signal, and may acquire it from an audio CD as 
music data. In order to reduce data volume, it is also possible to consider as an input the 
music data by which compression encoding was carried out. It is also possible to 
incorporate as an input the contents data distributed with distribution systems other than 
the distribution system by this embodiment. 

[03 50] With reference to drawing 33 and drawing 34 , acquisition of the enciphered 
content data based on ripping from the audio CD on which music data was recorded, 
and a license is explained. 

[0351] Drawing 33 is a functional block diagram showing the function of the software 
which carries out ripping of the music data which CD-ROM drive 540 contained in the 
personal computer 50 shown in drawing 6 read from CD. The software which carries 
out ripping of the music data is provided with the following. 
Watermark detection means 5400. 
Watermark judging means 5401 . 
Remark means 5402. 

The license generating means 5403, the music encoder 5404, and the cryptographer 



stage 5405. 



[0352]The watermark detection means 5400 detects a watermark from the music data 
■acquired from the audio CD, and extracts the use rule indicated. The watermark judging 
means 5401 judges the propriety of ripping based on the use rule indicated with the 
/watermark, when it is able to be detected further whether it has detected as a result of 
[ of the watermark detection means 5400 ] detection (i.e., a watermark). . In this case, 
when ripping is good, there is no use rule of a watermark. Or it means that the use rule 
to which the duplicate and movement of music data which were recorded on the audio 
CD were permitted was recorded with the watermark, When ripping is improper, it 
means that the use rule which must not reproduce and move the music data recorded on 
the audio CD was recorded with the watermark. 

[0353]Ripping is possible for a decision result [ in / in the remark means 5402 / the 
watermark judging means 5401 ], When there are directions of duplicate generations 
(i.e., when music data may be reproduced and moved), the watermark contained in 
music data is changed for the watermark which changed the duplicate conditions of 
music data. However, when considering as an input the music data coded when ripping 
of the analog signal was inputted and carried out, and in considering the music data 
distributed with other distribution systems as an input, if ripping is possible, it will not 
be concerned with the contents of the use rule, but will certainly change a watermark. In 
this case, when there are directions of duplicate generations, the contents of the use rule 
are changed, and when other, the acquired use rule is used as it is. 
[0354]The license generating means 5403 generates a license based on the decision 
result of the watermark judging means 5401 . The music encoder 5404 codes the music 
data in which the remark of the watermark was carried out to a prescribed method by 
the remark means 5402. The cryptographer stage 5405 enciphers the music data from 
the music encoder 5404 with the license key Kc contained in the license generated by 
the license generating means 5403. 

[03 55] With reference to drawing 34 , the ripping operation in the controller 510 of the 
personal computer 50 is explained. If ripping operation is started, the watermark 
detection means 5400 will detect the use rule of a watermark based on the data detected 
from the audio CD (Step S800). And it is judged whether the watermark judging means 

5401 can be reproduced based on the use rule currently recorded as the detection result 
and watermark of the watermark detection means 5400 (Step S802). A watermark is 
detected, and when a duplicate is permitted under a use rule and the contents of the use 
rule can respond in the access control information and reproduction control information 
within a license, it is judged that ripping is good and it shifts to Step S804. When a 
watermark is detected and the use rule [ that it cannot respond in the access control 
information or reproduction control information within prohibition of a duplicate or a 
license ] is indicated by the use rule, it is judged as prohibition of ripping, it shifts to 
Step S828, and ripping operation is ended. When the watermark is not contained in CD 
with which it was equipped, it shifts to Step S810. 

[0356]In Step S802, when it is judged that ripping is good, music data is incorporated 
from an audio CD and the watermark contained in music data by the remark means 

5402 is changed for the watermark which changed duplicate conditions (Step S806). 
That is, duplicate generations are changed for the watermark made into 2 times when 
the use rule of a watermark has permitted the duplicate up to three generations. And the 
license generating means 5403 generates the license reflecting a use rule. That is, the 
license generating means 5403 generates the license whose number of times of a 
duplicate is two generations (Step S806). Then, the license generating means 5403 
generates the check-out information containing the number reflecting a use rule which 



can be checked out (Step S808). About the number which can be checked out, when 
unstated, it is referred to as "3." 

[03 5 7] On the other hand, in Step S802, when a watermark is not detected, the license 
generating means 5403 generates the license which forbade the duplicate and movement 
of the license (Step S810). Then, the license generating means 5403 generates the 
check-out information in which an initial value contains the number which is 3, and 
which can be checked out (Step S812). 

[0358]After Step S808 or S812, a watermark agreement-izes the music data by which 
the remark was carried out to a prescribed method, and the music encoder 5404 
generates contents data {Dc} (Step S814). And the cryptographer stage 5405 enciphers 
with the license key Kc contained in the license generated by the license generating 
means 5403 in the music data from the music encoder 5404, and generates enciphered 
content data {Dc} Kc (Step S816). Then, additional information Dc-inf of contents data 
{Dc} is generated by the user input etc. which were inputted from the keyboard 560 of 
the information included in an audio CD, or the personal computer 50 (Step S818). 
[0359]If it does so, the controller 510 of the personal computer 50 will acquire 
enciphered content data {Dc} Kc and additional information Dc-inf via bus BS2, and 
will record them on HDD530 (Step S822). And the controller 510 generates the 
encryption extension license which gave encryption original with the license 
(transaction ID, the content ID, license key Kc, access-restriction-information ACm, 
reproduction control information ACp) and check-out information which were 
generated (Step S822). Then, the controller 510 contains an encryption extension 
license, and transaction ID and content ID of a plaintext, And the license management 
file to enciphered content data {Dc} Kc and additional information Dc-inf which were 
recorded on HDD is generated, and it records on HDD530 (Step S824). Finally, the 
controller 510 adds the file name of the contents received to the contents list file 
currently recorded on HDD530 (Step S826), and ripping operation ends it (Step S828). 
[0360]Thus, the license which could acquire enciphered content data and a license and 
was acquired from the audio CD by ripping is protected and managed with the contents 
distributed from the distributing server 10. 

[0361]With reference to drawing 35 - 37, generation of the license in Step S806 of the 
flow chart shown in drawing 34 is explained in detail. As a license the license 
generating means 5403 Content ID, Transaction ID, a license key, access restriction 
information (restriction to the output of the license key in the memory card 110), 
reproduction control information (reproduction condition in the contents playback 
device 1550), and the number that can be checked out are generated. 
[0362]With reference to drawing 35 , the content ID 1 comprises the fixed area 2 and the 
management domain 3. Content ID comprises 16bytes, before long, 1 byte is assigned 
to the fixed area 2 and 15bytes is assigned to the management domain 3. And the fixed 
area 2 shows where the content ID 1 was generated, and a different value is written in 
by the case where it is generated by the case where content ID is generated by the 
distributing server 10, and the personal computer 50. When content ID is generated in 
the personal computer 50, That is, when content ID is generated locally, "00" is written 
in the fixed area 2 by the hexadecimal notation, and when content ID is generated 
except personal computer 50, the other value is written in the fixed area 2. 
[0363]The identification number for identifying each contents data is written in, and the 
management domain 3 is managed so that one identification number may overlap and 
may not be attached to two or more contents data. 

[0364]With reference to drawing 36 , transaction ID4 comprises the fixed area 5 and the 
management domain 6. Transaction ID comprises 12bytes, before long, 1 byte is 
assigned to the fixed area 5 and 1 1 bytes is assigned to the management domain 6. And 



the fixed area 5 comprises the fixation flag 7 and the reserve field 8. 1 bit is assigned to 
the fixation flag 7 and 7bits is assigned to the reserve field 8. The fixation flag 7 shows 
for what kind of purpose transaction ID4 was generated, and a different value is written 
in by the case where it is generated by the personal computer 50 the case where 
transaction ID is generated by the distributing server 10 for management of distribution, 
and for local use. When transaction ID is generated for local use that is, with the 
personal computer 50. When transaction ID is generated locally because of ripping or 
check-in, "0" is written in the fixation flag 7 of the fixed area 6, and when transaction 
ID is generated for the purpose of distribution, "1" is written in the fixation flag 7 of the 
fixed area 6. Transaction ID is generated by generating of a random number. 
[0365]A license key is a common key in the Triple-DES method by 2key at the time of 
license generating, is used for a contents data encryption and decoding, and is generated 
by generating of a random number. 

[0366]With reference to drawing 37 , the access control information ACm comprises 
number-of-times Play_count of refreshable, and movement and 
copy-control-information Move_count. 1 byte is assigned to number-of-times 
Play count of refreshable, movement and copy-control-information Move_count, and 
protecting level Safe_Level, respectively. 

[0367]Either ""0" which shows the reproduction failure of enciphered content data, 
"1-254" which show the number of times of refreshable of enciphered content data and 
255" which shows that enciphered content data is indefinitely renewable is written in 
number-of-times Play_count of refreshable. When the number of times "1-254" of 
refreshable is written in, whenever enciphered content data is reproduced, the number of 
times of refreshable is reduced every [ 1 ]. 

[0368]In movement and copy- control-information Move count. "0" which shows that 
movement and the duplicate of enciphered content data and a license are forbidden, 
movement of enciphered content data and a license being impossible, and, "1-15" which 
show that the duplicate of enciphered content data and a license is permitted with 
restriction, Movement of enciphered content data and a license is permitted with 
restriction, And "240-253" which show that the duplicate of enciphered content data and 
a license is improper, movement of enciphered content data and a license being 
permitted, and, Either of "255" which shows that movement and the duplicate of "254" 
and enciphered content data in which it is shown that the duplicate of enciphered 
content data and a license is forbidden, and a license are permitted indefinitely is written 
in. When "1-15" are written in movement and copy-control-information Move_count, 
whenever enciphered content data and a license are reproduced, a numerical value is 
reduced every [ 1 ]. And when a numerical value is set to "0", movement and the 
duplicate of enciphered content data and a license are forbidden. When "240-253" are 
written in movement and copy-control-information Move_count, whenever enciphered 
content data and a license are moved, a numerical value is increased by every [ 1 ]. And 
when a numerical value amounts to 254, movement of enciphered content data and a 
license is permitted, and the duplicate of enciphered content data and a license is 
forbidden. "17-239" are intact. 

[03 69] Protecting level Safe_Level evaluates the security level needed for a license. It 
has arranged so that it can respond, when the length of the key used for cipher 
processing, the security intensity which records a license, etc. are changed in the future. 
For example, rather than it secures security and protecting contents by software using a 
program like the license management module mentioned above like MEMOKADO 1 10 
or the contents playback device 1550, By hardware, secure security and protect [ that a 
security level will be / way / high ] contents. 

[0370]The reproduction control information ACp consists of 1 byte of flag, and two or 



more information which serves as hand validity by flag, flag(i) shows eye i bit of 1 byte 
of flag. And the reproduction control information ACp comprises flag(O) flag(l) 
flag(2)+Play_length, flag(3)+not_after, flag(4) not_before, and flag(5)+Region_code. 
[0371]flag (0) ** propriety of conversion of the reproduction speed of enciphered 
content data, flag (1) shows the propriety of edit of enciphered content data. 
flag(2)+Play_length shows the size of the partial regeneration, when showing and 
carrying out partial regeneration of the refreshable size of enciphered content data. 
flag(3)+not_after shows the time which use of enciphered content data ends. flag(4) 
not_before shows the time which can start use of enciphered content data. 
flag(5)+Region_code shows the area code of enciphered content data. Use of the 
enciphered content data in flag(3)+not_after and flag(4) not_before means reproduction 
of enciphered content data, movement, a duplicate, check-out, and check-in. 
[0372]Either of "0" which forbids check-out, and "one or more numbers" which show 
the number of times which can be checked out is written in number checkout_count 
which can be checked out. And whenever it is checked out, a numerical value is reduced 
every [ 1 ], and when "one or more numbers" is written in number checkout_count 
which can be checked out, whenever he checks in, a numerical value is increased by 
every [ 1 ]. 

[0373]The license generating means 5403 generates a license and number 
checkout_count which can be checked out at the time of ripping from the content ID, 
transaction ID, the license key, the access restriction information ACm, and the 
reproduction control information ACp of the contents mentioned above. 
[0374]The enciphered content data and the license which were acquired from the audio 
CD by ripping are managed by software like the enciphered content data and the license 
which were received with the license management module 511. 

[0375]In the above, although the personal computer 50 acquired enciphered content data 
and a license from the audio CD by ripping, In this invention, ripping may generate 
enciphered content data and a license from the contents data received not only by this 
but by the internet delivery. Although the personal computer 50 receives enciphered 
content data and a license, exchanging a public key, a common key, etc. between the 
distributing servers 10 using Internet network 30 shown in drawing 1 and drawing 2 , 
and performing mutual recognition, When acquiring enciphered content data and a 
license by ripping, the usual internet delivery receives contents data, without performing 
an exchange of such a public key and a common key. 

[0376]Therefore, the personal computer 50, When the usual Internet is not accessed, 
When enciphered content data and a license can be acquired from an audio CD by 
ripping and the usual Internet is accessed, Enciphered content data and a license are 
acquirable from the contents data distributed by the Internet by ripping, Therefore, the 
Internet does not necessarily need to be accessed and what is necessary is just to build 
in a CD-ROM drive in this invention, in order for the personal computer 50 to acquire 
enciphered content data and a license. And when acquiring enciphered content data and 
a license by ripping, a personal computer, It is necessary to build in neither the license 
management device 520 nor the license management module 511, and what is necessary 
is just to build in the software performed by each means of the functional block diagram 
shown in drawing 33 . 

[0377] Of course, the personal computer by this invention, It may have a function in 
which the license management device 520 and the license management module 511 
other than the function which acquires enciphered content data and a license by ripping 
receive enciphered content data and a license. 

[0378]Since the license by ripping is generated by the personal computer 50, the license 
is called "local license." 



[03 79] According to the embodiment of the invention, a personal computer, Contents 
data is acquired from an audio CD by an internet delivery, Since enciphered content 
data and a license are generated according to the contents of the watermark (it is also 
called duplicate propriety information.) contained in the contents data, Generation of the 
enciphered content [ ripping ] data according to the contents of the watermark and a 
local license is possible. 

[03 80] With all the points, the embodiment indicated this time is illustration and should 
be considered not to be restrictive. The range of this invention is shown by the 
above-mentioned not explanation but claim of an embodiment, and it is meant that all 
the change in a claim, an equivalent meaning, and within the limits is included. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing l] It is a schematic diagram which illustrates a data distribution system 
notionally. 

[Drawing 2] It is a schematic diagram which illustrates other data distribution systems 
notionally. 

[Drawing 3] It is a figure showing the characteristics, such as data for the 
communication in the data distribution system shown in drawing 1 and drawing 2 , and 
information. 

[Drawing 4] It is a figure showing the characteristics, such as data for the 
communication in the data distribution system shown in drawing 1 and drawing 2 , and 
information. 

[Drawing 5] It is a schematic block diagram showing the composition of the distributing 

server in the data distribution system shown in drawing 1 and drawing 2 . 

[Drawing 6] It is a schematic block diagram showing the composition of the personal 

computer in the data distribution system shown in drawing 1 and drawing 2 . 

[Drawing 7] It is a schematic block diagram showing the composition of the portable 

telephone in the data distribution system shown in drawing 2 . 

[Drawing 8] It is a schematic block diagram showing the composition of the memory 
card in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 9] It is a schematic block diagram showing the composition of the license 
management device built in the personal computer shown in drawing 6 . 
[Drawing 10] It is the 1st flow chart for explaining high distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing ll] It is the 2nd flow chart for explaining high distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 121 It is the 3rd flow chart for explaining high distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 131 It is the 4th flow chart for explaining high distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 141 It is the 1st flow chart for explaining low distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 151 It is the 2nd flow chart for explaining low distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 161 It is the 3rd flow chart for explaining low distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 
[Drawing 171 It is the 4th flow chart for explaining low distribution operation of the 
security level in the data distribution system shown in drawing 1 and drawing 2 . 



[Drawing 18] It is the 1st flow chart for explaining the moving operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 19] It is the 2nd flow chart for explaining the moving operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 20] It is the 3rd flow chart for explaining the moving operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 21] It is the 4th flow chart for explaining the moving operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 22H t is the 1st flow chart for explaining check-out operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 23] It is the 2nd flow chart for explaining check-out operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 24] It is the 3rd flow chart for explaining check-out operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 251 It is the 4th flow chart for explaining check-out operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 26] It is the 1st flow chart for explaining check-in operation of a license of the 
enciphered content data in the data distribution system shown in drawing 1 and drawing 
2. 

[Drawing 27] It is the 2nd flow chart for explaining check-in operation of a license of 
the enciphered content data in the data distribution system shown in drawing 1 and 
drawing 2 . 

[Drawing 28] It is the 3rd flow chart for explaining check-in operation of a license of the 
enciphered content data in the data distribution system shown in drawing 1 and drawing 
2. 

[Drawing 29] It is the 1st flow chart for explaining the reproduction motion in a portable 
telephone. 

[Drawing 30] It is the 2nd flow chart for explaining the reproduction motion in a 
portable telephone. 

[Drawing 31] It is a figure showing the composition of the contents list file in the hard 
disk of a personal computer. 

[Drawing 3 2] It is a figure showing the composition of the reproduction list file in a 
memory card. 

[Drawing 33] It is a functional block diagram for explaining the function of software to 
perform ripping. 

[Drawing 3 4] It is a flow chart for explaining operation of ripping in the data distribution 
system shown in drawing 1 and drawing 2 . 
[Drawing 351 It is a format figure of content ID. 
[Drawing 3 61 It is a format figure of transaction ID. 

[Drawing 3 7] It is a chart of a ****** sake about the composition of media access 
conditions, a decoder access condition, and the number that can be checked out. 
[Description of Notations] 

1 Content ID, and 2 and 5 A fixed area, and 3 and 6 A management domain and 4 



Transaction ID, 7MSB 8 reserve, 10 distributing servers, and 20 A distribution career, 
30 Internet networks, 40 A modem and 50 A personal computer, 60 CD, 70 USB cables, 
100,102 A portable telephone and 110 A memory card and 130 Head telephone, 150 A 
contents list file and 160 Reproduction list file, 302 A charge database, 304 information 
databases, a 306 CRL database, 307 A menu database and 308 A distribution recording 
data base, 310 data processing parts, 312,320,1404, 1408,1412,1422, 1504,1510,1516, 
5204,5208,5212, and 5222 Decoding processing section, 313 An authentication key 
attaching part and 315 A distribution control part, 316, a session key generating part, 
318, 326, 328, 1406, 1410, 1417, 1506, 5206, 5210, 5217, and 5405 A communication 
apparatus, and 510-1 106, 1420 and 5220 A cipher-processing part and 350 A controller, 
a 511 license-management module, 520 A license management device and 530 A hard 
disk, 540 CD-ROM drives, 550-1112 USB interfaces and 560 A keyboard and 570 
Display, 580-1 1 14, 1426, 1530, and 5226 A terminal, 1 108 navigational panels, 1 1 10 A 
display panel and 1200 A memory card interface, 1400-1500, a 5200 
authentication-data attaching part, A 1402-5202 Kmc attaching part, a 1414-5214 KPa 
attaching part, 1415-5215 A memory, a 1415 A-5215A CRL field, 1415B A regenerated 
list, a 1415 C-5215B license area, 141 5D A data area, a 1416-5216 KPmc attaching part, 
and 1418-5218 Session key generating part, A 1421-5221 Km attaching part and 
1424-5224 Interface, 1442-1446 change-over switches, 1502 Kpl attaching part, and 
1518 Music reproduction section, 1519 A DA converter, a 1521-1525-1621-162n 
license management file, and 1531-1535-161 l-161n A contents file, a 1550 
contents-playback device, 5400 A watermark detection means and 5401 [ Music 
encoder. ] A watermark judging means and 5402 A remark means and 5403 A license 
generating means and 5404 



